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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address

|Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
109. 65. 7. 75 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 14
212.179. 54. 237 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 9
82. 80. 217. 70 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
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|Top Attackers In IPS|

Attacker Address
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|Ste
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01-31-2016 to 02-01-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
40.114.11. 138 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
192. 198. 151. 37 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
218. 246. 0. 97 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
188. 120. 148. 138 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 1
192. 198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1




01-31-2016 to 02-01-2016

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Action ‘Count
84.109. 57. 34 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 7624
Ret r ansni ssi on dr opped.
204.93.58.176 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 4589
158.116. 225. 93 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 672
31.154.4.18 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 362
5 22 135. 113 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 360
Ret r ansni ssi on dr opped.
149. 78. 242. 91 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 338
149. 78. 25. 193 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 327
31.154.4.18 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 324
72.69.224. 92 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 296
149. 88. 69. 90 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 293
46.19. 85. 177 — 147 237.0. 121 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 270
Ret ransni ssi on dr opped.
149. 88. 202. 196 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 260
149. 88. 14. 55 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 247
31.154. 5. 110 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 243
Ret r ansni ssi on dr opped.
77.126. 237. 67 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 234
Ret r ansni ssi on dr opped.
149.50. 71. 237 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 234
149.88.158. 71 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 231
149. 78. 233. 80 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 226
181. 50. 76. 50 Col onbi a 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 193
135. 245.224. 4  |Fance 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 189
192. 88. 162. 1 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 157
85. 158. 139. 227 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 147
149. 88. 124. 247 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 142
149. 78. 22. 81 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 141
149. 78. 225. 6 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
149. 78. 251. 202 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
149. 78.134. 192 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 126
149. 78.250. 12 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 123
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 117
167.206. 154. 30 |lLhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 115
46.16. 142. 100 Cypr us 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
134.191. 232. 93 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 106
149. 78. 143. 185 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 96
192. 146. 6. 2 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 94
62. 90. 95. 241 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 90
Ret ransni ssi on dr opped.
149. 88. 67. 21 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 89
13.17.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
178.208. 171. 114|Uhited Kingdom |147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 80
109. 64. 200. 202 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 72
Ret ransni ssi on dr opped.
149. 78. 8. 248 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 70
149. 88. 153. 235 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
185.32.179.40 |lIsrael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 64
217.69. 133. 252 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-| ocation inbound enf or cenent drop 61
149. 88. 140. 142 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
112. 185. 130. 163 OK?r ea, Republic 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 57
149. 88. 104. 41 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
167.220. 196. 79 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 55
194.69. 103.20 |United Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
31.154. 150. 185 |l srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 52




01-31-2016 to 02-01-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
185. 3. 147. 204 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 9
2.54.31.95 | srael 147.237.0.121 Suspi ci ous Response Code B ock 6
46. 19. 86. 233 | srael 147.237.0. 121 Paraneter Type Molation virt in vew nilui mishi.aka.idf.il/cellul arreference B ock 4
2.54.185. 243 | srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 4
46.19. 86. 233 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 2
5.22.130. 248 | srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 2
62. 90. 99. 64 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2
192. 198. 151. 44 |Eur ope 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 2
212.235.96.66 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 2
79.178.198. 175 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 2
217.132.119. 94 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 2
37.26. 148. 244 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
79.183. 124. 21 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter B ock 1

ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
920542604AE6D29FE09340AB79BDI9ADOD2EBD1D8D5CF0021DB664388516A7B3EB7F1DCAEF77
6CCF8B8B815A18DC28721BAA7TEED70A978D530BBBE21A8A2F320C1E7E91740CEA018F720498
BD467EA9E61BB380BDF3545D678AF55D56 ESFODCB025D75A04547A063C73BESC7AB44F652EA
46.117.15.13  Israel 147.237.0. 121111 A1 95121E439D3C8D5D5026BE4BDESS, Cbser ved None (1
BOFD8B429F470627379416D6D91B7FF7C1942A5DC451AA30F20D835AE22F12F7C921980670A
D97146E8F1A875CACAF3FBIF1728E41E5258743132C0A8549491328735069605AAC808174374
F357F9089AA86A77899E041949916F3867D4BEFCF2FC522

46.19. 86. 10 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
98059BA08CA79A9EB1180678ADAD3DDEBB1A2 ACF18D8F5AFESAC4D8B02EE7 CFA3690FD5FCD
EC9AFOCE92FE665356 EF54 AEAAA9CF3C7F71E53D1158BE9C03D5301C64FE66EBCA2C2C806486
7366AA4F91462AA62F81B618795FF7B2339BCB2F78952926 ACF07851461893522DF1CBOFC359
212.235.20.125 |Israel 147.237. 01211 | A4F52020347A31A4A5266EB22CBID, Cbser ved None 11
AB49A55018B67916E11F47A0A466C0358717A7FE2A075906A13B75313E29C850F581044C946
1F785F0D9526 EDD43D00EOD87E3ADB22D98FF93A05904DEF30F16D75355347E6050E9FB4BCD3
491B987225E27C3ADAD5AD057C0B58178EAL12FE8BE7428D

132. 68. 50. 72 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SS Sessi on None 1

Ostributed Paraneter Type Mol ation on v nil ui mi shi.aka idf.il/general petition paraneter

5.102.229.112 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
O stributed Whaut hori zed URL Access on
83.130.113.105 I srael 147.237.0.- 1211 |\ il i rmi shi . aka, i o . 1/ Pt ps: /v ni ui mi shi . aka, i of i1/ Bock 1
2.52.190. 204 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
77.127.26.209 | srael 147.237.0.121 Lhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
213.57.106. 79 | srael 147.237.0.121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/lobbygna B ock 1
192.198. 151, 43 |Europe 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy | ui mi shi. aka.idf.il/general petition
O stributed Lhaut hori zed URL Access on
87.46.39.116  fIsrael 147.237. 0221\ oy i) vi i shi . aka, i of i |/ htt ps: /v il ui rmi shi . aka, i f i1/ Bock |1
91.199. 69. 254 | srael 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition
79.183.124.21 | srael 147.237,0,121|  |Fraeter Type Molation ctl00SCont ent A acetbl der 1t xtTitl e in Bock |1
wwv | ui mi shi. aka. i df.il/general petition
46. 19. 86. 45 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 45 (si gal gs DoS At ack) None 1
212.235.59. 4 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
31.154.163. 177 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT_CERTI FI CATE REQUEST) None 1
84.108. 249. 169 |l srael 147.237.0. 121 Paranet er Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n v mil ui mi shi . aka.idf.il/login B ock 1
79. 176. 224. 32 | srael 147. 237. 0. 121 Parmt er Typg Mol gtlon ct | 00$Cont e_ntPl acetbl der 1%t xt F | esNanes i n B ock 1
v i | ui mi shi . aka. i df . i1/ vol unt eeri ngbyage
217.132.119. 94 |Israel 147.237.0.121 Suspi ci ous Response Code B ock 1
37.142.146. 195 |lsrael 147.237.0. 121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
5 102 197. 227 |israel 147 237 0. 121 Pararrpt er T_ype_ Mol El'tl on ctIOO$CDnt.ent Pl acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv ni | ui mi shi . aka. i df.il/changeuni t
109. 67. 126. 190 |1 srael 147 237.0. 121 LhanV\n‘ Fh_r arTet er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docsé&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
Ostributed Paraneter Type Mol ation on v nill ui mishi.aka idf.il/general petition paraneter
80.74.97. 148 | srael 147.237.0. 121 ct1 00$nt ent Bl acekbl der 15t xt Ti tl e B ock 1
62.219.99.130 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
46. 19. 86. 45 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
185. 120. 125. 34 147.237.0. 121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
Ostributed Paraneter Type Mol ation on v nil ui mi shi.aka idf.il/general petition paraneter
31.168.89.122 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
2.54.56.196 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
84.228.215. 202 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
46. 19. 86. 235 | srael 147.237.0. 121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
46. 19. 85. 11 | srael 147.237.0. 121 Illegal Paraneter Encoding BVENTVALI DATION i n v mil ui mi shi. aka.idf.il/personal details None 1
209. 88. 196. 250 |l srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
Paraneter Type Mol ation ct| 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
5.102.197.227 [Israel  [147.237.0.121] |\ i) i mi shi . aka. i df .i |/ nent al heal thoffi cer cont acting Bock |1
109. 160. 174. 161 |l srael 147.237.0. 121 Doubl e UR. BEncoding - paraneter: ReturnUl in ww niluimishi.aka.idf.il/login B ock 1
80. 230. 25. 28 | srael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1
77.126. 209. 51 | srael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mi shi. aka.idf.il/newpassword/ B ock 1
46.19. 86. 112 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1
213. 8. 86. 146 | sragl 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy | ui mi shi. aka.idf.il/general petition
192.116. 215. 34 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
91. 199. 69. 254 | srael 147. 237. 0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter B ock 1

ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha
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