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212.179.54. 237 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 9
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01-29-2016 to 01-30-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
182. 18. 160. 216 I ndi a 147.237.0. 121 ET SCAN Potential SSH Scan 2
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
208. 69. 31. 98 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
23.95. 206. 14 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
93.174.93. 181 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
178.162.199. 197 Cer many 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220 Sweden 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
222.186. 34. 94 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1




01-29-2016 to 01-30-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Z“;\tnl (;i ‘Count
31. 168. 89, 122 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 450
Ret r ansni ssi on dr opped.
149. 78. 225. 127 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 392
149. 78. 240. 70 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 386
68.180.228.25 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 352
149. 78. 25. 176 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 318
149. 88. 106. 29 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 246
149. 88. 126. 229 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 171
149.78.131. 176 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 99
149. 78. 252. 185 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
149. 78. 20. 96 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 82
149. 78. 225. 8 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
68. 180. 228. 168 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149.88.72.71 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 79
68.83.252.122 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 73
217. 69. 133. 252 gz:;;”ion 147.237.0.121|  |Geo-Iocation enf or cenent Geo- | ocati on i nbound enf or cerent drop 70
149.50. 77.180 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
149. 88. 143. 245 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 65
217.69. 133. 249 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 62
149. 88. 219. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56
149. 78. 51. 107 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 44
149. 78. 233. 80 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 41
217.69. 133. 248 stls;;”i o 147.237.0.121| |Geo-Iocation enfor cenent Geo- | ocati on i nbound enf or cerent drop a1
Russi an . . .
217.69.133. 191 Federat i on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
46.120. 244. 192 |l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 25
88.128. 81. 17 Cer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
217.69. 133. 250 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 88. 197. 235 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
173. 234. 233. 203|Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 21
149.78.62. 113 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 21
167. 206. 154. 30 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69. 133. 253 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
149. 78. 8. 248 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19
84. 228. 199. 94 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 18
79. 183. 154. 215 |l srael 147.237.0.121 SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 16
79.182.205. 65 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
149. 88. 193. 6 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 14
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 13
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
94. 230. 86. 136 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 12
52. 90. 80. 35 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
217.69.133.21 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 11
188. 120. 148. 107l srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 10
217.69. 133. 251 stﬁ::ﬂ on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
131. 253. 35. 149 |lLhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 10
80. 246. 137. 122 |Israel 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 9
94. 230. 86. 136 | srael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 8
31.210.187.172 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 6
94. 230. 86. 221 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 6
108. 161.241. 20 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
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|Top Attackers In V\AF|

A tacker Devi ce

Target Address St%Sgnature

Geo Action ‘Oount
79.180. 114. 186 |l srael 147.237.0. 121 Paraneter Type Molation virt in ww nluimishi.aka idf.il/cellularreference B ock 5
213.57. 233.55 |1 srael 147 237 0 121 %ran_et er Typg M ol qti on ctl 00$Cont_entH acehbl der 1$t xt Per ut Bakasha i n B ock 4
wan nitl ui mi shi . aka. i df.il/changeuni t
46. 19. 85. 16 | srael 147.237.0. 121 Paraneter Type Molation virt in vww nluimishi.aka.idf.il/cellul arreference B ock 2
85. 64. 82. 56 | srael 147.237.0. 121 Paraneter Type Molation virt in vwwmluimishi.aka.idf.il/cellul arreference B ock 2
176.13. 11. 31 | srael 147.237.0. 121 SS. Whtraceabl e Gnnection - sigal gs DoS Attack None 1
84.108. 70. 179 |lsrael 147.237.0. 121 SS. Whtraceabl e Gnnection - sigal gs DoS Attack None 1
192.114. 91. 234 |l srael 147.237.0. 121 Paraneter Type Molation virt in vww nmlui mishi.aka idf.il/cellul arreference B ock 1
84.111.187. 226 |lsrael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
192. 116. 94. 208 | srael 147.237.0.121| |Wknown Paraneter ct| 003Cont ent Pl acetbl der 15t xt Gapt cha in B ock 1
W il ui mishi.aka.idf.il/snsverify
77.127.189. 232 [ srael 147.237.0.121| |Frameter Type Molation ctl0Shntent M acetbl der1SixtTitle in Bl ock 1
wwv il ui mishi.aka.idf.il/general petition
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