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01-28-2016 to 01-29-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
212.179. 54. 237 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 15
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|Top Attackers In IPS|
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01-28-2016 to 01-29-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |dgnature | count |
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
42.119. 247. 121 Wi et nam 147.237.0. 121 ET SCAN NVAP -f -sS 1
82.145. 33. 11 Uhi t ed Ki ngdom 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
94.76.11. 132 Bahrai n 147.237.0. 121 ET SCAN Potential VNC Scan 5800- 5820 1
168. 62. 238. 153 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 22 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
222.186.34.171 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
5.189. 176. 187 Cer many 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
42.119. 247. 121 W et nam 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
94.76. 10. 91 Bahrai n 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
94.76. 14. 202 Bahrai n 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 I ndi & 147.237.0.121 ET SCAN NVAP -sS wi ndow 3072 1




01-28-2016 to 01-29-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

g t% Name

216.177.128. 129|Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2120
208. 68. 38. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1568
82.166.159.59 |israel 147. 2370, 121 Sream ng Ei_ﬁgi ne TP Invalid Inval id segnent retransnission. Packet drop 1368
Ret r ansnii ssi on dr opped.
17.78.96.112 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 1336
149. 88. 15. 72 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1312
176.13. 15. 11 | srael 147.237. 0. 121 Sreani ng Er_lgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 1296
Ret r ansni ssi on dr opped.
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1187
149. 88. 124. 247 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 993
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 959
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 713
84.80. 116. 238  |Net her| ands 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 277
202.91. 134. 66 India 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 217
149. 78. 93. 152 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 175
149. 78. 100. 205 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 175
216. 3. 101. 62 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 174
46. 120. 244. 192 |l srael 147.237.0.121 Bad TCP sequence noni t or 169
62. 7. 228. 200 Uni ted Ki ngdom 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 167
149. 78. 169. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
17.78.99. 111 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 149
171.99.171.73 |Thai l and 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 147
149.50. 71. 237 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 144
17.78. 96. 25 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
149. 78.224.23 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 131
81. 180. 66. 34 ('\)':)l dova, Republic 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerment drop 125
149. 78. 42. 29 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
149. 88. 129. 18 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 110
66. 249. 93. 83 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 110
149. 88. 242. 30 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
149. 78. 233. 103 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 103
167. 220. 196. 164|Uhi t ed Ki ngdom 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 99
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
149. 78. 228. 188 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 94
149. 78. 46. 119 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 93
216.31.219.19 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
66. 249. 93. 85 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 92
17.78. 86. 32 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 86
149. 88. 63. 144 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 76
217.69. 133. 248 |Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
149. 78. 39. 205 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
31. 154. 162. 82 | st ael 147 237.0. 121 Sream ng Erjgi ne: TP Invalid Invalid segnent retransnission. Packet drop 72
Ret r ansnii ssi on dr opped.
149. 88. 36. 114 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 68
149. 88. 14. 55 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
149. 88. 80. 93 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
140. 242. 217. 2 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 63
216.2.193.1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 61
66.241.32.168 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 58
192.115. 177. 203|l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 56
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 56
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|Top Attackers In V\AF|
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82. 80. 196. 44 | srael 147.237.0. 121 Too Many of the Same Response Code (404) in Session from 82.80.196. 44 B ock 15

Unknown Paraneter ctl 00_Cont ent P acetHbl der 1_f uAddDocsé&Fi | eToActivate in

212. 143.156. 15 |l srael 147.237.0. 121 L . . ] B ock 15
wwv il ui mishi.aka.idf.il/login

212.143. 156. 15 |Israel 147 237.0. 121 Lhknqvxn_ Par ar_ret er _ctI QO_Can ent Pl acetbl der 1_f uAddDocs&F | esToCheck in B ock 15
W m | ui mishi.aka.idf.il/login

91. 205. 155. 186 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 4

192. 115. 177. 203l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4

77.125.79. 244 | srael 147.237.0.121 Suspi ci ous Response Code B ock 4

109. 226. 41. 252 |Israel 147.237.0.121| | ameter Type Mol ation ctl 00SCont ent A acetbl der 15 xt A | eshanes i B ock 4
WA il ui mi shi . aka. i df. i1/ changeuni t

194. 114. 146. 227l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 4

109. 65. 167. 47 |Israel 147.237.0.121| |Uknown Paraneter ct | 00$Cont ent A acetbl der 13t xt Gapt cha in B ock 3
v il ui mi shi. aka. i df.il/snsverify

109, 66.18. 170 |1 srael 147 237.0. 121 Parmt er T'ype' Mol ay on ctIOO$Cbnt'ent Pl acetbl der 1$t xt F | esNangs i n B ock 2
wan il ui mi shi . aka. i df. i1/ changeuni t

31.44.138.242 |lsrael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https: /v mluimishi.aka idf.il/ B ock 2

46.19. 85. 5 | srael 147.237.0.121 Paraneter Type Molation virt in ww niluimishi.aka idf.il/cellul arreference B ock 2

82. 80. 196. 44 | srael 147.237.0.121 Too Many 404: Response Code per Session B ock 1
Unaut hori zed URL Access to

212.143.99. 102 I srael 147.237.0.121 ww mi | ui mishi.aka.idf.il/general petitionhttp:/ww nsn. conthe-il/ Bl ock !

62.219.62. 217 |israel 147 237.0. 121 Dstributed Paraneter Type Mol ati on on vwwv mil ui mishi.aka.idf.il/general petition paraneter B ock 1

ct 1 00$Cont ent A aceHbl der 1$t xt Per ut Bakasha
37.26.148. 151 | srael 147.237.0. 121 Paraneter Type Molation virt in v nluimishi.aka.idf.il/cellu arreference B ock 1
Ostributed Parameter Type Mol ati on on v ml ui mishi.aka.idf.il/general petition paraneter

192.115.248.2 |l srael 147.237.0. 121 ct 1 00$Cont ent Pl acetbl der 1$t xt Per ut Bakasha Bl ock !

109. 226. 41. 252 |1 srael 147 237.0. 121 Pa!anfet er T_ypg Mol a_tl on ctl 00$Cont_entP| acetbl der 1$t xt Per ut Bakasha i n B ock 1
W mi | ui mi shi . aka. i df. i1/ changeuni t

2 54.137. 43 | srael 147. 237 0. 121 \Iiljif:rlbuted Paraneter Type Mol ation on wwv nil ui mishi.aka.idf.il/cellularreference paraneter B ock 1

79 180. 0. 185 I sragl 147 237.0. 121 Pa!ar@t er Type_ Mol gtl on ct | 00$Cont gnt_H acetbl der 1$t xt Per ut Bakasha i n B ock 1
v il ui mi shi . aka. i df.il/general petition

212.179. 62. 20 | srael 147.237.0. 121 Lhaut hori zed URL Access to v il ui mi shi.aka.idf.il/l ogin/ B ock 1

207.232.46. 170 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1

46. 19. 86. 42 — 147 237.0. 121 \Iif:nbuted Paraneter Type Mol ation on ww mluimishi.aka idf.il/cellularreference paraneter B ock 1

176.13.11. 178 | srael 147.237.0. 121 SIS Uhtraceabl e Gnnection - sigal gs DoS Attack None 1

109. 67. 126. 48 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
DOstributed Parameter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter

62.219.159. 251 I srael 147.237.0.121 ct1 00$Cont ent Pl acetbl der 1$t xt Per ut Bakasha Bl ock !

212. 143. 154. 1051 sr ael 147 237.0. 121 Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 1

wwv m | ui mishi.aka.idf.il/general petition
37.26.149. 138 | srael 147.237.0. 121 SS. Whtraceabl e Gnnection - sigal gs DoS Attack None 1
Dstributed Paraneter Type Mol ati on on vwwv mil ui mishi.aka.idf.il/general petition paraneter
ct 1 00$Cont ent P acetbl der 1$t xt Per ut Bakasha

Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n

wwv m | ui mishi.aka. idf.il/general petition

2.54.159. 133 | srael 147.237.0.121 SSL Lhtraceabl e Gonnecti on - (pen Mbde None 1
Dstributed Parameter Type Mol ati on on vwwv ml ui mishi.aka.idf.il/general petition paraneter

192.118. 30. 102 |l srael 147.237.0. 121 B ock 1

132. 66. 227. 246 |l srael 147.237.0. 121 B ock 1

93.172.9.126 | srael 147.237.0. 121 ct 1 00$Cont ent Pl acetbl der 1$t xt Per ut Bakasha Bl ock !
Ostributed Parameter Type Mol ati on on v ml ui mishi.aka.idf.il/general petition paraneter

79.183.132. 246 I srael 147.237.0. 121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
Dstributed Paraneter Type Mol ati on on vwwv mil ui mishi.aka.idf.il/general petition paraneter

212.179.91.58 I srael 147.237.0. 121 ct 1 00$Cont ent Pl acetbl der 1$t xt Per ut Bakasha Bl ock !

207.232.55.177 |israel 147.237.0.121| |F¥ameter Type Mol ation ctl 00SCont ent A acetol der 15txtTitle in B ock 1
vwwy m | ui mi shi.aka.idf.il/general petition

46. 19. 86. 42 | srael 147.237.0.121 Paraneter Type Molation virt in vww nmluimishi.aka.idf.il/cellu arreference B ock 1

31.168. 2. 94 I sragl 147 237.0. 121 Lhknqv\n_ Par arTet er (_:t | QO_O)nF ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
www m | ui mishi.aka.idf.il/login

109. 186. 168. 72 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in v il ui mishi.aka. idf.il/login B ock 1

2.52.163. 238 | srael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Atack None 1

85. 64. 39. 204 | srael 147.237.0.121 S Whtraceabl e Gonnection - sigal gs DoS Attack None 1
Dstributed Paraneter Type Mol ation on vwwv nill ui mishi.aka.idf.il/general petition paraneter

193.104. 115. 2 | srael 147.237.0. 121 ct100$Cont ent P acekbl der 19t xt Per ut Bakasha B ock 1

37.26. 149, 196 lsrael 147. 237 0. 121 \Ii)i:rlbuted Paraneter Type Mol ation on wwv nil ui mishi.aka.idf.il/cellularreference paraneter B ock 1

132.70. 66. 12 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_CERTI Fl CATE REQUEST) None 1
DOstributed Paraneter Type Mol ation on v il ui mishi.aka. idf.il/general petition paraneter

17.78.149.178 |l srael 147.237.0.121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

80.179.118. 131 |l srael 147.237.0.121 SSL Lhtraceabl e Gonnecti on - (pen Mbde None 1

212.199. 57. 204 |israel 147 237.0. 121 Pa!anfet er T_ypg Mol a_tl on ctl 00$Cont_entP| acetbl der 1$t xt Per ut Bakasha i n B ock 1
W mi | ui mi shi . aka. i df . i1/ changeuni t
Ostributed Parameter Type Mol ati on on v ml ui mishi.aka.idf.il/general petition paraneter

212.143.99. 102 I srael 147.237.0. 121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

46.116. 39. 16 | srael 147.237.0.121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

31.210. 176. 165 |1 srael 147. 237. 0. 121 Paxanpt er_ Type .\/1 ol at'| on _ctIOO$CDnt ent Pl acetbl der 1$t xt NewPass1 i n B ock 1
wawe m | ui mi shi . aka. i df . i|/changepasswor d/ newpasswor d

192. 115. 190. 190|l srael 147.237.0. 121 Untraceabl e SSL Sessi ons: (pen Mbde None 1

2.54.45. 161 | srael 147.237.0.121 Paraneter Type Molation virt in vww nmluimishi.aka.idf.il/cellul arreference B ock 1

85. 250. 207. 36 I sragl 147 237.0. 121 Pa!ar@t er Type_ Mol gtl on ct | 00$Cont gnt_H acetbl der 1$t xt Per ut Bakasha i n B ock 1
v il ui mi shi . aka. i df.il/general petition

77.125. 100, 43 | srael 147. 237 0. 121 %rmt er 'I_'ype_ Mol e_itl on ct| 00$ont gnt_Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vwwy m | ui mi shi.aka.idf.il/general petition

31. 44. 136. 182 I sragl 147 237.0. 121 Dstributed Parameter Type Mol ati on on vwwv ml ui mishi.aka.idf.il/general petition paraneter B ock 1

ct | 00$ont ent A aceHol der 1$t xt Per ut Bakasha
176.13.11. 178 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from176.13.11. 178 (si gal gs DoS At ack) None 1
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