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01-25-2016 to 01-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
79.180. 210. 124 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 30




01-25-2016 to 01-26-2016

|Top Attackers In IPS|
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01-25-2016 to 01-26-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
78.193.2.8 France 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
93. 198. 70. 229 Ger many 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 I ndi & 147.237.0. 121 ET SCAN NVAP -sS wi ndow 3072 1




01-25-2016 to 01-26-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1555
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1552
194. 42. 67. 50 United Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1535
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1150
213. 8. 87. 137 I srael 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 756
Ret r ansni ssi on dr opped.
149.78.24.9 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 543
149.78.49. 182 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 496
149. 78. 251. 251 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 442
155. 56. 68. 216  |Ger many 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 431
192 117.129. 95 |1 srael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 333
Ret r ansni ssi on dr opped.
85. 158. 139. 101 |Uhited Kingdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 305
149. 78. 250. 197 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 301
50.240.212.81 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 288
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 223
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 222
84.94 198. 136 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 189
Ret r ansni ssi on dr opped.
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 181
149. 78. 169. 83 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
79.180. 210. 124 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 78. 122. 68 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 144
149. 78. 253. 24 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
149. 78. 39. 205 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
38.127.167.45 |lWhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 124
149. 78. 216. 50 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116
84.109. 105.15 |lsrael 147.237.0.121 Bad TCP sequence noni t or 100
64.41.200.101 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 100
149. 78. 237. 221 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
85. 115.52. 201  |Uhited Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 80
149. 88. 52. 56 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
66. 102. 9. 44 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 73
217.69. 133. 248 :32::1”' on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 71
149. 78. 138. 203 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 67
66.249.64.175 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
66.249.64.165 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
192. 115. 177. 202|l srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 58
149. 78. 39. 191 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 57
85. 158. 139. 107 |Uhited Kingdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
66.249.64.170 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 49
27.55.234.221 |Thailand 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 47
66.249.83.109 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 43
66.249.81. 251 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 41
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
66.249.83.105 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
149. 88. 146.87 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 34
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 33
217.69. 133. 253 g{sj:;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 32
149. 78. 63. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30
217.69.133. 191 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
149. 78. 254. 125 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29




01-25-2016 to 01-26-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
185. 120. 125. 53 147.237.0.121 Suspi ci ous Response Code B ock 9
109. 64.171. 160 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 4
109. 64. 200. 194 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 3
Ostributed Paraneter Type Mol ation on vwwu mil ui mi shi.aka idf.il/general petition paraneter
82.80.222.116 |Israel 147.237.0.121| | { e H acorbl geprem <t Per ot Bakasha 9 pe P Bock |2
147.235. 185. 74 |l srael 147.237.0.121 Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
217.132. 155. 124l srael 147.237.0.121 Mil ti pl e Untraceabl e SSL Sessi ons from217.132. 155. 124 (Uhknown SSL Sessi on) None 2
109. 65. 196. 105 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy mi | ui mii shi . aka.idf.il/snsverify |B ock 2
46.121.101. 250 |lsrael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 2
5 102. 254. 72 I sragl 147. 237.0. 121 Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter B ock 2

ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
BAE0223BE585396F2CF822E544B6EFOEEE79FB53577292EB12D6353B53C0E2BE3A5475182B8F62
5E0C3A4284B55E2DBC2A4D9C71D8CD8CBA9CDA1C8B82B114B1DE8B63E61BB9317DC3B05DC
63DB1BC93DA9E318253A457FE36BE205CB6A37A6CD590CC393BD6ESCADL6C2F524F2AC5E82
82.80.222.116 |Israel 147.237.0. 1211 c5rF036233ABED708DB3DOD313FO1BI6, Chser ved None 11
85ECC6E38E10F83D7EB2C1CDOA39E79875D798E593361571753197004E59AAEC0328CC07319
DF39FC77885C1FFO07D9AB9AD3C40438D3927313E68C2B0499DA2F2454F3C061E3088C1B6CAF
B4EAE8D949AB242370A4F759DEDDFC62C59206COCA85E0DS

46.19. 85. 41 | srael 147.237.0.121 Paraneter Type Molation virt in niluimishi.aka idf.il/cellularreference B ock 1
Paraneter Type Mol ation ctl 00$CGont ent A acetbl der 1$t xt Per ut Bakasha i n

wwv | ui mi shi. aka.idf.il/general petition

Ostributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha

109. 65. 210. 52 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka. idf.il/l B ock 1
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

vy il ui mi shi . aka. i df.il/general petition

Unknown Paraneter ctl 00 _Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n
v il ui mishi . aka.idf.il/login

31.154. 25. 110 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SSL Sessi ons from 31. 154. 25. 110 (lhknown SSL Sessi on) None 1
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Title in

v | ui mi shi. aka.idf.il/general petition

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
3F5572A9DDB4C008D4E31FF349C1C5C949D3CD3F8D409FC3FD6C0432AC8374EDSBAF8651B65
ABAF4952B2FC60AA89D5B78F9F1009B723FFA8498E0FC99391B5E60E41343745935613199CAF
132.73.193. 103 |l srael 147.237.0. 121 4C66F2606E225033D247CFOF1700225D4DC67632546728DA5F693EBB586D3924BAFB711E6C09 None !
EE202D903C99CB8D51169964B37269CDFFBO5AF4DCE851DA4E05590F06D1F4D3FCODDC903A

213.57.27.82 | srael 147.237.0. 121 B ock 1

176.228.217.6 | srael 147.237.0. 121 B ock 1

84.109. 208. 132 |l srael 147.237.0.121 B ock 1

79.179.17. 248 | srael 147.237.0.121 B ock 1

199. 203. 215. 1 | srael 147.237.0.121 B ock 1

C8C16E8920E8E555BB1B
109. 65. 184. 15 | srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
46. 19. 85. 245 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1

Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

213.57.156. 246 |lsrael 147.237.0.121 vy | Ui mi shi . aka. i . i | / gener al peti ti on B ock 1

109. 66. 140, 224 |Israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy | ui mi shi. aka.idf.il/general petition

93. 172. 19. 60 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mi shi . aka.idf.il/password B ock 1

80. 246. 137. 63 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1

31.154. 25. 110 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

212.179.23.29 |israel  [147.237.0.121| |Franmeter Type Molation ctl00SChntent M acetbl derlsixtTitle in Bock |1
vy | ui mi shi. aka.idf.il/general petition

109. 65. 189. 39 | srael 147.237.0.121 Paraneter Type M ol ation accept in vwww nil ui mishi.aka. idf.il/aj ax/order/confirnorder. aspx B ock 1

84.109. 105. 15 | srael 147.237.0.121 Paraneter Type Mol ation Returnlrl in ww mluimishi.aka.idf.il/login B ock 1

46. 19. 86. 24 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1

192.114.38.14 |israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy | ui mi shi. aka.idf.il/general petition

2.54.57.48 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

109. 253. 147. 177l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

FC8FBE3EBA5726FE8FD81648C867A2795D89318EE0B4A45B7C6765D0707735C994FEC3DD58CE
253DF507A8FEBO065E40A481 EB26 F96 AE3BF43E5841BD49786938728BA3167E016 CD3AB968DEOF
FCF679F4AC419F730EAD4DC4D22823D8CASFDF0868AD8B022D3988EB37532C913D34B93E4F2
82.80. 132. 60 | srael 147.237.0.121 9F1C521B660CFEO8DFDDFDEAAEIA, Chser ved None 1
EE63E2FODD4FD00B46989829295612E8FE26641E4C54AC3EAF88F99D575C416B4D128B4A0674
45F9F86DF155FCEE938CBBBES283B5BD64A2EFFFBE4A1B4058B078658F1AB1CCF47F0845C8B34

BDFADFFBF989424365768787D504F51F864CBEDA467AF

37.142. 68. 59 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SS. Sessi on None 1

212.235.91.76 |Israel 147.237.0.121| |Fameter Type Mol ation ctl 00Snt ent A acetdl der 15txtTitle in Bock |1
wwv | ui mi shi. aka.idf.il/general petition

176.13.21.252 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1

84.109. 105. 15 | srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1

217.132. 155. 124|l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SS Sessi on None 1

Gooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
BF2D3E23A4B01DDF750B6155221A6BB5427F887A3666E59B32BEA34DE8426408C713F70100E8
319DCBE9F204FO0E96CC2623CFDABBOF8637429B4D7C77010A95A554BBC07167E3528B046AEQ
194.90.76.218 | srael 147.237.0. 121 8274116A7623B8A0AES09E6D5C665418AD8F655B04ESASFCI6EC481B1A449B90CBD02F65455 None !
9F346E1AC3A348AA3C65382BD48034B4EC6FFF5EDG6276A95CEBAFFB6209BB1A694A021BA3D0
264990D370F71710A30

109. 253. 207. 249]|l srael 147.237.0.121 Parangeter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
01-25-2016 to 01-26-2016




