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Top Attackers

W 212.199. 154. 194, |srael
79.182.115. 193, Israel
W 37.26.149. 145, |srael
109. 66. 183. 107, |srael
W 192.116.232.69, |srael
W 91. 205. 155. 186, |srael
W 84.228.19. 157, Israel
W 91.231.193. 150, Israel
2.54.30. 84, Israel
H 87.69.1.226, |srael




01-24-2016 to 01-25-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 154. 194 | srael 147.237.0.121 Anonal y- TLS-renegoti ation-A i dest - reset BBL- | srael 367
82.80.217.70 | srael 147.237.0.121 Bl ock_Udp Al _Nets drop BBL- | srael 3




01-24-2016 to 01-25-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-24-2016 to 01-25-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo | Target Address |Stddgnature | count |
192.198. 151. 45  |Europe 147.237.0.121 ET SCAN NVAP -sA (2) 2
195. 216. 176. 244 |Latvia 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
46. 151. 53. 217 krai ne 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
82. 28. 85. 87 Uni ted Kingdom [147.237.0.121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
93.174.93. 181 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 247 147.237.0.121 ET SCAN Potential SSH Scan 1
59. 45. 79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
88. 150. 196. 165 |United Ki ngdom [147.237.0.121 ET SCAN Potential SSH Scan 1
182. 131. 21. 69 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
191. 240. 136. 5 Brazil 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1




01-24-2016 to 01-25-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature Z“;\tnl (;i ‘Count
212 143. 138. 2301 sr ael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 3888
Ret r ansni ssi on dr opped.

66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 2948
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2597
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1789
82. 166. 159. 59 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 1251
Ret r ansni ssi on dr opped.

149. 78. 19. 215 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 661
64. 79. 85. 205 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 562
217 132, 12. 4 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 477
Ret r ansni ssi on dr opped.

149. 88. 3. 216 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 477
149. 88. 8. 118 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 347
155. 56. 68. 217  |Ger many 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 332
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 254
149. 88. 76. 172 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 251
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 224
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 203
212.199. 154. 194|l srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 169
208. 65.49. 250 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 168
149. 78. 254. 125 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
49.231.199.34 |Thail and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
149. 78. 236. 175 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 127
79.181. 240. 226 |l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 125
66.249.83.109 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 120
149. 78. 95. 217 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 118
66. 249. 83. 107 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 112

149. 78. 243. 170 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
66. 102. 6. 90 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 76
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 69
108.171. 133. 166|Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 67
82.166.53. 161 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nunier noni t or 64
2.54.254. 131 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 64
185. 120. 125. 18 147.237.0. 121 Bad TCP sequence noni t or 62
108. 171. 128. 166|Uni ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 61
62.219. 183. 196 |lsrael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 61
149. 78. 42. 29 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 60
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
66.249.81.251 |lLhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 57
85.115.52.201 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 52
212.235.103. 211|l srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 49
149. 88.142.82 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 46
217.69. 133. 253 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 46
217.69.133. 21 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
194. 114. 146. 227 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 41
81.218.241.25 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 41
62. 90. 13. 193 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 40
62.0.101. 97 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 37
62.0.101. 97 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 37
188. 93. 56. 122 :32::1”' on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
192 116. 160. 227 |1 srael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 36

Ret r ansni ssi on dr opped.
217.69. 133. 248 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 34
149. 78. 215. 64 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33




01-24-2016 to 01-25-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
37.26. 149. 145 | srael 147.237.0.121 Suspi ci ous Response Code B ock 12
192.116. 232. 69 |l srael 147.237.0. 121 Unaut hori zed URL Access to www mil ui mishi. aka.idf.il/$$$828&72$5$ B ock 9
79.182. 115. 193 | srael 147 237.0. 121 LhknO_V\n_ Pa_r ar’r_et er (_:tI O_O_Cbnt_ent P aceHol der 1_f uAddDocs&Fi | eToActi vate in B ock 8
vy il ui mi shi . aka.idf.il/login
70.182. 115. 193 | srael 147. 237. 0. 121 Unknqvxn. Pa_r arTet er f:tl QO_Cbn't ent Pl aceHbl der 1_f uAddDocsé&Fi | esToCheck in B ock 8
wwv | ui mi shi. aka.idf.il/login
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka. idf.il/general petition paraneter
84.228.19. 157 | srael 147.237.0.121 ct | 00$Cont ent Pl aceHbl der 1$t xt Per ut Bakasha Bl ock !
91. 205. 155. 186 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 7
2.54. 30. 84 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 4
62. 90. 99. 64 | srael 147.237.0.121 Suspi ci ous Response Code B ock 2
212 179. 71. 70 |1 srael 147 237.0. 121 Param_at er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 2
wawe mi | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter
193.43.246.250 |l srael 147.237.0.121 ct | 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha B ock 2
46.19. 85. 102 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
Dstributed Paraneter Type Mol ation on vww mil ui mishi.aka.idf.il/general petition paraneter
109.64.62. 51 | srael 147.237.0. 121 ct | 00$Cont ent Pl acetol der 1$t xt Per ut Bakasha Bl ock 2
82. 80. 198. 164 I srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent A acetbl der 1$t xt Capt cha i n waw mi | ui mi shi. aka.idf.il/snsverify |B ock 2
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
5.22.131. 42 I srael 147.237.0.121 ct |1 00$Cont ent Pl aceHol der 1$t xt Per ut Bakasha Bl ock 2
81.218.35.242 |Israel 147.237.0.121| |PAameter Type Mol ation ctl005Cont ent A acetbl der 1t xt NewPass1 in Bock |2
wany mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
193. 34. 57. 101 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.54.36. 90 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
Dstributed Paraneter Type Mol ati on on vww il ui mi shi.aka.idf.il/changeunit paraneter
87.69.1.226 | srael 147.237.0. 121 ct | 00$Cont ent Pl acetol der 1$t xt Per ut Bakasha Bl ock 2
91.231.193. 150 |Israel 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from91. 231. 193. 150 (Unhknown SS. Sessi on) None 2
Ml tiple Lhtraceabl e SS. Sessi ons from 109. 66. 183. 107 (Protocol viol ation
109. 66. 183. 107 |l srael 147.237.0. 121 (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
79.182.115. 193 |Israel 147.237.0.121| | ameter Type Mol ation ctl00SCont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
wwv ni | ui mi shi . aka. i df.i|/changeuni t
213. 8. 204. 69 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
109. 66. 183. 107 |l srael 147.237.0. 121 D stributed Abnornal | y Long Request B ock 1
91.231.193. 150 |Israel 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SS Sessi on None 1
37.26.148. 216 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
D stributed Uhauthorized URL Access on
5. 22.130. 65 | srael 147.237.0- 1210 |y il i rmi shi . aka. i o . 1/ At ps: /v nil ui i shi . aka, i df i1/ Bock 1
192. 118. 48. 249 |l srael 147.237.0.121 Uhtraceabl e SS. Sessi ons: Uhknown SSL Sessi on None 1
80. 246. 137. 59 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
109. 67. 97. 85 | srael 147.237.0.121 D stributed Cooki e Tanperi ng on token: . ASPXAUTH None 1
109. 66. 183. 107 |l srael 147.237.0. 121 Ill1egal Byte de Qharacter in Header Val ue B ock 1
79.179. 139. 64 I srael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference Bl ock 1
212. 235. 96. 66 I srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
212.117.136.7 | srael 147.237.0.121 Paraneter Type M ol ation accept in vwwv il uimishi.aka.idf.il/login B ock 1
87. 69. 245. 216 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
31.168. 211. 243 |1srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on v ml ui mishi.aka.idf.il/general petition paraneter B ock 1

ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha

Gooki e Injection on cookie . ASPXAUTH wi th val ue
052221501536ED2AA75A8087318182F9E0229264492085F5F4636A719647369B10E8360781F36
05D4D91256BC6ED39F930645662067874F77D0D4BFB0537226A377F8D110CBD2B87B11C4522
193.34.57. 101 |israel 147.237.0.121 A4CD2273F45E2BDD90402563D4448B904E4E3C50D28A20CBF04C9D3C681AB676EA621FESB1A None 1
E63B54CECEC8979BE578720C7E82AEDCB243E8296F8B2AB05C8313C94688DA6F6FE79B91E582
0731869CA01FC38DA

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

185. 127. 10. 35 147.237.0. 121 O A o B ock 1
vy il ui mi shi . aka. i df.il/general petition

109. 66. 183. 107 |Israel 147.237.0. 121 NULL Character in Header Name at A..A?qA¥A2aPdA° AvAce| [ #1]] DAce B ock 1

77.125.123.12 | srael 147.237.0.121 D stri buted Gooki e Tanpering on token: .ASPXAUTH None 1

212.179.129. 6 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1

109. 66. 183. 107 |l srael 147.237.0.121 Dstributed Mal formed URL B ock 1

91.231.193. 150 |Israel 147.237.0. 121 Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1

193. 169. 70. 108 |1 srael 147 237.0. 121 LhanV\n_ Fh_r arTet er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docsé&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

192.198. 151. 36 |Europe 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww i | ui mi shi . aka.idf.il/snsverify |B ock 1

85. 64. 6. 196 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1

176.13.5.21 | srael 147.237.0. 121 Paraneter Type Molation virt in ww mluimishi.aka idf.il/cellularreference B ock 1
Illegal Byte Code Character in Method AuAob At [#31]] A AxK{« AdRA° I AA° AOAZACAA: LASA

109.66.183. 107 [Israel  [147.237.0.121) | a0 #168{ ] AvBCAY%eX~ASIEALAE" ) o&$>A?£L[ [ #£[7] ] A@l)&AsAg};{eﬁ ANAEZA Aol [ #17] ]/Aé Bock |1

79.179.161.76  |israel 147,237, 0. 121 |PStributed Lthadthorized LR Access on Bock |1

wWwv ml ui mishi.aka.idf.il/https:/ww nmluimishi.aka.idf.il/

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
6810156A15DBF7C9A67AB6FA9F6C2A634ECA203EB7D45731FB6D396EC209463BC5471273DD
C99DCCC2B01804D020376D27DF13AA6557286E069AD28E141C2D3A5EF9BA7B644E378F35BC
2B832F2743627E292D1220D4C84991A791BF0867E3675E3D519AFE1D24A574D8FBA4B4210A72
213.8.99.17 | srael 147.237.0. 1211 |e6 A35BEA0E20DFE910054AF50D32A8E2, Chser ved None 11
54CB5C826BD7CA64E5DA56B9713265297E7C735EDE6BFCDA685190EA11ADDDE3BB67CC3FA9
460725F2741B6070756 FASE5800F44920F292A3A852DD9ES51483AFFED7C430482708C2FDC435
C898D64ECB1A88D5A680EFB81A47332E96591 DBA4AAEL3F9

46.19. 86. 7 | srael 147.237.0.121 Parangeter Type Molation virt in v niluimishi.aka.idf.il/cellularreference B ock 1
212.143.99. 102 |lsrael 147.237.0. 121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 212. 143. 99. 102 (Unknown SS Sessi on) None 1
109. 65. 162. 205 |i srael 147.237. 0. 121 Pclran_et er ‘I_'ypg Mol gtl on ct | 00$Cont e_nt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition
37.26.147. 161 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
84. 95. 215. 104 | srael 147.237.0.121 Parangeter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
109. 66. 183. 107 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
109. 66. 183. 107 |l srael 147.237.0. 121 D stributed Unknown HTTP Request Met hod B ock 1
77.126.162. 222 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww nilui mishi.aka. idf.il/ B ock 1
212, 179. 159. 253 |1 sr ael 147. 237 0. 121 UnanV\n. Pa_r arTet er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
v il ui mishi . aka.idf.il/login
199. 203.132. 2 |israel 147 237.0. 121 Paranet er Type Mol ati on ctl 00$Cont ent A acetbl der 1$ct | 00$t xt O dPass in B ock 1

viwy il ui mi shi . aka. i df . il/personal settings
91.231.193. 150 |Israel 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
37.26.149.178 |lsrael 147.237.0. 121 Paraneter Type Molation virt in vww nil uimishi.aka.idf.il/cellularreference B ock 1




01-24-2016 to 01-25-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

5. 29. 246. 99 | srael 147.237.0. 121 ww il ui i shi . aka i o . i 1/ general peti ti on B ock 1
D stributed Uhknown Paraneter on vwwv mil ui mishi.aka. idf.il/login parangter
192.198. 151. 37 |Eur ope 147.237.0. 121 ct|1 00_Cont ent Pl acetbl der 1_f uAddMar ri ageGer t Docs&Fi | esToSenc?g P Bl ock !
82.80.17.163  |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
176. 13. 19. 254 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
109. 66. 183. 107 |l srael 147.237.0.121 Mal f or ned HTTP Header Line 2 B ock 1
79 181 126. 226 |1 srael 147 237 0. 121 Pararrpt er T_ype_ Mol gti on ctl 00$Cont.entPI acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv ni | ui mi shi . aka. i df.il/changeuni t
213. 8. 204. 65 srael 147 237.0. 121 Fararr_et er Typg Mol gti on ct | 00$Cont e_znt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition
46.116. 113. 185 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
212.143.99. 102 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
109. 66. 183. 107 |l srael 147.237.0.121 Abnornal |y Long Header Line request header nane B ock 1
37.26.148.202 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
193. 43. 246. 250 |l srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
2.54. 254,131 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS Attack None 1
192. 117. 189. 108! srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1
84.110. 38. 52 | srael 147.237.0. 121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 1
79.182.242. 132 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 207. 146 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/vww nilui mishi.aka. idf.il/ B ock 1
109. 66. 183. 107 |l srael 147.237.0. 121 Illegal Byte Ghde Character in Header Name A A & B ock 1

Qooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
F94D089CE8SC8B19B7A69E3A935197C153B80ECES58530A06BB95E43B826B3C195DA1D4AE27B5A
B7749CF80AC3DDE8169AA196 1 DBECOA34A8ECF31D36EF154ACF96FA43BF6ES9BD63F0ALIAO077
71.121.220. 4 | srael 147.237.0. 121 EE27A8F1A7880452E653ABDF39240C03FBF651BCAEA40023AC547F9766DD315D7577DFB7366 None 1
A2511E54156095443D3449907FD0476763C3115D45EAC41D31C8F6498CDDC3FBDCBAAA4DO
937E6782E8C68EFE1LF16A1

Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

212.199. 123. 251l srael 147.237.0.121 ct] 00$Cont ent A acekbl der 13t xt Per ut Bakasha B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

37.142.68.129 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !

199. 203. 215. 1 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

93.172.181. 182 |lsrael 147.237.0.121 Paraneter Type Molation virt in niluimishi.aka idf.il/cellularreference B ock 1

87.69. 1. 226 | srael 147. 237. 0. 121 Paramat er T_ype_ Mol ayon ctl ()(J$Cbnt.entH acetbl der 1%t xt F | esNanes i n B ock 1
wwv ni | ui mi shi . aka. i df.il/changeuni t

31.168. 2. 94 — 147 237.0. 121 Lhknc?\/\n‘ Pa_r ar'fet er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docsé&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

192.198. 151. 37 |Europe 147. 237. 0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

wwv | ui mi shi. aka.idf.il/login

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed
6BCBLF3BICA7F2A09D83F18F73F649095A61E42769E7EC64D481CF35A3D1467B1F60715FADS7
667F67FCAB0545272BD21E99FB660A36C5D0CDCEACO18589C1DAOB30AE7 ECF543F9767AAG6
558A5ADOBCO115C83CFCCB789EB4CE734CC5CE5B7FBC636A37 15AEALA5787COEL7A366EF10
82.80.26.75 | srael 147.237.0. 1211 | 03892F1333359250E53AM47109CAC03, Chser ved None |1
93E388019B5F3849F6F982A44B36F39EDOEA01B48338F 1 AE5D5A05CR517AD951CDDEOF925112
75F84268FF9AB232AC0757407537A0A0A538E748479C75331CFOA66BB6F5ED4AF0CI34F53B1
C6928E17EB4AF918F483198B506A1383B96C0C20A505466

185. 120. 125. 18 147.237.0. 121 SSL Untraceabl e Gonnection - (pen Mde None 1
01-24-2016 to 01-25-2016




