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W 109. 67. 217. 171, |srael
212.179. 54. 237, |srael
172.98. 200. 237, nul |
192. 198. 151. 45, Europe
95. 86. 86. 177, | srael
79.178. 161. 254, |srael
109. 186. 43. 100, |Israel
46.19.86.7, |srael

192. 114. 91. 232, Israel
H 79.181.25.58, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
212.179.54. 237 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 9
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01-23-2016 to 01-24-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3
172.98. 200. 237 147.237.0. 121 ET SCAN NVAP -f -sS 1
172.98. 200. 237 147.237.0. 121 ET SCAN NVAP -sS w ndow 3072 1
93. 174. 93. 181 Net her | ands 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
159.122. 111. 166 Net her | ands 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
172.98. 200. 237 147.237.0. 121 ET SCAN NVAP -sS wi ndow 2048 1
184. 173. 48. 221 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
114.112. 90. 54 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1




01-23-2016 to 01-24-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |StdName | gnature | Devi ce Action |Count |
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 1100
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1049
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 830
62.194.173. 206 Net her | ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 486
149. 78. 75. 203 | srael 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 176
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 151
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 149
149. 78. 254. 125 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
188. 201. 183. 105 |[Net her| ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
149. 88. 189. 227 | srael 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 80
149. 78. 230. 122 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 74
149. 78. 42. 29 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
66. 249. 82. 149 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 52
217.69. 133. 248 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
84. 80. 116. 238 Net her | ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
149. 78. 222. 223 | srael 147.237.0. 121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 41
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 37
217.69. 133. 249 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66. 249. 81. 254 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
217.69.133. 191 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
217.69. 133. 21 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
66. 102. 9. 97 Lhited Sates 147.237.0. 121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 26
66. 249. 93. 214 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 25
79.180. 143. 133 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 23
37.142. 203. 3 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber alert 22
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
37.142.203. 3 | srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 22
77.125. 150. 68 | srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 21
64. 120. 47. 235 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 21
217.69. 133. 250 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
24.99. 67. 57 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
66. 249. 93. 208 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
109. 160. 175. 133 |l srael 147.237.0.121 SYN At t ack SYN -> SYN- ACK - > Ti neout rej ect 16
77.127.61.51 | srael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
109. 160. 175. 133 |Israel 147.237.0.121 Bad TCP sequence SYNWtAXK retransmit with different w ndow scal e noni t or 16
82. 81. 48. 142 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 16
54.84.111. 66 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
149. 78. 176. 91 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
217.69. 133. 251 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
217.69. 133. 252 Russi an Federation [147.237.0.121 Qeo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 11
217.69. 133. 253 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 11
66. 249. 81. 254 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
209. 126. 117. 15 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
173. 245.115. 77 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
37.26. 146. 183 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
188. 120. 148. 200 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 9
66. 249. 93. 211 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 9
66. 249. 93. 238 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
66. 249. 82. 153 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9




01-23-2016 to 01-24-2016

|Top Attackers In V\AF|

At acker

Devi ce

Geo Target Address |S t% Sgnature Action ‘Count
109. 67. 217. 171 |l srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 16
95. 86. 86. 177 | srael 147.237.0.121 Paraneter Type Molation virt in vww nlui mishi.aka idf.il/cellularreference B ock 3
192.114. 91. 232 |l srael 147.237.0. 121 Paraneter Type Molation virt in vwwnluimishi.aka.idf.il/cellul arreference B ock 2
46.19.86. 7 | srael 147.237.0.121 Dstributed Parangeter Type Mol ation on ww nil ui mishi.aka.idf.il/cellul arreference parangter virt B ock 2
46.19. 85. 158 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN CLIENT HALLO None 1
79.181. 25. 58 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessions from79. 181. 25. 58 (si gal gs DoS At ack) None 1
109. 186. 43. 100 |l srael 147.237.0.121 Mil ti pl e Unhtraceabl e SSL Sessi ons from 109. 186. 43. 100 (Qpen Mbde) None 1
79.181. 25. 58 | srael 147.237.0.121 SS. Uhtraceabl e Gnnection - sigal gs DoS Attack None 1
37.46.39.208 |lsrael 147.237.0. 121 D stributed Paraneter Type M ol ati on on vwwy mal ui mishi.aka.idf.il/cellul arreference paraneter virt B ock 1
212.179.8.162 |lsrael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al acetol der 1$t xt Capt cha i n v mi |l ui mi shi. aka.idf.il/snsverify |B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
AEBBA3598646C87D6C896195F99675AC5533833228310585514E2A9B95498A42A9B1 CDFACAE
29FCE7BEDE3D166706844FC694438E06D484591CACI9F27C07730E7B3FB391932A2A13D77C0A8
AlE6F215DDFC874DB2B9E2758D58E9EECE25B07867F8313BC49D772B104BFFO3FEF1D919313D0F
109. 64. 169. 59 |l srael 147.237.0.121 FOCDE9951F87EES003BAA02FB76, Chser ved None 1
AOD43D7C44C989AC665CCE27079BCF68B89FFC4D3294D9A77CF87839D5879D590122575C9CE
DC86240A73185D5354E51A9A17C25A55DCE454700BA03F82803F1F643936565DA1D13BE7642F
1C3234AB18BC59A9805ADF891A17342B6DEOF64EC27B944

79.178. 161. 254 |l srael 147.237.0.121 Mil tiple Uhtraceabl e SS. Sessions from79.178. 161. 254 (si gal gs DoS At ack) None 1

109. 186. 43. 100 || srael 147.237.0. 121 SSL Lht raceabl e Connection - (pen Mbde None 1

79.182.61.51 |israel 147.237.0.121| |P@meter Type Molation ctl003Chnt ent A acetbl der 13t xt Fer ut Bakasha in Bock |1
viwy il ui mi shi . aka. i df.i |/ general petition

37.142. 68. 32 | srael 147.237.0.121 Paraneter Type Molation virt in vww nluimishi.aka idf.il/cellularreference B ock 1

213. 8.204. 23 | srael 147.237.0.121 Lhknown Paraneter zi in ww niluimishi.aka. idf.il/login B ock 1

109.66. 119. 74 | srael 147 237.0. 121 Paran_et er Type_ Mol gtio_n ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
viwy il ui mi shi . aka. i df.il/general petition

79.178. 161. 254 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

109. 253. 157. 82 |l srael 147.237.0.121 Paraneter Type Molation virt in vww nluimishi.aka idf.il/cellularreference B ock 1

79.182. 126. 198 |l srael 147.237.0.121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/cellul arreference paraneter virt B ock 1
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