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01-21-2016 to 01-22-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
212.179.54. 237

| Target Address

|Ste |Sgnature

| Devi ce Action | oP 1 ocati on. Locat i on
| srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 9
109. 67. 173. 105 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 6
109. 64. 38. 127 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BB.- | srael 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-21-2016 to 01-22-2016

|Top Attackers In ID|
Attacker Address

| Attacker Geo | Target Address |9te |Sgnature | count
61. 149, 161. 186 Chi na 147.237.0. 121 GPL SCAN nmap TCP 2
146. 185. 250. 2 Russi an Federation 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1




01-21-2016 to 01-22-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |StdName | gnature | Devi ce Action |Count |
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 1462
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 1177
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1005
149. 78. 169. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 475
155. 56. 68. 218 Ger many 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 282
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 190
149. 88. 186. 52 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
66. 249. 93. 83 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 152
149. 78. 252. 210 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 144
66. 249. 81. 129 Lhited Sates 147.237.0. 121 Qeo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 126
66. 249. 81. 251 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 114
112.198. 90. 42 Phi |i ppi nes 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 108
149. 78. 254. 125 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 95
210. 61. 39. 253 Tai wan 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
149. 78. 146. 123 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
217.69. 133. 252 Russi an Federation |[147.237.0.121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 74
192. 114. 105. 254 |l srael 147.237.0.121 Bad TCP sequence Invali d ACK nunber noni t or 72
217.69. 133. 250 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
66. 249. 81. 251 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
149. 78. 216. 50 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 43
40. 77. 167. 105 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
85. 238. 99. 168 Lkr ai ne 147.237.0. 121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 41
207. 46. 13. 108 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 36
217.69. 133. 249 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66. 249. 81. 254 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
5.29.109. 214 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 30
84.108. 137. 22 | srael 147.237.0.121 Bad TCP sequence SYNPACK retransnit with different w ndow scal e noni t or 25
157. 55. 39. 78 Lhited Sates 147.237.0. 121 Qeo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 23
217.69. 133. 253 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
217.69. 133. 251 Russi an Federation [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
66. 249. 81. 254 | srael 147.237.0. 121 Geo-| ocation enforcenent  |Geo-1 ocation i nbound enf or cenent drop 22
66. 249. 93. 208 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
217.69. 133. 21 Russi an Federation |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69.133. 191 Russi an Federation |[147.237.0.121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 20
149. 78. 62. 113 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 20
81.218.241. 26 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 19
109. 64. 167. 148 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 18
217. 68. 8. 59 Cer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
66. 249. 66. 107 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
5.22.129. 124 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
66. 249. 64. 175 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 16
82.102. 169. 113 | srael 147.237.0.121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 16
207.46.13.5 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 15
185. 27. 105. 161 | srael 147.237.0.121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 13
82.166. 53. 161 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 13
66. 249. 93. 208 | srael 147.237.0. 121 @eo-| ocation enforcenent |Geo-1 ocation i nbound enf or cenent drop 13
66. 249. 81. 129 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
54.152. 228. 86 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 10
79.181. 49. 193 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 10




01-21-2016 to 01-22-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |3 t% Sgnature Acti on ‘Count
185. 120. 125. 53 147.237.0. 121 Suspi ci ous Response Code Bl ock 17
81. 218. 48. 37 | srael 147.237.0. 121 Mil tiple Uhaut horized URL Access from 81. 218. 48. 37 Bl ock 5
81.218. 48. 37 | srael 147.237.0. 121 PHP At t enpt B ock 5
109. 65. 8. 189 | srael 147.237.0.121 Suspi ci ous Response Code Bl ock 4
176.13. 3. 182 | srael 147.237.0. 121 Paraneter Type Molation virt in vww nil uimishi.aka.idf.il/cellularreference Bl ock 2
31.168. 247. 71 | srael 147.237.0.121 Paraneter Type Molation virt in v niluimishi.aka.idf.il/cellularreference B ock 2
17.78. 149. 178 | srael 147. 237, 0. 121 Paran_etgr ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n 8 ock 2
vy il ui mi shi . aka. i df.il/general petition
84.109. 208. 132 |israel 147.237.0.121| [P @mweter Type Molation ctl003Cont ent A acekol der 13t xt Per ut Bakasha in Bock |2
v il ui mi shi . aka. i df.il/general petition
2.52.162.232 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 2
2 52 39 103 | srael 147. 237. 0. 121 \I?if:rlbuted Parameter Type Mol ation on v nil ui mishi.aka.idf.il/cellul arreference paraneter 8 ock 2
132. 72. 90. 145 | srael 147.237.0.121 Uhaut hori zed URL Access to waw il ui mishi.aka.idf.il/inages/sitesl6x16. png Bl ock 2
5 22 135. 112 | srael 147. 237. 0. 121 Para@I er Type_ Mol ay on ctl 0()$Co. nt entEIaceI—bI der 1$t xt Per ut Bakasha i n 8 ock 2
Wi il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
Mil tiple Untraceabl e SS. Sessions from79.177. 153. 157 (Protocol viol ation
79.177.153. 157 |lsrael 147.237.0.121 (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 1
79.177.153. 157 |lsrael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 1
212.179.57. 94 | srael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference Bl ock 1
2.54.163. 66 | srael 147.237.0. 121 Paraneter Type Molation virt in nil uimishi.aka.idf.il/cellularreference Bl ock 1
95. 35. 64. 72 | srael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

Ill1egal Byte ode Character in Method ASsh[[#25]] Avk[#26]] A?[ [#29]] A

AcA2mAL AVR] [ #12] 1 [[#24] ] A2QR° [ [ #18] ] zA ~ ACAEEA%OU] [ #11]] Al " sAE[ [ #28] ] A'A?A+A-
79.177.153. 157 |l srael 147.237.0. 121 AccBoA2 mA A'A?AVALAA A [#7]11 A K[ [#12] ] . A2AEAEA? Al [ #7] ] A2 AueA?9AC( AEH) A-AS [B ock 1
(ATAA"ARAYA S ASAVA?PKA?T[ [ #4] ], AA?AZAT [ #23]] ASOASt 9vA+#AY] NAC, A™MOoAE
AYA! ~A. A...0A»A" A-Avhe A [ [ #17]] A~vA A?

192. 114. 105. 254 |l srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46.19. 86. 199 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
5. 255. 253. 96 RussI an 147.237.0.121 Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Federation
109. 186. 126. 194|l srael 147.237.0.121 Paraneter Type M ol ation accept in vwww nil ui mishi.aka idf.il/aj ax/order/confirnorder. aspx B ock 1
84.109. 17. 181 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ Bl ock 1
2.52.162.232 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS_ Sessi ons from2.52. 162. 232 (sigal gs DoS At ack) None 1
NULL Character in Header Nane at A™K8A»A? AVA; AEA?bAT bAE[ [ #6] | Avs 1sRA?A«Ty Ace
#6] ] SA™A; [ [ #30]] YA, #20] | A<[ [#7] ] A?A Al CA [[#15] 1 A
79.177.153.157 |Israel 147.237.0. 121 LE kg]/{, A¢A?|A[1[A° m][]#lASm[ A]i ]AOAL[A>A]1 ]Z\?[[:is] : [AF..A”_]/JA?/*Q?/&:AaAl © ([ [#20] ] AA Ace Block |1
kYr) A- kxA° A—AEATMA?[ [ #16] ] g- | AS[ [ #16] ] At PA' OAZAVAA» AZ[ [ #0111 [ [ #15] 1 A- A...AvzK
79.177.153. 157 |Israel 147.237.0.121 Abnornal |y Long Request net hod Bl ock 1
213.8.63. 12 | srael 147.237.0. 121 Paraneter Type Molation virt in vww nil uimishi.aka.idf.il/cellularreference Bl ock 1
185. 32.179. 156 |l srael 147.237.0.121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition anet er
37.46.43. 141 I srael 147.237.0. 121 ct | 00$Cont ent A aceHbl geprel$t xt Per ut Bakasha ’ i > B ock !
2.54. 180. 205 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
109. 64. 105. 129 |l srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 109. 64. 105. 129 (Uhknown SS. Sessi on) None 1
79.177.153. 157 |lsrael 147.237.0.121 Mal f or ned HTTP Header Line 5 B ock 1
79 177.24.102 |1 srael 147 237.0. 121 Paranfet er T_ype_ M ol a_ti on ctl 00$0Jnt‘ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
viwv m | ui mi shi . aka. i df . i | / changeuni t
194. 90. 25. 90 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx Bl ock 1
132. 64. 90. 46 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka. idf.il/https:/wwniluimishi.aka. idf.il/ Bl ock 1
DO stributed Lhaut hori zed URL Access on
79.178.51.16 I srael 147.237. 0221\ oy i) vi i shi . aka, i of i |/ htt ps: /wwwe il ui rmi shi . aka, i f i1/ Bock |1
Illegal Byte Code Character in Header Name AspA ?AVA—A t AEqt AtAnAAZ<A; At
[[#5]] A2 A?_ACAT] [ #14]] A- AS, [ [ #12] ] >A2 Be[ [ #7]] AC] [ #8] ] A™MvaZA, CAVA
A A2 Ryg AoAS[ [ #23] ] [ [#12] 1 A A%oA'T[ [ #3] ] 2q6AFAYA™[ HGA'gAR [ [ #18] ] A¢\ ; S<BA—AY
A¢BA Aj Av#ATs A3 Af_* CEAAWAS[ [ #20] | AASFAZEA [ [ #5) ] Aa7[ [#2]] QMY [ #3]] Az
79.177.153.157 I srael 147.237.0.121| {3y iy AA_A¥A?1[L[ #14]] Aa/A@[s[<) A‘ﬂ], ]qAZA'°7A° kA€E5«[—A¢]V\1‘I A¥[A[\"([ []135] ]/éA[S[ [] ize] R N
A2WA.. [ [[#31] ] A'A° XkAnAL [ [ #0] 1 Aj A2FA»[ [ #11] ] A-AE, « >Z$SNA A'Ae
HA?AA° OAE[ [ #27] ] A?A?[ [ #30] ] Aud[ [ #21] ] APAs) [ [ #26] ] KAV [ #1] ] nARA ASA?A?A. A—A?A€
[[#8]] A 3Au A
213.8.90. 181 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/wwniluimishi.aka idf.il/ B ock 1
37.142.131. 36 | srael 147.237.0. 121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/a ax/order/confirnorder.aspx Bl ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition anet er
5.22.135. 112 | srael 147.237.0.121 ct 1 00$Cont ent A aceHbl ci/:re1$t xt Per ut Bakasha ’ i e Bl ock !
109. 64. 105. 129 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
82.80.153. 251 |1 srael 147 2370, 121 Paraqet er 'I_'ypg Mol gti on ct | 00$Cont enFPI acetbl der 1$ct | 00$t xt NewPass1 i n 3 ock 1
wwv m | ui mi shi . aka.idf.il/personal settings
79.177.153. 157 |Israel 147.237.0. 121 Mal formed URL A A?a€5hi A« Bock |1
79.177.43.212 | srael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL GONN LI ENT_CERTI FI CATE REQUEST) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

A316F97D0AA0651BE53CCA3F43CCAD2 CAFC3641F4FD1CI5B430F518F8689A4757 1FO6BFS
52BFD39F6FD31A0B885FASEC73E9DICL7454C6671868B3B712C02020A29B5BD0187C47AD
EC3E111C5768467B55ACL6012594A4CCB29460CF9131DFA5DCC68DCA9C221442C249FCL
212.179.21.194 I'srael 147.237.0. 121 |} 5 5 AAGDDDB75972561474B0E211728F96B03EEBD, Obser ved None |1
B52347BED7702BAE566BCDD036FD4949A6170CA8F39E07682B4E5CA3749BACS5A3423676D
287321EF392769CA053A2806C269F81265B8C94134EA97493BCA6A7411B5B19D457DA852
7840E75C92CD2B43763A3840771040967411CID3B2F0A072E72FD2

31.168. 13. 78 | srael 147.237.0. 121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx Bl ock 1
87 68. 77. 150 srael 147 237.0. 121 %ra@t er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 1
wawe mi L ui mi shi . aka. i df . il /changepasswor d/ newpasswor d
2.52.162.232 | srael 147.237.0.121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
79.180. 24. 179 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.177.153. 157 |lsrael 147.237.0. 121 Ill1egal Byte de Character in Header Val ue Bl ock 1
213.57.93. 57 | srael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANCE) None 1
192.114.91. 234 |lsrael 147.237.0.121 Paraneter Type Molation virt in wwniluimishi.aka idf.il/cellularreference Bl ock 1
46. 19. 86. 27 I sragl 147. 237.0. 121 af:rlbuted Paraneter Type Mol ation on v nil ui mi shi.aka.idf.il/cellul arreference paraneter B ock 1
82.81. 66. 116 | srael 147.237.0. 121 SSL UWhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_FIN SH RESUMED SESSS AN |[None 1
2.52.131. 242 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
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