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W 79.180. 161. 175, |srael
212.179.54. 237, |srael
[ 185.120. 125.53, nul |
79.178.167. 4, |srael
H 82.81.48.250, Israel
W 2.52.149. 254, |srael
W 192.114. 91. 247, |srael
W 132.64.24. 161, |srael
194. 90. 40. 125, |srael
H 31.168. 133. 226, |srael




01-19-2016 to 01-20-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on

79.180. 161. 175 | srael 147.237.0. 121 Bl ock Udp All Nets drop BA.- | srael 54
212.179. 54. 237 | srael 147.237.0.121 Block Udp All _Nets drop BBL.- | srael 8
82.81.12. 22 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
31.168. 133. 226 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BBL- | srael 3
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01-19-2016 to 01-20-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
60. 209. 5. 30 Chi na 147.237.0. 121 ET SCAN Potential VWNC Scan 5900- 5920 1
125. 65. 165. 215 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
91. 201. 236. 114 Lkrai ne 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
168. 62. 238. 153 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1




01-19-2016 to 01-20-2016

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2315
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2210
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1812
149. 78. 169. 83 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 992
192.232.81.1 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 450
31.168.89. 122 |1srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 342
Ret r ansni ssi on dr opped.
140. 101. 20. 1 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 311
149.78.47.5 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 297
210. 61. 39. 253 |Tai wan 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 269
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 203
149. 78. 252. 210 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 198
149. 88. 185. 109 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 173
149.78.28. 121 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 172
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 172
149. 78. 179. 151 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 170
149. 88. 26. 211 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
149. 50. 73. 214 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 157
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 133
149. 78. 254. 125 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 133
149. 78. 254. 45 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 116
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 110
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
149.88.7.35 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
2.52.34.162 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 74
149. 78. 42. 29 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 73
149. 88. 20. 235 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 72
85. 158. 139. 101 |Uhi ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 70
66.249. 81. 251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
194.90. 119. 123 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 62
66.249.81. 254 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60
2.52.175.5 | srael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 50
149. 78. 216.50 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
31. 154, 145, 7 | srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
109. 64. 162. 173 |1 srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
207.232.41.2 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 32
66. 249. 81. 251 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
46. 19. 86. 226 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 26
217.69. 133. 249 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 26
2.54.140.9 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> RST rej ect 25
157.55. 39. 224 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
217.69.133.21 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
217.69.133.191 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 22
217.69. 133. 252 :Z:::tnl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
110. 78. 187. 196 |Thai | and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 20
199. 203. 226. 21 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 20
138. 134. 192. 10 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 20
149. 78. 20. 108 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
132. 64. 83. 22 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 19
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|Top Attackers In V\AF|

At acker . Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count

79 178. 167. 4 lsrael 147 237.0. 121 Param_at er Type _\/1 ol at_l on .Ctl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 4
waw m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

82. 81. 48. 250 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 4

46. 19. 86. 27 | srael 147.237.0. 121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 3

194. 90 40.125 |israel 147. 237. 0. 121 Para@I er Type_ Mol ay on ctl 0()$Co. nt entEIaceI—bI der 1%t xt Per ut Bakasha i n B ock 3
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest

132 64.24. 161 |1 srael 147 237.0. 121 Fararr_et er Typ(—_:‘ Mol gtl on ct | 00$Cont e_znt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 3
vy | ui mi shi. aka.idf.il/general petition

46.19. 85. 109 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

87.69. 35. 77 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 2

2.52.149. 254 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 2

62. 90. 99. 64 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 2

192. 116. 164. 166/ srael 147 237.0. 121 Paramat er T)_/pe _\/1 ol at_l on _ctl 003Cont ent A acetbl der 15t xt NewPass1 in B ock 2
wane mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

93.172. 186. 184 |1 srael 147. 237. 0. 121 Paran_etgr ‘I_'ypg Mol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 2
vy il ui mi shi . aka. i df.il/general petition

109. 253. 141. 169|l srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

217.132.13.19 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2

84.108. 128. 255 |israel 147 2370, 121 Pararreter T_ypg Mol a'Il on ctl 00$Cont.entP| acetbl der 1$t xt Per ut Bakasha in B ock 2
wwv ni | ui mi shi . aka. i df.il/changeuni t

79.181. 218. 208 |l srael 147.237.0. 121 Paraneter Type Molation virt in vew nilui mishi.aka.idf.il/cellul arreference B ock 2

212. 95, 102. 57 I sragl 147. 237.0. 121 Paramat er T}/pe_ Mol aFl on ctl 00$Q)nt entEI acetbl der 16t xt H | esNangs in B ock 2
wan il ui mi shi . aka. i df.il/nedi cal committeer equest

213.57.84.132 |israel 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Title in B ock 1

vy il ui mi shi . aka. i df.il/general petition

Qooki e I'njection on cookie . ASPXAUTH wi th val ue
6DA44ELF7FF6DC869609CFAF222431BDCCIE5BAF6CDAC7770247453B5D66EC6F2174A1977C4A
9DDC3269BA17A7B79611E4BB20F5520AB3D31D7 FDC79CEAECABC20A5AE03BEA417A5A066BE
79.182.7.30 | srael 147.237.0. 1211 19647E5A4D2F501D6A12208442914E890ACOCF698DEL95FBCA73D8D6BCE937C116D08BED2BFL | P |

ABF702387E43039CFA1A47957A594AD2C8E7C940E3B602E6A0OE23544711FD553406BESADS07

B102402F09D278D4557A8
62. 0. 118. 86 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
192. 116. 127. 113|i srael 147.237,0, 121 | |Fvaeter Type Molation ctl00SCont ent M acetbl der 15txt Per ut Bakasha in Bock |1
viwv il ui mi shi . aka. i df.il/general petition
109. 253. 211. 234|l srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
83. 130. 106. 49 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
212.29.203. 226 |lsrael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from 212. 29. 203. 226 (hknown SSL Sessi on) None 1
185. 120. 125. 53 147.237.0.121 Suspi ci ous Response Code B ock 1
DOstributed Paraneter Type Mol ation on vwwu nil ui mishi.aka.idf.il/general petition anet er
46.120.77.163  |Israel 147.237.0.121| | net o o g’e'[:em o Por ot Bk 9 Pe par Bock |1
2.54.134.104 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS_ Sessi ons from2.54.134. 104 (sigal gs DoS At ack) None 1
109. 253. 130. 56 |l srael 147.237.0. 121 Paraneter Type Molation virt in mluimishi.aka idf.il/cellularreference B ock 1
84.228.236.121 |lsrael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1
213.57. 127. 2 I sragl 147. 237.0. 121 Paraqet er 'I_'ypg Mol falti on ct| 00$Cont ent_Pl acehbl der 1$ct | 00$t xt NewPass1 in B ock 1
wwv m | ui mi shi . aka.idf.il/personal settings
80. 246. 136. 171 |l srael 147.237.0. 121 Paraneter Type Molation virt in ww mluimishi.aka idf.il/cellularreference B ock 1
109. 253. 219. 129|I srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on nil uimishi.aka idf.il/cellularreference paraneter virt B ock 1
2.52.149. 254 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
84.94.140.114 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
79.181. 102. 240 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL CONN SERVER HALLO None 1
212.29.203.226 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SS. Sessi on None 1
191. 240.136.5 |Bazil 147.237.0. 121 Uhaut hori zed URL Access to 147.237.0. 121/ vti gercrndi ncl ude/ styl e. css B ock 1
46.121.247.2  |israel 147.237.0.121| |Famter Type Molation ctl00SContent A acetbl der 1StxtTitle in Bock |1
v i | ui mi shi. aka.idf.il/general petition
2.54.134.104 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
85. 65. 111. 15 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
80. 246. 137. 97 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
62. 90. 174. 102 | sragl 147 237.0. 121 LhanV\n_ Pa_r arT_et er gtl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
46.19. 86. 73 | srael 147.237.0.121 Parangeter Type Molation virt in v niluimishi.aka.idf.il/cellularreference B ock 1
2.54.7.245 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessions from?2.54.7.245 (sigal gs DoS A tack) None 1
94. 230. 86. 234 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mi shi. aka.idf.il/newpassword/ f or got passwor B ock 1
212. 68. 157. 162 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka. idf.il/https:/www il uimishi.aka. idf.il/ B ock 1
192. 115. 67.2 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
62.0.118. 86 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from62.0.118. 86 (sigal gs DoS At ack) None 1
46. 19. 85. 82 | srael 147.237.0.121 Parangeter Type Molation virt in niluimishi.aka idf.il/cellularreference B ock 1
109. 253. 151. 37 |l srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

CODEDA4021A71A075B7BA9453DEDCI9007DED2D2519F48D4325C29F83B60BCB367E3CA990A8
BF9CE93639DE27E4776EDCDO02EOBO0191AC1D4A669CA7DB23DCI9E22843D87C2624E16EOQFC73A
A086155C668FFBF3349B46B84567C47B420AADBA0DB28375C863AF1AD4EOFCLB55A2BA8171
85.159.165.18  |lsrael 147.237.0.121)  10)pR14820E5E717BDC6761A28181397A0, Chser ved None (1
0631AE83C633328A548DD053B8B7D0F828F82A039CD2A9861A46509F2F368A60A04680FB98D
4D6A1497D63DAF5C522F2941A251A18CCEB967487CFDF332B508B3956B4BOAE7E99EB7CC59C

6 CCF960DAEDE77C61237FC7CBFABD5ABC3324D7C767F72B7

2.52.133. 235 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
79.178. 15. 248 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
176. 13. 22. 27 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46. 19. 86. 94 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
2.54.7.245 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
109. 66. 116. 95 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ B ock 1
84.111.136.54 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 1
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