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01-17-2016 to 01-18-2016

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 6
84. 109. 235. 9 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 2
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
168. 62. 238. 153 Lhited Sates |147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
191. 240. 136.5 B azil 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
194. 187. 249. 70 Eur ope 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
58. 16. 129. 102 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
82.78.176.114 Romani a 147.237.0.121 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
162.222.185. 165 |lhited Sates |147.237.0.121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1




01-17-2016 to 01-18-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2640
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2500
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1614
62.219. 236. 166 |Israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 1179
Ret ransni ssi on dr opped.
62.168. 35.125 |Czech Republic 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 440
108.171. 128. 172|Uni ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 404
149. 78.169. 83 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 323
62. 168. 35. 67 Cech Republic 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 300
134.191.232. 72 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 294
149. 88. 242. 15 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 290
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 253
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 196
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 184
149.78. 27. 111 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 154
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
46. 19. 86. 204 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
84.228.190. 194 |lsrael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 106
149. 78. 229. 33 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 100
149. 78. 62. 113 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 100
149. 88. 186. 52 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
138. 134.192. 10 |l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 97
54.172.21.120 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 92
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 90
149. 78. 238. 35 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 90
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
149. 88. 158. 152 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 71
217.69. 133. 248 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 66
217.69. 133. 252 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 59
149. 50. 78. 93 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
149. 78. 229. 180 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
66.249.81.251 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 53
138.134. 102. 16 |l srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 49
149. 88. 67. 90 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
8. 37.100. 38 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 46
149. 78. 254. 125 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
167.220. 196. 107|Uni ted Ki ngdom |[147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
217.69. 133. 253 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42
217.69. 133. 249 :Z:::Inl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
110. 77. 249. 181 |Thai | and 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 39
73.189. 142. 102 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
82. 81.55. 160 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 36
212.235.27.186 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 36
82.81.55. 160 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 36
66.249.81.254 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
217.69.133. 191 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 35
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
185.32.179.81 |lIsrael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 31
149.78.176.91 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
81.218.241.25 |lsrael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 29
66.249.81. 251 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 28




01-17-2016 to 01-18-2016

|pr Attackers In V¢F|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
84.111. 136. 54 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 7
194. 90. 40. 125 | srael 147. 237. 0. 121 Paranpt er Type_ Mol a_ti on ctl 00$(bnt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 3
wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest
37.26.146.166 |lsrael 147.237.0. 121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 3
176. 13. 15. 216 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 3
37.142 64. 1 | srael 147. 237. 0. 121 Parar@t er Type_ M ol a_ti on ctl OO$Q)nt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 3
viewv mi | ui mi shi . aka. i df.il/nedi cal conmtteerequest
217.132. 60. 25 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
192. 116. 164. 166 || srael 147.237,0. 121| |Paneter Type Mol ation ctl 00SCont ent A acetbl der 13t xt NewPass1 in Bock |2
wany mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
87. 69. 140. 47 | srael 147.237.0.121 Paraneter Type M ol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 2
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka idf.il/general petition paraneter
5. 29.41.56 | r el 147.237.0.121 ct| 00$ont ent Pl aceHbl dy:rel$t xt Per ut Bakasha ° i P Bl ock 2
192.114.91. 233 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
46. 19. 86. 24 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 253. 216. 80 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
95.86.112. 9 — 147 237.0. 121 Lhknqvn Pa_r arTet er §tl O_O_O)nF ent Pl acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
37.26.146.166 |lsrael 147.237.0.121 Paraneter Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n wwv mal ui mi shi . aka.idf.il/login B ock 1
85. 64. 250. 163 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
80. 246. 137. 123 |l srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
185. 120. 125. 8 147.237.0. 121 Paraneter Type Molation virt in vww nilui mishi.aka.idf.il/cellul arreference B ock 1
46.19. 86. 178 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
37.142.64. 32 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
A472D630438D28FB4120A344FF4E6941C51D23724E84587D5E8FF6C7153B20A2F33D0D2D4B74
AEBA07549B408BCF26880389C1646E12759AD798710E62840EB482098A43ECI9F185647D88460
5A269D6F415DDED9E224112694AF0A4DCDD4F9A230F51222C0F1A70ADE963F3B028FCC589E4
109. 65.80.210 |l srael 147.237. 01211 14061605D71E588657CD233AAT27ED, Chser ved None (1
1AC01D5FD16DD33A7A85E7ABA14082ABD2 ACAC1D5F940BDEED697E7731BA1BB33BA8FAD2E
CA1BOF3FDE4864105857A5807D255F1549DF3BD1B2F07E8149249BCDOAOOEALIC4B081A523B0
96B655C1198BDCDAEO808A2371F35EBD2BF89FF9DBA6430BF7

93.172. 147. 198 |lsrael 147.237.0. 121 D stri buted Gooki e Tanpering on token: . ASPXAUTH None 1
5.22.135. 50 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
2835875D9383F2FED8BA21002124EA88C170A9DECES757A1F61327908809E8F0B45BCF5E0301
2C5817F4826BB48B33E358601E7D2F327EC861E5752B79F35967432C42A686FE1A8B88D311888
10B6B74371AFE98DFAC325D1ED04BAS9EBCI06F5B30F2755833A1D36B24AC5F79DD2E3A8DF5
213.57.105. 37 | srael 147.237.0. 121 0C2A2FA40F92FA2487AG3F8C64E, Chser ved None 1
4C493240EE5A1C54D650E3D21D301BD5E52CAD18348A6100EE6D98A2DC67AFC7D85B1B4C9B
E89B250AC553D6BFDE434548E884635F16F05A67059724BA29829D833D2DD302785BC204FA8
4A74479CD82A3BD54A81E9737FEE45D1D1B3D8E6826 ECEDIC

Paraneter Type Mol ation ctl 00$Qont ent A aceHbl der 1$t xt F | esNangs in

82.80.29. 90 | srzel 147.237.0.121 vy i | ui mi shi . aka. i df .il/nedi cal conmitteerequest Bl ock !
79.179.15.131 |lsrael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
176. 13. 12. 218 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
46. 19. 86. 27 | srael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1
Paranet er Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
109.64.96.120  [Israel  147.237.0.121| 1}, 1| i rmishi. aka idf.i1/nental heal thoffi cercontacting Bock 1
80. 246. 139. 171 |l srael 147.237.0.121 Paraneter Type Molation virt in niluimishi.aka idf.il/cellularreference B ock 1
212 25.107. 145 |1 srael 147. 237. 0. 121 Paraneter Type Mol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

wwv | ui mi shi. aka.idf.il/general petition

Gooki e I'njection on cooki e . ASPXAUTH wi th val ue
DD7FBD75B59CEFF033D73E964A2A8ADECL3B497BA4299D01E926AB5CD27DA6461797F39EL7
A1B80C61C03E7 CEDFAF77C13A1BBA44CICI06BC218817DB38F6B78102DCD261A7102B5CA8
192.114.91.233 |Israel 147.237.0. 121 |5 55 A6 CCD5B32A86E416D300DB7D182117C400213740994A2A6BA07 1BB6F44619A9309CAE3 | O |1
416CCO5D56D73595B732238CA9101356FE2233EDD3B2991EF068A9EABC33837C4BBI9F85CCL
633C46EECBEEASE1AFOF13B8

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
02222693BC434FCO6B1CB2B25A1923A1306D0BI6AIF30B202CB6394BB4D7B3C54467D0BBLE
A9ADB88C11AAOAB7401EE180BC509B9675792638CE580B5F5C8D392373814C437378AFE335D
CE1B6755A9A340D6116290082CD5DC0400171B34723AC144838ACESD2D5F1CD5CBIAT74D89
77.127.135. 204 Israel 147.237.0. 1211 |\ 357B8230F12E03A73F107C3DEFE9SEAD, Chser ved None |1
9311CE1DDB5314DC97AF62FCL1FD2957FBB8918CBF363EB94C8BDC041BEBBF73E9702FA2A308
AD61F3BB30DC6576D92411DFDB1447A0494E37B6EAL503E52634BE93AF1657D44293E58A852
40700FC751C0209EEECO2FCC2279860621230D35E54E123

37.142.131.36 |lsrael 147.237.0. 121 Paraneter Type M ol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1

109. 67. 140. 76 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1

93.172. 147. 198 |1 srael 147. 237. 0. 121 Pararr_et er ‘I_'ypg M ol gtl on ct | 00$Cont gnt‘Pl acehbl der 1$t xt Per ut Bakasha i n B ock 1
vy il ui mi shi . aka. i df.il/general petition

217.132.32.217 |lsrael 147.237.0.121 Paraneter Type Molation virt in vww nilui mishi.aka idf.il/cellularreference B ock 1

84.110.211. 102 |lsrael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

70.180. 122. 153 |1 srael 147. 237. 0. 121 mknq\/\n. Pa_r anpt er gtl QO_OJnF ent P acetbl der 1_f uAddPar t ner Appendi x| DDocsé&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

192. 116. 213. 210|l srael 147.237.0. 121 ct100$ont ent P acekbl der 1$t xt Per ut Bakasha B ock 1

46. 19. 86. 108 | srael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

37.26.148. 193 | srael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1

109. 64. 105. 129 |l srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 109. 64. 105. 129 (Unhknown SSL Sessi on) None 1

89 138.3. 115 | sragl 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
v | ui mi shi. aka.idf.il/general petition

2.52.39.243 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

80. 246. 140. 251 |1 srael 147. 237. 0. 121 Parar@t er Type_ M ol a_tl on ctl OO$Q)nt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
viewv mi | ui mi shi . aka. i df.il/nedi cal conmtteerequest

212.29.203.226 |lsrael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 212. 29. 203. 226 (Unhknown SS. Sessi on) None 1

79.177.199.25 |lsrael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1

46. 19. 85. 90 sral 147 237 0. 121 Pararr_et er 'I_'ypg Mol §t| on ct | 00$Cont gnt.Pl acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv | ui mi shi. aka.idf.il/general petition

109. 253. 151. 44 |l srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1
Dstributed Paraneter Type Mol ation on vww ml ui mishi.aka.idf.il/general petition paraneter

94. 230. 86. 220 | srael 147.237.0. 121 ct100$0ont ent P acekbl der 15t xt Per ut Bakasha B ock 1

31.210.188. 117 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

217.132. 35. 94 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

79.183.190.75 |lsrael 147.237.0. 121 Paraneter Type Molation virt in vww nilui mishi.aka.idf.il/cellul arreference B ock 1
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Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$Submt 1 in

194.90.40.125 |l srael 147.237.0. 121 viwv mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest Bl ock !
185. 27. 105. 76 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
46.19. 86. 178 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from46. 19. 86. 178 (si gal gs DoS At ack) None 1
109. 64. 105. 129 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
92. 61. 225. 10 | srael 147. 237. 0. 121 Parangt er T)‘/pe‘\A ol atll on _ctl 00$ont ent A acetbl der 16t xt Capt cha i n B ock 1
wanv mi | ui mi shi . aka. i df. il /newpasswor d/ f or got passwor d
2.54.190. 28 | srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
212.29.203. 226 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
81.218.97.45 |israel 147.237,0,121| |Franeter Type Mol ation ctl 00SCont ent A acetbl der 15t xt F | eshares in Bock |1
Wi il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
192.114.182.2 |l srael 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock !
79.178. 15. 248 | srael 147.237.0.121 Parangeter Type Molation virt in v niluimishi.aka.idf.il/cellularreference B ock 1

01-17-2016 to 01-18-2016




