01-15-2016 to 01-16-2016

<
v Focused IP Under
www.gov.il Attack Daily Report

1"NPT SwNn

|Top Targets |

102

Nunmber
a
Attacks

Top Tar get
[Top Attackers |
70§,
60—t
501
401" B 109. 64. 36. 123, |srael
| 109. 253. 205. 140, |srael
] M 79.182.104. 159, |srael
301 109. 65. 116. 201, |srael
Nunmber - H 109. 64. 96. 120, |srael
a ]
Atacks 20 W 5.29.141. 154, |srael
M 79.178.211. 211, Israel
H 84.108. 69. 180, |srael
101 77.127.75. 14, |srael
] l 83.130. 108. 144, |srael
0~ N N > N N > N
) %) 9 ) Q O )
¥ * 3 % ¥ 3 ¥
& & ) & & &
He Q- N N 03
N $ g I W
& AR A & A 4
& & > @ " N NS
& V & & ny\’ A\ N
& R ®

Top Attackers



01-15-2016 to 01-16-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-15-2016 to 01-16-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-15-2016 to 01-16-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address

|Std Sgnature | count |
59. 45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
109. 64. 36. 123 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 1
89.248.172. 98 Net her | ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1




01-15-2016 to 01-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste|Nanme |9 gnature |Device Action  |Count |
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 877
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 752
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 609
149. 78. 169. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 285
149. 78. 37. 226 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 203
166. 70. 207. 2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
149. 88. 141. 241 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 147
50. 7. 178. 100 Net her | ands 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 134
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 132
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 103
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 96
149. 88. 242. 15 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91
149. 78. 148. 35 | srael 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 63
149. 78. 229. 33 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 60
149. 78. 229. 180 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
149. 78. 238. 35 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
146.0. 77. 237 Net her | ands 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
149. 88. 142. 82 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
217.69. 133. 249 Russi an Federati on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
66. 249. 81. 254 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
157. 55. 39. 174 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
217.69. 133. 250 Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
149. 78. 254. 125 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
66. 249. 74. 85 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
217.69. 133. 253 Russi an Federati on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
66. 230. 230. 230 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
66. 249. 81. 254 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 78. 87. 204 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 21
217.69. 133. 251 Russi an Federation 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69.133. 191 Russi an Federati on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
64.120. 47. 67 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19
52. 90. 52. 42 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
66. 249. 74. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
37.142.244. 96 | srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 16
46. 19. 86. 36 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 16
77.125.159. 77 | srael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
66. 249. 81. 129 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
46. 19. 86. 36 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 16
66. 249. 69. 98 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
149. 88. 100. 253 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 15
66. 249. 81. 129 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
209. 126. 117. 15 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
94. 230. 86. 193 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 9
2.54.51. 243 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 9
217.69. 133. 248 Russi an Federati on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
141.8.184.5 Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
141. 8. 132. 85 Russi an Federation 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9




01-15-2016 to 01-16-2016

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |9 t% Sgnature Acti on ‘Count
109. 64. 36. 123 | srael 147.237.0.121 Mil tipl e Unknown HTTP Request Method from 109. 64. 36. 123 Bl ock 7
109. 64. 36. 123 | srael 147.237.0.121 Miltiple I11egal Byte Gode Character in Method from 109. 64. 36. 123 Bl ock 6
109. 64. 36. 123 |l srael 147.237.0. 121 Mil tipl e Abnornal |y Long Header Line from 109. 64. 36. 123 Bl ock 5
109. 64. 36. 123 | srael 147.237.0.121 Mil tipl e Mal forned URL from 109. 64. 36. 123 Bl ock 5
109. 64. 36. 123 | srael 147.237.0.121 Ml tipl e Abnornal |y Long Request from 109. 64. 36. 123 Bl ock 5
109. 64. 36. 123 |l srael 147.237.0. 121 Mitiple |llegal Byte Gode Character in Header Nane from 109. 64. 36. 123 Bl ock 5
109. 64. 36. 123 | srael 147.237.0.121 Mitiple Illegal Byte Gode Character in Header Val ue from 109. 64. 36. 123 Bl ock 4
109. 64. 36. 123 | srael 147.237.0.121 Mil tiple Mal forned HITP Header Line from 109. 64. 36. 123 Bl ock 4
109. 64. 36. 123 |l srael 147.237.0. 121 Mil tiple NLL Character in Header Nane from 109. 64. 36. 123 Bl ock 4
109. 64. 36. 123 | srael 147.237.0.121 Miltiple Illegal HITP Version from109. 64. 36. 123 Bl ock 3
109. 253. 205. 140|l srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 3

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
47DDA4565553F1C871E82560DF8740D353629AE551AB06B3FC5D98C0567213038938E220B
DO69F5B9IBY4CFFECF72DC72E6A9096D187345E0099CD0EBBESEACIAE3D8F03893199B89AL
D943A8A769187A05CF5E4328F8BBLF7044D97F2CCB2EB50E0CA4E9C5B5692CCD7A2D313C
79.182.104.159 Israel 147.237.0. 121 |} 5 s B ASFFDABAFAA7 DOCD10CACL CFDCFA4DE46D, Obser ved None |3
064B3DCDABAFFAASDDABC2AF51ED4 1 ESDE740F8C6BOEELAB666E4E7633F7C569B196018A
A6DIDFE8F03CB72E6B5C1CEBC39B0EL 18BICA7 2E3BDE392586C069D85652A44CL084814E1
7034978FF9695C079FBFB73105992AF734297493652EC68AC73B3

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

wwv mil ui mi shi. aka.idf.il/nental heal t hof fi cercontacti ng

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
9EE61CDI0F551DB88F6155A6B34BC212CF537E74EBCO9AEF6F546901D6AABI802845B81B3
6A173F0446EF8CDD053DF5C4B3A931A96E82B6FD0410A46CA71CBCDCL34FE26C82F08EER
DE8A4COE6B87C2398DB1B2ED32E2173B8E09BOC7 FC12CIF2EDAEDL0043DCD3F71946F0D08
109.65.116. 201 |l srael 147.237.0. 1211 | \rEF8062F03ECACD285BD0442424A0203C5F2, Chser ved None |2
1BC85FE8B9315BEE6CB5C0976470473EEEA8F2CE295EF879DEFA46AEDI4DE78138D446C2B7
46CE868DC7B57E994E7F62A1921728E60457FD8606CB02D1BEFAAD7 03FEAF3D524C04F2CD
3440DE45B591539347646C4BD38F8D32027395BE69FDOCCDO 14

DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter

109. 64. 96. 120 | srael 147.237.0.121 Bl ock 2

77.127.75. 14 | r el 147.237.0.121 ct | 00$Cont ent P aceHol der 1$t xt Per ut Bakasha Bl ock 2

109. 253. 205. 140|l srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

79.178.211. 211 |Israel 147.237.0.121| |F¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |2
vy il ui mi shi . aka. i df.il/general petition

109. 64. 36. 123 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in UR. from 109. 64. 36. 123 Bl ock 2

84.108. 69. 180 | srael 147.237.0.121 Suspi ci ous Response Code Bl ock 2

109. 64. 36. 123 |l srael 147.237.0. 121 Illegal Byte Code Character in URL . AY[[#29]] g<x’x?i A [#18]] xY[ [ #23] ] A? B ock 1

109. 64. 36. 123 | srael 147.237.0.121 Abnornal |y Long Header Line request header nane Bl ock 1

109. 253. 205. 140|l srael 147.237.0. 121 Mil tipl e Lhtraceabl e SSL Sessi ons from 109. 253. 205. 140 (si gal gs DoS Att ack) None 1
NULL Character in Header Name at [[#28]]A..A—A»+NxA A-A"Azc AVA§>A—

109. 64. 36. 123 | srael 147.237.0. 121 j ZPnA, =[ [ #14] ] eA, KKAfAYATA] A<?Aj [ [ #2] ] VK<AVA...[ [ #0] ] bA?AY] [ #27] ] ECA- AYAL AGE Bl ock 1

Acke A- A [ #15] | AGARA [ #2] ] Avf [ #3] ] AxA22Ac

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
C86BCEB49CD02ECBODE36468F21673A6AE80771126023C7F1C78621D4950D430702A3B4D
A5609A7D897A1DD53E83ECACEDIE343FA988081306AC75509D28E7 ECCFDD89D760A5B3F
80744F9A7120E281D3917A5CE140AA27 CF4AE4C5E651C352CDBE6S8EO908DOBC722A78D81
79.180.175.209 I srael 147.237.0.121) | Ap0585182476D2C019B026264ABL2ACA91FB18934, Chser ved None 11
0062C7BEBAE8B2ED034609493695DCD850CE814E61541EC84F0FE7FF8075DB2D524C482589
A13930EC20A5E06C80B31792059EADCA1794B3F6FE63AEDF1A903DB125B7 CF5DF6A2CA22
23DF552128D7DB2693B0114B82F70A89FECOCAFF4A84CF802AB0

109. 64. 36. 123 |Israel 147.237.0. 121 Mal formed URL . AY[ [ #29] ] g<x"x?i A-[ [ #18] ] xV[ [ #23] ] A? Bl ock 1

109. 64. 36. 123 | srael 147.237.0. 121 Illegal Byte Gode Character in Mthod ci Aa Bl ock 1

212.117. 140. 158|l srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference Bl ock 1

84.108. 238. 214 |l srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

5. 255. 253. 47 RussI an 147.237.0.121 SS. Whtraceabl e Gonnection - sigal gs DoS Attack None 1
Feder ati on

109. 64. 36. 123 | srael 147.237.0.121 Mil tiple NLL Character in Method from 109. 64. 36. 123 B ock 1

Il egal HTTP Version xpA*A?&AsaA’ ASA¢A2 ZIWA- [ [ #5] ] A;, a\ ASMA...AE

[[#30] 1 {A[[#5]][[#24]] AtEAceYCASASA _+A?[ [ #23]] - A KT [#22] ] oAcrArAd-Avs Az
109. 64. 36. 123 |Israel 147.237.0. 121 TATA?AYA [ [ #22] ] <AVA?AFACAT [ #5] 1 A [ [#27]] vAsA- Al A2A—A; A™[ [ #30] | UA-A¥YXpAuA- Bl ock 1
kAcy[ [ #1]1 MkkQie ASAY) AVEA'AVA- SAVA;, [ [ #1411 A A€ [ #23] ] As, 30A?NAR [ [ #30] ] Av$
-[ [ #28] 1 6UAGATA%oN] [ #20] ] } FA«WAYA-

109. 64. 36. 123 | srael 147.237.0.121 Abnormal |y Long Request request versi on Bl ock 1
NULL Character in Method R [#24]]A3 | AAA+?Aver Aj A% [ #8] ] vAVA 752 A2 EaA¢- A%o
A B/ A2: A-A3AE AL A2[ [ #12] ] [ [ #25] ] - nTARASH#2> [#2] ] A-

bA?ACAYs <XL[ [ #8] ][ [#11] ] AL A" 9f&A™ [ [ #15] ] qDA[ ; A% [ #11] ] 6AT ASA

109. 64. 36. 123 | srael 147.237.0. 121 A[[#0]]A Al [#30]] AtA A [[#3]]- +A—] [ #15] ] oe | AAGA Bl ock 1
[[#26]][[#2]]A AnRoU [#20]] +A2A A[[#3]]P{[#14]]1b[ [ #19]]g[ [ #16] ] AAAAEA AS\ AYASA
M [#0]] ALAf%8Y;

2 54.41.174 I sragl 147. 237 0. 121 afirlbuted Paraneter Type Mol ation on v nil ui mi shi.aka.idf.il/cellularreference paraneter B ock 1
Illegal Byte Gode Character in Paraneter Nane &AG[[#3]]ZA

109. 64. 36. 123 |l srael 147.237.0. 121 O O[[#6]]13M [#1]]150[ [ #4] 1 A?[ [ #18] 1 K[ [ #7] ]| A Eoe[ [ #28] ] 5A ASxj x24, B ock 1
AG2A AcA?qd [ #2711 " AY@ [ #31] 1 x?[ [#2] ] O> i n ASx>x“e AAS6Ae

85. 65. 103. 27 | srael 147.237.0.121 Parangeter Type Molation virt in vwwniluimishi.aka.idf.il/cellularreference B ock 1
Il11egal URL Path Encoding 14€?AVAceaA [ [ #14]] 2AVA2y[ [ #23] ] ax” 0x¥Acy Q) x¢[ [ #5] ] x«l 4€
o ATAYI[ [ #25] ] O/ x™AX [ #8] | x2 Bomxj\ [ [ #26] | xcedgx=Eta,exa[ [ #31] ] A2x™

109.64.36.123 |l srael 147.237.0.1211 g A(',Ijg[;,gl [ []#]tzo] I [#12[][] Av]C]J, Aol [#1] ][a[eo A?]éx?a 76 RO #15]] k[ALr At,]5\’13€iﬁ§~[ [#8]]4, Bock |1
ax x@¥, [[#25]]8 ca€xx°[[#8]] oAk &E?! x£[ [ #29] ] x"0%
Illegal Byte Code Character in Header Nane [[#28]]A...A—A»+NkA A-A'Azc AVAS>A—

109. 64. 36. 123  |Israel 147.237.0. 121 i ZPnA, =[ [ #14] ] eA, kkAfAYATA; Ac?Aj [ [ #2] ] VK<AVA...[ [ #0] ] bA?A¥] [ #27]] EcA- AYAr AGE Bl ock 1
Ache A- A [ #15] ] AEARB—[ [ #2] ] Avf [ #3] ] AxA22A¢

109. 64. 36. 123 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

83.130. 108. 144 |l srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ Bl ock 1

5.29. 141. 154 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons fromb5. 29. 141. 154 (si gal gs DoS A t ack) None 1
Illegal Byte Gode Character in Query Sring &A@ [#3]]ZA

109. 64. 36. 123 |l srael 147.237.0.121 GG [[#6]]3° [#1]]50[ [ #4]1 A2 [ #18] ] k[ [#7] 11 A° Eoe[ [ #28] ] 5A ASxj x23, Block |1
a A AcA2q [ #27] ] " A¥@[ #31] ] x?[ [ #2] ] & on ASxox‘eMAS6Ace

109, 64. 1. 144 srael 147 237.0. 121 Doubl e LB._Engodi ng - paramat er: ctl00$ont ent A acetbl der 1t xt Pass in B ock 1
vy il ui mi shi . aka.idf.il/login

109. 253. 151. 35 |l srael 147.237.0.121 Parangeter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
Mil tiple Lhtraceabl e SS. Sessi ons from109. 64. 36. 123 (Protocol viol ation

109. 64. 36. 123 |l srael 147.237.0. 121 ( SSLfOONN_ APPLI CATI ON_DATA EXCHANGE) ) ( None 1

109. 64. 36. 123 |l srael 147.237.0.121 Ml f or med HTTP Header Line 3 B ock 1

109. 64. 36. 123 | srael 147.237.0. 121 Illegal Byte ode Character in Header \al ue B ock 1

176.13.8.71 | srael 147.237.0.121 Parangeter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1




Attacker Address

109. 64. 36. 123

01-15-2016 to 01-16-2016

Attacker Geo

I srael

Target Address
147.237.0.121

St%Sgnature

Unknown HTTP Request Method ci Ae in URL . AY[[ #29] ] g<x"x?i A-[ [#18] ] xV[ [ #23] ] A?

Bl ock

5.29. 141. 154

I srael

147.237.0.121

SSL Uhtraceabl e Gonnection - sigal gs DoS Attack

None

01-15-2016 to 01-16-2016




