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132.64. 144. 122, |srael
77.127.161. 167, |srael
109. 253. 138. 193, | srael
81.218.33.181, |srael
212. 25.105. 125, |srael
46. 19. 86. 146, |srael
213.151. 37. 160, |srael
192. 198. 151. 45, Europe
37.26.149. 251, |srael
79. 180. 205. 182, |srael
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01-13-2016 to 01-14-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |StdSgnature | count |
212.25.105.125 |lsrael 147.237.0.121 SERVER- APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 2
192. 198. 151. 45 |Europe 147.237.0. 121 ET SCAN NVAP -sA (2) 2
89. 248. 167. 162 [Net herl ands 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 231 147.237.0.121 ET SCAN Potential SSH Scan 1
5. 39. 222. 253 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
158. 255. 6. 220 Russi an Federation [147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
31.210. 67.78 Tur key 147.237.0. 121 ET SCAN Potential SSH Scan 1




01-13-2016 to 01-14-2016

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2479
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2192
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2019
149. 78. 25. 169 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1469
54.240. 197. 226 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 589
149. 78. 227. 171 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 569
54.240. 197. 225 |Lhited S ates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 556
149. 78.234. 49 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 325
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 224
54, 240. 197. 227 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 218
66. 249. 93. 83 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 194
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 190
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 168
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 168
2.54.24. 67 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 154
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 143
178.79.177. 246 |ni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 136
149. 88. 142. 117 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 111
149. 88. 37. 76 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 79
149. 78. 232. 60 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
31.168. 14. 74 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 72
31.168. 14. 74 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 72
149. 78.50. 201 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 72
138. 134. 102. 15 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 65
149. 78. 254. 125 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 63
84.228. 46. 118 |l srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 61
66.102. 7. 179 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60
217.69. 133. 249 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 57
54.175. 248. 228 |Lhited S ates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
217.69. 133. 169 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 48
66.249.81.251 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
217.69.133.191 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 44
149. 88. 242. 243 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
157.55.39. 156 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
217.69.133. 252 |10 &1 147.237.0.121| |Geo-location enfor cenent Geo-l ocati on i nbound enf or cenent drop 37
Russi an . . .
217.69. 133. 253 Federat i on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 37
85. 115. 52. 201 |Uhi ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
26. 121. 251. 150 |1 srael 147. 237 0. 121 Streamng qul ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
149. 88. 20. 184 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
149. 78. 196. 124 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 30
46.19. 85. 128 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 28
81.218.241.25 |lsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
217.69. 133. 251 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
37.26.147.194 |lsrael 147.237.0. 121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
84.109. 73.178 |lsrael 147.237.0. 121 Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 24
217.69. 133. 21 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 22
77.127.209. 153 |l srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 19
217.69. 133. 250 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
46.19. 85. 139 | srael 147. 237 0. 121 Sreannng EI'.]gI ne: TP Invalid Inval i d segnent retransnission. Packet drop 18
Ret r ansni ssi on dr opped.
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 17




01-13-2016 to 01-14-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |9 t% dgnature Action ‘Count
132. 64. 144. 122 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 13
77.127.161. 167 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock

Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
v | ui mi shi. aka.idf.il/general petition

121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock
121 Dstributed Paraneter Type Mol ation on ww nml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock
121 Unaut hori zed HTTP Met hod B ock
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

213.151.37.160 |lsrael 147.237.0.121 B ock

46. 19. 86. 146 | srael 147.237.
109. 253. 138. 193]l srael 147. 237.
81.218. 33. 181 | srael 147. 237.

v | ui mi shi. aka.idf.il/general petition
121 Paraneter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

A09882E1D9E22AC6 CABA3B044449F94301CD75BAE256133FF3CA8BEL1C6190F89C504AF066BAC
B1402141856C8FD543029A7C7E6049442C2410751A2344738D0DD60547C190E2E4BOF4C291D
CF714C042AB132D905BA0C358E4AC22CDA62F23BFB28098C961932416BF15709DB4518B0OEAS
79.182.150.98 I srael 147.237.0. 1211 | y7BA796017FBIDBSFEETCEODIACSFA, (hser ved None 11
45802E92903233CBADF7FA594AF7390DF337AB2A08366D70517A9FD9B3F1B20A53037947843
FF9374C5C522CB5CB654844E1AFD4A00DAA7123BE937ACD520505F6108E710924DDA0007758
DFD52A9CB6EE2A1690FFE7E29BAC53F4BBE2F3F011AEAGABF

0. 9

0. 3

0. 3

0. 3

0. 2
81.218.61.202 I srael 147.237.0. 121 wwv mil ui mi shi. aka.idf.il/nental heal t hof fi cercontacti ng Bl ock 2
109. 64. 101. 94 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 2
81.218. 33. 181 | srael 147.237.0.121 Uhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/iny/ B ock 2
2.52.5.91 | srael 147.237.0.121 Paraneter Type Molation virt in ww mluimishi.aka idf.il/cellularreference B ock 2
109. 253. 138. 193]l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 2
87.69. 52. 27 | srael 147.237.0.121 Mil tiple Fullwdth/Hal fw dth Ui code Encodi ng on UR/ Parangter(+) from87.69. 52. 27 B ock 2
176.13.19. 141 |l srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 2
37.26. 149. 251 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 2
84.109. 13. 116 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from84. 109. 13. 116 ((pen Mde) None 1
2.54.131. 159 | srael 147.237.0.121 Paraneter Type Molation virt in ww mluimishi.aka idf.il/cellularreference B ock 1
192 114. 91. 244 |israel 147 237.0. 121 Parar'r_et er Typg Mol gti on ct1 00$Cont ent Pl acetbl der 1$t xt N nuk in B ock 1

ww il ui mi shi . aka.idf.il/val tanmequest
79.178. 48. 55 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 79. 178. 48. 55 (lhknown SSL Sessi on) None 1
109. 65. 54. 150 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
37.26.146. 151 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1
84.228.17.90  |israel 147.237.0.121| |Famter Type Mol ation ctl003Content A acetbl der 1St xtTitle in Bock |1
v | ui mi shi. aka.idf.il/general petition

212.25.105. 125 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL CONN QLI ENT HALLO None 1
176. 13. 10. 46 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.180. 205. 182 |l srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148.244 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
84.109. 13. 116 | srael 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
2.54.184. 143 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
192. 198. 151. 45 |Eur ope 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1
79. 178. 48. 55 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
176. 13. 3. 175 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
109. 65. 165.88 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in vww nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
46.19. 86. 146 | srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
37.26.147.174  |lsrael 147.237.0. 121 Distributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
84.228. 46. 118 | srael 147.237.0.121 Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on UR/ Paraneter(+) from 84.228.46.118 B ock 1
83.130. 116. 14 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN LI ENT_CERTI FI CATE REQUEST) None 1
212 143.64.69 |israel 147 237.0. 121 Paraneter Type M ol ati on ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

0. 1

176.13. 15. 59 | srael 147.237.

77.127.245.58 |lsrael 147.237.0. 121 Paraneter Type Molation virt in vww nilui mishi.aka.idf.il/cellul arreference B ock 1
109. 64. 163.78 | srael 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
v il ui mi shi . aka. i df.il/general petition
37.26. 149. 155 | srael 147.237.0.121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
5. 29. 246. 99 | srael 147.237.0.121 ct 1 00$Cont ent A aceHbl ci/:re1$t xt Per ut Bakasha ’ i P Bl ock !
84.111. 160. 128 [l srael 147.237.0.121| [P @meter Type Mol ation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wan il ui mi shi . aka. i df.il/nedi cal conmitteer equest
81. 218. 56. 171 | srael 147.237. 0. 121 Dstributed Paraneter Type Mol ation on wan nil ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
par anet er accept
194. 114. 146, 227 I srael 147.237.0.121| | @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
176. 13. 4. 100 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnU| in ww niluimishi.aka.idf.il/login B ock 1
79.178.51. 16 | srael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
109. 67. 147. 223 |l srael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
46.121. 193. 145 |l srael 147.237.0. 121 Parangeter Type Molation virt in vww niluimishi.aka.idf.il/cellularreference B ock 1
37.26.148. 195 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from 37. 26. 148. 195 (si gal gs DoS At t ack) None 1
83.130. 116. 14 | srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
2.52.173.172 | srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
213.8.241.234 |lsrael 147.237.0. 121 Dstributed Paraneter Type Mol ati on on ww nil ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1
80.179. 141. 237 |Israel 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.178. 29. 148 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: Protocol violation (SSL GONN LI ENT_ CERTI Fl CATE REQUEST) None 1
132. 64. 27. 216 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
109. 65. 54. 150 | srael 147.237.0.121 Mil tiple Lhtraceabl e SSL Sessi ons from 109. 65. 54. 150 (si gal gs DoS At ack) None 1
31.210.188. 117 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

C5398529A59CB6 CDCB8DECBOB703BA2608DE9DDD271A827FA0679F3524F7D2FEE44B10EC70
A4D570C88895667B23EBOC2BBA03432D98D4ES58BE87C6ECA1E78EDDS50423BE40E364884B6E3C
00A3FC9626 EDDIFAE40CAB57F704B8755752FA8B158E5D40A690F67DO0FEL4AA56172EA8ED923
84.228.17.90 |lsrael 147.237.0.121) 13 A AA4B51B74A24EADE47C818044C85, Cbser ved None (1
1D3DE28FA5939B08EF93831CFDBC5404CFA45FA9F3CF8FC411BFDI9BCOOE7D15959FB116A09CF
77169A6D0DD6 CEA75321DC86AFE95955A130572937082CD5F339A38DF0315C1C878A410D87
189075D1D1157FECFE5DD9F851B586A059937E9A63585DD4

Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 1%t xt Capt cha i n

wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d

Mil tiple Untraceabl e SS. Sessi ons from212. 25. 105. 125 (Protocol viol ation

(SSL_OONN CLI ENT HELLO))

176.13.6.78 | srael 147.237.0. 121 Lht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
79.180. 205. 182 |l srael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka.idf.il/ B ock 1

81.218.56.171 | srael 147.237.0. 121 B ock 1

212.25.105.125 |lsrael 147.237.0.121 None 1




Attacker Address

01-13-2016 to 01-14-2016

A tacker
Ceo

Target Address

St%ﬁgnature

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

3413A45A2B9237859C6038BE87D21558634BD5155895D8A293B66F1BI9DEC5409FE594254DB0
8D97EC66751F2AF67E2987DC105F5DD961D3471FE4B93A7CAD587E5C58091E144C469FADDAC
7F566FFCFA22D504C28241AEA57692CF74D3A1EB004B620C33FOBOAOCEES34B77828296AF0D4

46.121.251. 150 |l srael 147.237.0.121)  |58BFED146DCOBIBDEAOAO43D70916D, Obser ved None (1
493DFBCE15A4A69EE15EE36F2AC5CA4466 F8DOEE71CC21F076FEE2859458718F4C7945452FCC7
C8A8E9992D3C0468549CED7325AD6F2246 CFO5F67048DC8FA956E6ES57D6467535F8F29126B83
0728421FAFFA2DAA7ACBA0A7970741FCODDDFA794CACA

109. 253. 130. 220]l srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/cellul arreference paraneter virt |B ock 1

93.172.163. 9 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1

37.26.148. 195 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

01-13-2016 to 01-14-2016




