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01-12-2016 to 01-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on

81.218. 241. 26 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - reset BBL.- | srael 64
46.19. 86. 3 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 31
46.19. 86. 115 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BB.- | srael 5
31. 168. 225. 146 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BB.- | srael 3
222.186. 56. 42 Chi na 147.237.0.121 Frk_Under Attack Con_Tcp drop BBL- Frankf urt 2




01-12-2016 to 01-13-2016

|Top Attackers In IPS|
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Net her | ands
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147.237.0. 121
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ET SCAN Potential SSH Scan
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164.39. 11. 198

Uni ted Ki ngdom

147.237.0. 121

ET SCAN NVAP -sS wi ndow 1024

104. 207. 152. 230
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147.237.0. 121

ET SCAN Potential SSH Scan

180. 97. 106. 37

Chi na

147.237.0. 121

ET SCAN Potential SSH Scan
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01-12-2016 to 01-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2147
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1994
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1426
85.115.54.202 |United Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 947
149. 78. 226. 247 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 364
149. 88. 7. 123 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 334
84.94 198. 136 | srael 147. 237. 0. 121 Sreannng Egl ne: TP Invalid Inval i d segnent retransnission. Packet drop 324
Ret r ansni ssi on dr opped.
149. 78. 39. 20 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 324
157.55.39. 156 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 296
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 265
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 246
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 242
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 237
149. 88. 149. 169 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 216
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
149. 88. 238. 126 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 156
200. 91. 148. 178 |Qosta Rca 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 145
85. 158. 139. 227 |Wnited Kingdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 145
2 54 5822 — 147. 2370 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
46.19. 86. 207 | srael 147. 237. 0. 121 Srearmng &gl ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
2 52 174.8 — 147. 2370 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
149. 88. 58. 39 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
54.243.190.43 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 107
149. 88.242.15 |lIsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 104
167.220. 196. 166|Unhi ted Ki ngdom |147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
149.88.31. 7 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 75
149. 78. 254. 125 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
94. 230. 86. 192 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 72
94. 230. 86. 192 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 72
149. 88.76. 5 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 66
217.69.133.21 gcsj:;:ﬂ on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 58
Russi an . . .
217.69. 133. 253 Feder ati on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 55
46. 19. 86. 3 I sragl 147.237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 54
Ret r ansm ssi on dr opped.
149. 88. 13. 144 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 54
217.69.133. 191 RJSIS:;ni on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 45
49.224.199.66 [New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
217.69. 133. 252 :Z:::Inl on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
153.92.126.19  |Ger many 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
194. 114. 146. 227l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 37
207.46.13. 14 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
192. 114. 23. 209 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 36
2 52 5597 | srael 147. 237. 0. 121 Sreannng Egl ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
192.114.23. 209 |israel 147.237.0.121| |Bad TGP sequence ?Zg‘fm retransmt wth different wndow o, 0o 36
149. 78. 247. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
79.183.191. 178 |lsrael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 29
5.29.183. 191 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 25
66.249.81.254 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
40.77. 167. 62 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
81.218.241.26 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 25




01-12-2016 to 01-13-2016

|pr Attackers In V¢F|

Attacker Address A(;t:Cker Target Address |S t% Sgnature z\t”i ((::1 ‘Count
80.179. 211. 31 | srael 147. 237, 0. 121 Paranpt er Type_ M ol a‘ti on ctl OO$Q)nt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 8
vy mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest
207.232.21.105 |Israel 147.237.0.121 D stributed Doubl e URL Encodi ng B ock 7
109. 66. 128. 33 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 6
109. 253. 202. 108|l srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 5
31 168. 13. 78 lsrael 147 237.0. 121 I%ram_at er Type _\/1 ol at_i on .Ctl 00$Cont ent P acetbl der 1$t xt NewPass2 i n B ock 5
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
212.199. 123. 251 |1 srael 147.237.0.121| | @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Fer ut Bakasha in Bock |4
v il ui mi shi . aka. i df.il/general petition
207.232.21. 105 |lsrael 147.237.0. 121 Uhknown Paraneter virt in wwniluimishi.aka. idf.il/cellularreference B ock 4
46.19. 86. 11 | srael 147.237.0.121 DO stributed Doubl e URL Encodi ng B ock 4
46. 19. 86. 0 | srael 147.237.0. 121 O stri buted Doubl e URL Encodi ng B ock 3
109. 253. 199. 179l srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 3
31.168.178.121 [ srael 147.237.0. 121| |Fvaneter Type Molation ctl 00SCont ent A acetbl der 13t Fer ut Bakasha in Bock |3
wan ml ui mi shi . aka. i df.il/nedi cal conmitteer equest
213. 8. 247. 58 | srael 147. 237, 0. 121 Paranpt er Type_ M ol a_ti on ctl 00$(bnt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 3
wan il ui mi shi . aka. i df.i |/ nedi cal conmit t eer equest
79.178.97. 61 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 3
95.86.95.186 | srael 147.237,0,121| [P aeter Type Miolation ctl 00SCont ent A acetb der 13t xt Per ut Bakasha i n Bock |3
wwv | ui mi shi. aka. i df.il/general petition
109. 253. 141. 104 |l srael 147.237.0. 121 O stri buted Doubl e URL Encodi ng B ock 2
109. 64. 103. 124 |Israel 147.237.0.121| [P @meter Type Violation ctl00$Cont ent A acetbl der 19t xt NewPass1 i n Bock |2
wane m | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d
82. 80. 29. 90 | srael 147.237.0. 121 Uhaut hori zed URL Access to wan mil ui mishi.aka.idf.il/loging B ock 2
80. 246. 136. 8 | srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka idf.il/cellularreference paraneter virt |B ock 2
5.28.137. 148 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww nil uimishi.aka idf.il/cellularreference paraneter virt |B ock 2
109. 253. 201. 176l srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww nil uimishi.aka. idf.il/cellularreference paraneter virt |B ock 2
83.130. 115. 195 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter
31.210.183. 144 I srael 147.237.0. 121 ct |1 00$Cont ent A aceHbl ggelﬂ xt Per ut Bakasha ’ i P Bl ock !
213.151.37.96 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 1
2.54. 144, 157 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
80. 246. 136. 220 |l srael 147.237.0. 121 D stributed Doubl e URL Encodi ng B ock 1
79.180.218. 117 |lsrael 147.237.0.121 Paraneter Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n wwv mal ui mi shi . aka.idf.il/login B ock 1
176. 13. 19. 177 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.121. 123. 18 | srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46. 19. 86. 11 | srael 147.237.0. 121 O stributed Lhknown Paraneter on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt B ock 1
85.64. 7. 190 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
81.218. 156. 84 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
31.168. 11. 194 | srael 147.237.0.121 Paraneter Type M ol ation accept in v nil ui mishi.aka.idf.il/aj ax/order/confirnorder. aspx B ock 1
212. 25.102. 57 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
2.54.11. 34 | srael 147.237.0.121 ct 1 00$Cont ent A aceHbl (;g)re1$t xt Per ut Bakasha ) i P Bl ock !
192. 114. 105. 254 |l srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
77,125, 240, 47 | srael 147. 237. 0. 121 U1knqv\n'Pa}' angt er (':tl O'O_Cbnt' ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
wwv | ui mi shi. aka.idf.il/login
46. 31. 103. 99 | srael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1
84.108.217. 240 |lsrael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from 84. 108. 217. 240 (Unhknown SS. Sessi on) None 1
46. 19. 85. 198 I sragl 147. 237.0. 121 Dstributed Uhknown Paraneter on wwy mil uimishi.aka. idf.il/cellul arreference paraneter B ock 1
cel | ul ar Type
217.132. 36. 187 |lsrael 147.237.0.121 DO stributed Doubl e URL Encodi ng B ock 1
5.22.129. 64 | srael 147.237.0. 121 Paraneter Type Molation virt in vww nilui mishi.aka.idf.il/cellul arreference B ock 1
207.232.21.105 |Israel 147.237.0.121 Doubl e LR. Encoding - paraneter: virt in ww mluimishi.aka. idf.il/cellularreference B ock 1
80. 246. 138. 208 |l srael 147.237.0. 121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
79.182.242.132 | srael 147.237,0, 121 | [P aeter Type Miolation ctl 00SCont ent  acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
185. 3. 146. 242 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept
109. 253. 141. 104|l srael 147.237.0.121 Lhknown Paraneter cel | ul ar Type in v nil ui mishi.aka. idf.il/cellul arreference B ock 1
46.121. 193. 145 |l srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
46.19. 86. 121 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

7EABCDD63702E11E36CA9386CA790EAEF20103493D303CD506238C5C2DDD24A5D84F00514B
E1478986119CC562ACL BESE3AAL108D868BF7CO9C582E51DCE1A590EBF3952397697 DDA46BE
0B5E38363D021C3CF078B53B8E2384EC] E32E336FEC2 AD8 CBE5A7D0DOEDACB65EES8D3BA7AS
87.68.241.236  fIsrael 147.237. 0. 1211\ ee) FrEADFE1 7065882936357FAFE367, Chser ved None |1
BEA7B35B53C531C271C0ADI9B597EF54A62EF8382E2B28BC3DAGEBC619167219240103CABOC
2929COFA5EA773DB3313E02588827237194FDASB1872AA991B38DFD8AS0C3F1D562F51 EF6E36

0466AFAS5CID1EQ63FBI9DD87436DCCB7729ED2BE798E9991

2.54.36.13 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
192.114.173. 74 |lsrael 147.237.0. 121 Paraneter Type Molation virt in wwmluimishi.aka idf.il/cellularreference B ock 1
79.176. 173. 24 | srael 147.237.0.121 DO stributed Doubl e URL Encodi ng B ock 1
109. 253. 213. 67 |l srael 147.237.0. 121 O stri buted Doubl e URL Encodi ng B ock 1
46.121.77. 183 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 1
84.108.217. 240 |lsrael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
80. 246.139. 82 |l srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mii shi . aka.idf.il/snsverify |B ock 1
79. 183. 230. 50 | srael 147.237.0. 121 Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka. idf.il/cellularreference paraneter virt |B ock 1
185. 3. 147, 50 srael 147 237.0. 121 Param_et er Type _\/1 ol at_i on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 1
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d
62. 219. 86. 253 | srael 147.237.0. 121 Uhknown Paraneter returnurl in niluimishi.aka.idf.il/login B ock 1
46.19. 86. 146 | srael 147.237.0.121 D stributed Paraneter Type Mol ation on ww nil ui mishi.aka.idf.il/cellularreference paraneter virt |B ock 1
95.86.87.133  |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
82.166. 198. 101 |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - hknown SSL Sessi on None 1
2.54. 144, 157 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from?2.54. 144. 157 (sigal gs DoS At ack) None 1
192.118. 30. 102 |l srael 147.237.0.121 Lhknown Paraneter **** in waw mlui mishi.aka.idf.il/login B ock 1
80. 246. 136. 175 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
132.72.9. 228 | srael 147.237.0.121 Uhaut hori zed URL Access to www nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
109. 160. 148. 147|l srael 147.237.0. 121 Uhknown Paraneter tzav in vww mlui mishi.aka. idf.il/login B ock 1
46.121.111. 241 |lsrael 147.237.0.121 Paraneter Type Molation virt in wwnluimishi.aka idf.il/cellularreference B ock 1
84.109. 0. 24 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
81.218. 71. 132 | srael 147.237.0.121 Doubl e LR Encoding - paraneter: ReturnUl in ww nmluimishi.aka.idf.il/login B ock 1
5 102.254.174 |1 srael 147 237.0. 121 Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1

vy il ui mi shi . aka. i df.il/general petition




01-12-2016 to 01-13-2016

Attacker Address g:s(:ker Target Address |9 t% dgnature

212. 25.102. 57 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 212. 25. 102. 57 (Qpen Mbde) None 1

80. 179. 200. 203 |l srael 147.237.0.121 Dstributed Paraneter Type Mol ation on ww il ui mishi.aka idf.il/cellularreference paraneter virt |B ock 1

192. 114, 91. 245 |1 srael 147 237.0. 121 O stributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/a ax/order/confirnorder.aspx B ock 1
par anet er accept

62. 219. 86. 253 | srael 147.237.0. 121 Lhknown Paraneter returnurl in ww niluimishi.aka.idf.il/login B ock 1
Ml tiple Untraceabl e SSL Sessi ons from46. 31. 103. 99 (Protocol viol ation

46. 31. 103. 99 | srael 147.237.0.121 (SSL._CONN_APPLI CATI ON_DATA EXCHANGE) ) None 1

01-12-2016 to

01-13-2016




