01-10-2016 to 01-11-2016

1"NPT SwNn

www.gov.il

[Top Targets |

<
v Focused IP Under
Attack Daily Report

Nunmber
a
Attacks

591

[Top Attackers |

Top Tar get

70

601

50

40"

30"
Nunmber _
a
Attacks 20"

101

Top Attackers

W 109. 253. 147. 33, |srael
2.54.56.183, Israel
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85. 64. 113. 244, | srael

B 2.52.150. 36, |srael
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¥ 31.168.231.53, Israel

W 79.179.54. 115, Israel
109. 67. 26. 134, |srael

W 192. 116. 232. 69, |srael




01-10-2016 to 01-11-2016

|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Geo

|Ste | gnature

| Devi ce Action

| P I ocat i on. Locat i on

|Oount

109. 253. 147. 33 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 70
2.54.56.183 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 34
80. 246. 136. 186 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 28
2.52.150. 36 | srael 147.237.0.121 Anonal y-SSL-renegoti ation-A i dest - r eset BBL- | srael 18
2.54.180. 111 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 8
2.54.55.114 | srael 147.237.0.121 Anonal y-SSL-renegotiation-di dest - r eset BBL- | srael 5
149. 78.41. 120 | srael 147.237.0.121 Invalid TGP H ags dr op BBL- | srael 2




01-10-2016 to 01-11-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-10-2016 to 01-11-2016

|Top Attackers In ID|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count



01-10-2016 to 01-11-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3560
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3384
66. 249. 93. 85 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 2812
149. 78. 84. 19 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2246
2 54.11. 124 I srael 147. 237.0. 121 Srearmng E_qg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 1026
Ret r ansni ssi on dr opped.
149.78.241.3 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 949
134.191. 232. 68 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 730
149. 78. 14. 206 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 676
140.101.20.1 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 557
134.191. 232. 70 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 460
149. 78. 41. 120 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 437
59. 152. 202. 68 |Hong Kong 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 427
37.26.147. 221 |israel 147 237.0. 121 Sreannng Er)gl ne: TGP Invalid Inval id segnent retransnission. Packet drop 396
Ret ransni ssi on dr opped.
193. 120. 22. 106 |lrel and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 392
149. 78. 200. 137 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 377
2 54.56. 183 | srael 147. 237. 0. 121 Streannng Er_1g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 369
Ret r ansni ssi on dr opped.
2 52 4.130 I sragl 147. 237.0. 121 Srearmng E_qg| ne: TGP Invalid Invalid segnent retransnission. Packet drop 360
Ret r ansni ssi on dr opped.
149. 78. 106. 169 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 344
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 337
199. 207. 253. 101|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 336
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 297
149. 88. 106. 29 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 288
66. 249. 93. 83 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 272
79.216. 3. 111 Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 260
185. 32. 179. 194 |1 srael 147 237.0. 121 Sreannng Er)gl ne: TGP Invalid Inval id segnent retransnission. Packet drop 252
Ret r ansni ssi on dr opped.

149.50. 73.222 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 230
2 52 27 189 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 216
Ret r ansni ssi on dr opped.

149. 78. 234. 208 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 198
66. 102. 9. 97 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 178
149. 78. 22. 77 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 164
46.19. 85. 196 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansni ssi on dr opped.

79 182. 51. 70 I sragl 147 237.0. 121 Srearmng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 144
Ret r ansn ssi on dr opped.

2 52 150. 169 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
65.204.229.11 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 141
46. 19. 86. 255 I sragl 147. 237.0. 121 Srearmng E_qg| ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 135
Ret r ansni ssi on dr opped.
194.213.3.4 zlnt:gom 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 130
149. 50. 97. 70 Lhited Sates [147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 127
149. 78. 229. 180 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
79.216.31.109 |Ger many 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 117
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
149. 78.27. 153 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 116
149. 88. 58. 39 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
66. 102. 9. 87 Lhited Sates [147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 92
149. 88. 229. 240 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 91
149. 78. 30. 63 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
77.127. 238. 154 |1 srael 147. 237. 0. 121 Streannng Er_1g| ne: TGP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.

207.46.13. 14 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 88
40.77. 167. 44 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 75
37.26. 148. 178 | srael 147. 237. 0. 121 Sreannng Et_ﬁgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 72
Ret r ansni ssi on dr opped.

2 52 141. 38 I sragl 147 237. 0. 121 Srearmng Er)gl ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 72
Ret r ansni ssi on dr opped.




01-10-2016 to 01-11-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% Sgnature Action ‘Count

2.54.17.201 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: . ASPXAUTH None 11

85. 64. 113. 244 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 10

192.116. 232. 69 |l srael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 192. 116. 232. 69 B ock 9

85. 64. 113. 244 | srael 147.237.0. 121 Ml ti pl e Uhaut hori zed URL Access from 85. 64. 113. 244 B ock 9

132.72.90.145 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to wan il ui mishi.aka.idf.il/inages/sitesl6x16.png B ock 6

82.81.2.34 I'sr ael 147.237,0,121|  |Fraeter Type Mol ation ctl00SCont ent A acetdl der 1t xtTitle in Bock |4
wwv | ui mi shi. aka.idf.il/general petition

85. 65. 55. 8 srael 147 237.0. 121 Param_at er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 4
wawe mi | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter

17.78.148.222 |l srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock 3

207.232.21.105 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to www mil ui mi shi.aka.idf.il/cellul arreference B ock 3

109. 160. 195. 1421 srael 147 237.0. 121 Param'at er T)_/pe _\/1 ol at_l on _ctl 003Cont ent A acetbl der 15t xt NewPass1 in B ock 5
wane mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

46.19. 86. 115 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2

207 232. 36. 181 |1 srael 147 237.0. 121 Paraqete_r Type Vol e}tl on ctl 00$Q>ntent_H acehbl der 1$ct | 00$t xt O dPass in B ock 2
v il ui mi shi . aka. i df.il/personal settings

31.168. 13. 78 I sragl 147. 237.0. 121 Par mt er 'I_'ypg \iol <_51t| on ctl OO_Cbnt_entPl acetbl der 1_f uAddSt udyPer mi t Docs&H | esToSend i n B ock 2
www mil ui mi shi . aka.idf.il/upl oadregi ster. axd

109. 253. 158. 61 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None

132. 73. 204. 178 |1 srael 147 237.0. 121 Fararr_et er Typg Mol gtl on ct | 00$Cont e_nt_PI acehbl der 1$t xt Per ut Bakasha i n B ock 2
v | ui mi shi. aka.idf.il/general petition

31.168. 13. 78 | srael 147. 237. 0. 121 Parar(et er 'I_'ypg M ol §t| on ctl OO_Cbnt_entH acetbl der 1_f uAddTi net abl eDocs&H | esToSend i n B ock 2
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd

2.54.6.211 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2

109. 64. 6. 206 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 2
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter

194. 114. 146. 227l srael 147.237.0. 121 ct1 008Cont ent Bl acebbl der 15t xt Ti t| e B ock 2

109. 253. 129. 76 |l srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2

212.76.108. 157 |lsrael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2

94, 159. 157. 227 |Israel 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2

192.117.49. 188 |lsrael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

5.102. 214. 195 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mi | ui mishi.aka.idf.il/inages/sitesl16x16. png B ock 2

31.168. 13. 78 | srael 147. 237. 0. 121 Par arTet er '!'ypg \i ol gt ion ctl OO_Con_t ent A acetbl der 1_f uAddBoar dExansPer m t Docs&H | esToSend i n B ock 2
vy mi | ui mi shi . aka. i df . i |/ upl oadr egi st er. axd

95. 86. 103. 143 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

80. 246. 136. 210 |Israel 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1

5. 102. 253. 31 | srael 147.237.0.121 Paraneter Type Mol ation accept in ww niluimishi.aka.idf.il/login B ock 1

2.54.11.150 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

62. 90. 94. 38 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1

213.57.84. 202 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv mi | ui mishi.aka. idf.il/admn B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
1F63C3292461ACBAB73AAC592A784D9EC2F1B97 CABE3CA5AAF845D40CACI960BB496 DCDC5
2F9B2DDA46D8A82A7B1C4BBF85F83B153B24EC318310770B3355E6D18EAB09366074721BF75F
EF45EFEB8D1B1AFF0487EA4587566E9681381848726DB398DFA8D46769EA62ACI955CB64517B4
91.231.193. 150 |lsrael 147.237.0.121 F128477E86CE09C2F7BCECFCCABS8FBC, Cbser ved None 1
FBB110477DF05995D34A44F446CA935B23316A6BBCD383B689A4E61302F5318EB492B2253D1
048B25423A1F5ADF5E8BA2E97EFAA031298A394662750DE538AF0F3FC515F8C2C45DB37EFS576
C5608C54A466C461B74007185861B80EOAFBF1291896A60

84.111. 160. 128 |l srael 147.237.0. 121 Uhknown Paraneter t,r vnhkutho uugsv in wawv mlui mishi.aka.idf.il/login B ock 1
Dstributed Paraneter Type M ol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha

176.13.11. 174 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in ww mluimishi.aka idf.il/login B ock 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5E1E4539857BBDA6F8BIASAE2DOD620F1806767A373D696D6CF1A3807F3A487E52DAA27D030
BESFA9A70CD75CB8F9C6B27DD000BFOCC685F0616EA9845242A6DB2578AEBC311CB35FAF312
FA5D47CD95C652F4CA473267BEE195BB484DB9E2D11E49BFC5EBC18AFF2A19DA538C8CBBE77
82.81.2.34 | srael 147.237.0.121) 14 44C56D02E8217B4ABAFC571474CAFC, Chser ved None (1
AFFC6F55E26FB7358729F8B1DA54C2929A35AAB8EA3BF49A37D4B1FC6955A71D65684D7D1D2
E4B390FD87CDCBCC359FC68BC29EF9C2A115152F4943345D5875FFEA259907936BES58D73B0OF6
A9E66E8D73BC85B0C3C97CDDE75FE4D6198FC82BFC18568B

31. 210. 188. 26 | srael 147.237.0.121 B ock 1

79.180. 106. 150 |l srael 147.237.0. 121 Paraneter Type M ol ati on ctl 00$Cont ent P acetbl der 1$t xt Pass i n ww nil ui mi shi . aka.idf.il/login B ock 1
2.54.133.182 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
2.52.155. 65 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALO None 1
104. 131.31.41 g‘;:ﬁd 147.237.0. 121 Unaut hori zed URL Access to / B ock 1
46.120. 227. 107 |israel 147 237.0. 121 LhanV\n_ Pa_r arTet er gtl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
Ostributed Paraneter Type Mol ation on v nil ui mishi.aka idf.il/general petition paraneter
212.179.73. 106 I srael 147.237.0. 121 ct 1 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
194.90. 25. 122 |l srael 147.237.0. 121 Lhaut hori zed URL Access to vww mil ui mishi.aka.idf.il/cellul arrefernce B ock 1
85, 64. 125. 65 lsrael 147 237.0. 121 PararTet er Typ(_a Mol gtl on ct 1 00$Cont ent_ P acetbl der 1$ct | 00$t xt NewPass1 i n B ock 1
wwv mi | ui mi shi . aka. i df.il/personal settings
46.19. 85. 19 | srael 147.237.0.121 Paraneter Type Mol ation accept in wwy il ui mishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
Dstributed Paraneter Type Mol ation on ww ml ui mishi.aka.idf.il/general petition paraneter
31.168.157.88 |lsrael 147.237.0.121 ct1 00$Cont ent Pl acebbl der 15t xt Ti tl e B ock 1
185.27.105.89 |l srael 147.237.0. 121 Lhknown Par anet er ct | 00$Cont ent A acetol der 1$t xt Capt cha i n waw ni |l ui mi shi. aka.idf.il/snsverify |B ock 1
84.110.7.57 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
80. 246. 139. 151 |l srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
109, 186.78.64 |israel 147 237.0. 121 Parmet er Typg Mol gtl on ct1 00$Cont ent Pl acetbl der 16t xt N muk in B ock 1
wwe il ui mi shi . aka.idf.il/val tanmequest
62.219. 44. 242 |l srael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
213.57.226. 163 |lsrael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in waw mluimishi.aka.idf.il/login B ock 1
46.19. 86. 213 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

Gooki e I'njection on cookie . ASPXAUTH wi th val ue
996D9598BD98352547C7DFEC187E05CE289D5F843AB1F5EDA750A3ED45DBCA2EA973FF6305D
58B8CF9A08E368F45ABEC04B020058EF9026AFF260DF1C616FD975B05141F542E64A89D1C1B6
212.76.108.157 I srael 147.237.0.121 30FB3F56 AF6F493AA9AD1D570C780BF46E82A16F09220A51B21CF16BBF932FBF72A1FF140F08F None !
068744F9FD2967E1775390D8C2E5676162F6B2F05AA88EAB77F4EEOB938518737580407A9E83A
BFE41C967479379

Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

93.157.86.33 | sr ael 147.237.0.121 viewv mi | ui mi shi . aka.idf.il/nedi cal conmtteerequest Bl ock !
37.26.147. 132 | srael 147.237.0.121 Mil tiple Uhtraceabl e SS. Sessi ons from 37. 26. 147. 132 (si gal gs DoS A t ack) None 1
192.117. 12. 36 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
176.13. 19. 14 | srael 147.237.0. 121 Mal f orned HTTP Header Line 3 B ock 1




01-10-2016 to 01-11-2016

A tacker

Attacker Address Geo Target Address St%S‘gnature

80. 179. 113. 252 |1 srael 147. 237. 0. 121 Paranpt er Type_ Mol a_ti on ctl OO$Q)nt ent PI acehbl der 1$t xt Per ut Bakasha i n B ock 1
viewv | ui mi shi . aka. i df.il/nedi cal conmtteerequest
2.54.152. 44 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
88D8BEB857624B4F36A926D2F681812DDD4100C0953ADD8AE27DEO9F1EDAE6SE86FC091F8F382
03D42F9FFAADC8F40F25F138EFC89D7740D3E1CC8126593FA1A427604BC641C7FAB0055076F0
OFEF6E9FDDD6 AA3C7EFF4302CE7BBDC743F973B8F66ES5FDO9EL1C617C448DB315DC6ECAEEL687
109. 253. 216. 94 |l srael 147.237.0. 121 0ABSF6F2659423884785FE09AA3D, (bser ved None 1
256E71457DFOCAF490CFB640C9840F553B71F586F688F321EB5942DCF7EA3C3516846B779BF56
28B26F2D47B786241217C259A481F99B7CIE186283CE396F97B8E2F3242D0A77982946EECF949
65A6 DE2DDA6A5D47C1B2188962F240D676 FOAEAA0BDC
62. 90. 66. 15 | srael 147.237.0. 121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka.idf.il/ B ock 1
DOstributed Paraneter Type Mol ation on vwwu ml ui mishi.aka idf.il/general petition paraneter
212.199. 34.114 |israel 147.287.0.121| | Vonet S acetol gg'el& ot Por ot Bakasha ¢ e P Bock |1
46.19. 85. 215 | srael 147.237.0.121 Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Paraneter(+) from46. 19. 85. 215 B ock 1
84.111.104. 124 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1
31.168. 231. 53 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil uimishi.aka.idf.il/t=t B ock 1
192.115.248.2 [ srael 147.237.0. 121 ;?wa:nelt Elr mTIVEE \'1 al?:‘itc'ﬁo_ni Icltér?gg%ﬁ‘;ﬁm Rl acerbl der 18t xt Per it Bakasha in Bock |1
132. 74. 214. 44 | srael 147.237.0.121 Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on UR/ Paraneter(+) from 132.74.214. 44 B ock 1
81.218.12.67  |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Per ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
31168, 13. 78 lsrael 147 237.0. 121 Paranpt er T_ype_ Mool a_ti on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha i n B ock 1
viwv m | ui mi shi . aka. i df . i |/ changeuni t
2.54.129. 46 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS. Sessi ons from2.54.129. 46 (sigal gs DoS At ack) None 1
77.126.61. 93 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46. 19. 86. 220 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
37.26.147. 132 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
31.168. 13. 78 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
176.13.19. 14 | srael 147.237.0. 121 Redundant HTTP Headers Ref erer B ock 1
82. 166. 57. 220 | srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
80.179.201.197 |israel  [147.237.0.121| |Frameter Type Molation ctl00SChntent A acetbl der1sixtTitle in Bock |1
v | ui mi shi. aka.idf.il/general petition
132.72.9. 228 | srael 147.237.0. 121 Lhaut hori zed URL Access to vwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
2.54.11.150 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SS. Sessi ons from2.54.11. 150 (sigal gs DoS At ack) None 1
109. 67. 16. 118 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnecti on - Uhsupported A pher None 1
62.90.81.186 | srael 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
v | ui mi shi. aka.idf.il/general petition
213.57. 84. 202 | srael 147.237.0.121 Adnmin B ocki ng B ock 1
46. 19. 86. 10 | srael 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 1
89.138.41.154 |Israel 147.237.0.121| |Fameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy il ui mi shi . aka. i df.il/general petition
84.111.104. 124 |Israel 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
31.168. 231. 53 | srael 147.237.0.121 Lhknown Paraneter 5 in wwy nilui mishi.aka idf.il/ B ock 1
192. 116. 177. 170]l srael 147.237.0.121 Lhknown Paraneter na in ww nmluimishi.aka. idf.il/login B ock 1
176. 13. 0. 238 | srael 147.237.0.121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
82. 80. 192. 100 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown Server Certificate None 1
79.179.120.82 |israel 147.237.0.121| |P¥ameter Type Molation ctl00$Cont ent A acetbl der 19t xt Fer ut Bakasha in Bock |1
vy | ui mi shi. aka.idf.il/general petition
2.54.129. 46 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 253. 158. 24 | srael 147.237.0.121| |Fameter Type M olation ctl00%Content M acerbl der 15 xt Gaptcha in Bock |1
viwv i | ui mi shi . aka. i df . i |/ newpassword/firstlogin
46.19. 86. 255 | srael 147.237.0.121 Paraneter Type M ol ati on ct | 00$Cont ent A aceHbl der 1$ct | 00 i n vwwy mi | ui mi shi . aka.idf.il/forn8010 |B ock 1
212.143. 57. 66 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
85. 64. 113. 244 | srael 147.237.0. 121 Uhaut hori zed UR. Access to waw mil ui mishi.aka.idf.il/iny/ B ock 1
37.26. 147. 145 | srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
194. 90. 15. 61 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
31.168. 13. 78 | srael 147.237.0. 121 Unknown Paraneter _ EVENTTARGET in www m | ui mi shi. aka.idf.il/shamapchange B ock 1
185. 3.147.125 [ srael 147.237.0.121| [P @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
v il ui mi shi . aka. i df.il/general petition
D stributed Uhauthorized URL Access on
84.94.150. 114 [Israel  |147.237.0. 1211 |\ il (i rmi shi . aka, i o . i 1/ htt ps: /www il ui mi shi . aka, i of i1/ Block |1
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