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14. 49. 218. 215 Korea, Republic of 147.237.0.121 Frk _Under Attack Con Tcp drop BBL- Fr ankf urt 2




01-06-2016 to 01-07-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-06-2016 to 01-07-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |9te |Sgnature | count |
89. 248. 162. 131 Net her | ands 147.237.0. 121 ET SCAN Potential SSH Scan 1
188. 227. 16. 76 Russi an Federation 147.237.0.121 ET SCAN Potential SSH Scan 1
208.67.1.94 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
24.121. 225. 29 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
174.142.97.6 Canada 147.237.0.121 ET SCAN Potential SSH Scan 1
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
219. 138. 49. 165 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1




01-06-2016 to 01-07-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1896
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1607
66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1402
149. 78. 29. 41 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 915
149. 88. 13. 144 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 672
2 52 178,45 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 576
Ret r ansni ssi on dr opped.
110.173.190.4 |India 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 436
213. 8. 204. 37 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 288
Ret ransni ssi on dr opped.
192. 114. 23. 208 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 243
Ret r ansni ssi on dr opped.
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 235
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 203
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 166
149. 78. 62. 113 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 160
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 141
2.52.24.221 | srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 140
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 129
149. 78. 47. 118 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 113
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 107
149. 78. 29. 95 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 100
194.90. 119. 124 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 61
40. 77. 167. 95 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 45
157. 55. 39. 75 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 36
2.52.178. 45 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 36
79.182. 229. 1 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
40. 77. 167. 43 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 34
149. 78. 236. 247 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 29
149. 88. 190. 121 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
173.245.115. 78 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
37. 26. 146. 146 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 27
Ret ransni ssi on dr opped.
149.78. 31. 17 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
138. 134. 192. 10 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 26
149. 88. 20. 22 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
79.181.127. 122 |Israel 147.237.0.121 Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 25
192.114.91. 232 |lsrael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 25
66.249.64.170 |Whited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
192. 117. 110. 4 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 25
2.52.24.221 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 22
2.52.24.221 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 22
2.52.24.221 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 22
217.69. 133. 253 g{sj:;;nl on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 22
66.249.64.175 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69. 133. 249 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
149. 78. 60. 229 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
37.46. 39. 182 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 18
209. 135. 211. 211|Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
66.249.81.129 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 16
66.249.69.106 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 16
149. 78. 109. 19 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 15
54.243.190.43 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 15




01-06-2016 to 01-07-2016

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Geo Target Address S’t%Sgnature

Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1$ct100 in
v mi | ui mi shi . aka.idf.il/forn8010

212.179.21.194 |Israel 147.237.0.121 Suspi ci ous Response Code B ock 3
Dstributed Paraneter Type Mol ation on waww mil ui mishi.aka.idf.il/forn8010 paraneter B ock 3
ct | 00$Cont ent A aceHol der 1$ct | 00

DO stributed Paraneter Type Mol ation on waw mil ui mishi.aka.idf.il/forn8010 paranet er
ct | 00$Cont ent P aceHol der 1$ct | 00

80. 246. 136. 144 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 3
Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n

212.235.59. 162 |l srael 147.237.0. 121 B ock 4

212.179. 126. 3 | srael 147.237.0.121

185. 3. 147.246 |lsrael 147.237.0.121 B ock 3

89. 139. 226. 166 |l srael 147.237.0. 121 W i ui i shi . aka, i o i 1/ general peti ti on B ock 3
Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1$ct100 in

62.219. 115. 220 |l srael 147.237.0.121 v i | ui i shi . aka. i df .i1/forn8010 B ock 2
DOstributed Paraneter Type Mol ation on waw mil ui mishi.aka.idf.il/forn8010 paranet er

213. 8. 245. 50 | srael 147.237.0. 121 ct100$Cont ent B acebbl der 1%ct | 00 B ock 2
Dstributed Paraneter Type Mol ation on www nil ui mishi.aka.idf.il/forn8010 paraneter

80. 74.103. 200 |l srael 147.237.0.121 ct1 00$Cont ent P acekol der 1$ct | 00 B ock 2

82.166. 237. 252 | srael 147.237.0, 121 | |Fvaneter Type Mol ation ctl 00SCont ent Al acerbl der 15t xt Fi | eshares in B ock 2
wan il ui mi shi . aka. i df.il/nedi cal conmitteerequest
Dstributed Paraneter Type Mol ation on waw mil ui mishi.aka.idf.il/forn8010 paraneter

31.154.17.182 | srael 147.237.0. 121 ct100$Cont ent P acebbl der 1t | 00 B ock 2

109 67.25.170 |1 srael 147 237.0. 121 Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 2

wan il ui mi shi . aka. i df.il/nedi cal conmitteerequest
2.54.170. 14 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DS At ack None
Dstributed Paraneter Type Mol ation on wwy mil ui mi shi.aka.idf.il/forn8010 paranet er

84.94.172. 77 | srael 147.237.0.121 ct] 00$Cont ent P acebbl der 1$ct | 00 B ock 2
DO stributed Paraneter Type Mol ation on waw il ui mishi.aka.idf.il/forn8010 paranet er

199.203.215.1 |lIsrael 147.237.0.121 ct1 00$Cont ent P acekol der 18ct | 00 B ock 2

212.150. 161. 210|I srael 147.237.0.121 Parangeter Type M ol ation accept in wwunil uimishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

81.218. 71. 132 | srael 147.237.0.121 Doubl e URL Encoding - parangeter: ReturnUl in vww mluimishi.aka. idf.il/login B ock 1

194. 90. 15. 61 | srael 147.237.0. 121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

147. 235. 236. 1 | srael 147. 237 0. 121 %rmt er 'I_'ype_ Mol e_itl on ct| 00$ont gnt_Pl acehbl der 1%t xt Per ut Bakasha i n B ock 1
vwwy m | ui mi shi.aka.idf.il/general petition

46.19. 86. 77 | srael 147.237.0.121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

2.54.176. 122 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

109. 66. 126. 149 |l srael 147.237.0. 121 D stributed Doubl e URL Encodi ng B ock 1

84.109. 16. 83 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/ww mluimishi.aka. idf.il/ B ock 1
Ostributed Paraneter Type Mol ation on waw mil ui mishi.aka.idf.il/forn8010 paranet er

212. 143.90. 173 |l srael 147.237.0.121 ct1 00$Cont ent P acekol der 18ct | 00 B ock 1

79.181.135. 240 |Israel 147.237.0. 121 |Pvaneter Type Mol ation ctl 00Sntent A acetbl der 18t xtTitle in B ock 1
wwv m | ui mishi.aka.idf.il/general petition

192, 114. 105. 2541 srael 147. 237. 0. 121 %rmt er 'I_'ype_ Mol _atl on ctl 00$Contgnt_H acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv il ui mishi.aka.idf.il/general petition

46.19. 86. 209 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 209 (si gal gs DoS A t ack) None 1

31.168. 13. 78 | srael 147.237.0. 121 SSL Lhtraceabl e Gnnection - Protocol violation (SSL GONN OLIENT HALO None 1

109. 253. 159. 73 |l srael 147.237.0. 121 SS. Whtraceabl e Gonnection - sigal gs DoS Attack None 1

93 172. 247 177 | srael 147 237.0. 121 I%ra@t er Type_\A ol at_l on _ctl 00$ont ent Al aceHbl der 1ct | 00 i n B ock 1
wwn mi | ui mi shi . aka. i df.il/forn8010

2 52 154.4 I sragl 147 237.0. 121 Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1%t xt Per ut Bakasha i n B ock 1

wwv m | ui mishi.aka.idf.il/general petition
82. 166. 200. 226 |l srael 147.237.0. 121 Paraneter Type Mol ation accept in ww nil uimishi.aka.idf.il/aj ax/order/confirnorder.aspx B ock 1
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

77.127.200. 1 | srael 147.237.0. 121 W il Ui mi shi . aka. i df i | / general peti ti on B ock 1
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$ct1 00 in

194.177.16. 3 I srael 147.237.0. 121 Vv mi | ui i shi . aka. i df il /forn8010 Bl ock 1

165.72.200.11  |Europe 147 237.0. 121 PaJan_et er T_ype_ Mol _atl on ctlQO$Cbnt ent Al acetbl der 1$t xt Captcha in B ock 1
vy il ui mi shi.aka. i df.il/login

46.19. 86. 77 | srael 147.237.0. 121 Uhtraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
Ostributed Paraneter Type Mol ation on waw mil ui mishi.aka.idf.il/forn8010 paranet er

5.29.109. 70 | srael 147.237.0. 121 ct100$Cont ent B acebbl der 1t 1 00 Bl ock 1

109. 66. 215. 51 | srael 147.237.0.121 Parangeter Type M ol ation accept in wwunil uimishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1

84.111. 180. 87 | srael 147.237.0.121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

212.143. 186.38 |1 srael 147 237.0. 121 Paramgt er T)./pe'\A ol at'l on _ctI 00$ont ent A acetbl der 1%ct |1 00 i n B ock 1
wan il ui mi shi.aka.idf.il/forn3010

46. 19. 86. 209 | srael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Atack None 1
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$ct1 00 in

192. 118. 36. 53 | srael 147.237.0. 121 v ni | ui mi shi . aka. i df i1 /forn8010 B ock 1

37.26. 147. 241 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1$ct 100 in

132. 68. 141. 22 | srael 147.237.0.121 v i | ui mishi . aka. i df.i1/forn8010 B ock 1

93. 173. 8. 210 I sragl 147 237.0. 121 Mil tiple Lhtraceabl e SSL Sessions from93.173.8.210 (Protocol violation None 1

(SSL_CONN CLI ENT_KEY_ EXCHANGE) )
2.54.170. 14 | srael 147.237.0. 121 SS_ Whtraceabl e Gonnection - sigal gs DoS Attack None 1
Dstributed Paraneter Type Mol ation on www mil ui mishi.aka.idf.il/fornB010 paraneter

79.177.209. 236 |lsrael 147.237.0.121 ct1 00$Cont ent P acekol der 1$ct | 00 B ock 1
198. 20. 69. 74 LSJIqlatt:s 147.237.0. 121 Unaut hori zed URL Access to 147.237.0. 121/ B ock 1
46. 19. 86. 83 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 83 (si gal gs DoS At ack) None 1
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$ct| 00 in
87. 68. 252. 85 | srael 147.237.0. 121 v ni | ui i shi . aka. i df i1 /forn8010 B ock 1
2.52.143. 73 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from2.52.143. 73 (si gal gs DS Attack) None 1
212.143.186. 38 |l srael 147.237.0. 121 Uhknown Paraneter prmin ww mluimishi.aka. idf.il/login B ock 1
46.121. 223.148 |Israel 147.237.0, 121 | |Fvaeter Type Mol ation ctl00SContent Al acerbl der 15t xt Fi | eshares in B ock 1
wan il ui mi shi . aka. i df.il/nedi cal conmitteerequest
DOstributed Paraneter Type Mol ation on v il ui mishi.aka.idf.il/general petition paraneter
192.198. 151. 44 " |Eur ope 147.237.0.121 ct | 00$Cont ent P aceHbl der 1$t xt Per ut Bakasha Bl ock !
132.76.50. 5 | srael 147.237.0.121 Paraneter Type M ol ation accept in vww il ui mishi.aka.idf.il/ajax/order/confirnorder.aspx B ock 1
46.19. 86. 77 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 77 (si gal gs oS At t ack) None 1
93.173. 8.210 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_KEY EXCHANGE) None 1
212.199. 106. 82 |lsrael 147.237.0. 121 Lhknown Paraneter returnurl in www niluimishi.aka. idf.il/login B ock 1
79.181. 135. 240 | srael 147. 237 0. 121 %rmt er 'I_'ype_ Mol e_itl on ctl OO$(bntgnt_P| acehbl der 1%t xt Per ut Bakasha i n B ock 1
vwwy m | ui mi shi.aka.idf.il/general petition
185. 127. 10. 35 147 237.0. 121 Dstributed Paraneter Type Mol ation on wwy mil ui mi shi.aka.idf.il/forn8010 paranet er B ock 1

ct| 00$Cont ent A aceHol der 1$ct | 00
46. 19. 86. 83 | srael 147.237.0. 121 SS. Whtraceabl e Gnnection - sigal gs DoS Attack None 1




Attacker Address

31.168. 13. 78

01-06-2016 to 01-07-2016

Ceo
I srael

A tacker

‘ Target Address

147.237.0. 121

St%Sgnature

SSL Uhtraceabl e Gonnection - (pen Mde

None
109. 253. 159. 73 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 109. 253. 159. 73 (si gal gs DoS At ack) None
2.52.143.73 | srael 147.237.0. 121 SS. Uhtraceabl e Gonnection - sigal gs DoS Atack None

01-06-2016 to 01-07-2016




