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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

46.19.86.139 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 21

46.19.85.62 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 21

2.52.154.40 Israel 147.237.0.121 Anomaly-SSL-renegotiation-Cli dest-reset BBL-Israel 20

 01-04-2016 to 01-05-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 01-04-2016 to 01-05-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

5.22.129.252 Israel 147.237.0.121 GPL SCAN myscan 2

5.22.129.252 Israel 147.237.0.121 INDICATOR-SCAN myscan 2

59.45.79.117 China 147.237.0.121 ET SCAN Potential SSH Scan 1

94.20.219.161 Azerbaijan 147.237.0.121 ET SCAN Potential SSH Scan 1

46.228.207.18 Germany 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

91.218.246.103 Russian Federation 147.237.0.121 ET SCAN NMAP -sS window 1024 1

222.186.34.94 China 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1

 01-04-2016 to 01-05-2016 



Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.89 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1342

90.207.25.160 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1160

66.249.93.83 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1042

66.249.93.85 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1031

149.78.35.77 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 865

149.78.30.43 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 500

200.91.148.178 Costa Rica 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 464

149.78.128.128 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 337

81.218.195.202 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 234

66.249.93.85 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

157.55.39.147 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 172

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 169

66.249.93.89 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 161

85.130.220.214 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.93.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 142

46.226.218.20 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 72

2.52.140.44 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 64

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

138.134.102.15 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 58

2.52.154.40 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

54.243.190.43 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 47

149.78.38.37 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

5.102.254.53 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 36

2.54.54.155 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

5.102.254.53 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 36

66.249.93.211 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

84.39.153.101 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

64.120.47.67 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 23

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 22

79.177.123.70 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 21

62.90.193.162 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 18

149.78.212.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

66.249.74.81 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

157.55.39.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

217.69.133.249
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 18

109.66.144.120 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 17

79.177.190.187 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale monitor 17

66.249.93.208 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

109.66.144.120 Israel 147.237.0.121 Bad TCP sequence SYN retransmit with different window scale alert 17

217.69.133.250
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 17

2.54.144.147 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 16

81.218.195.202 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 16

52.90.65.139 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 16

209.126.117.15 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 16

192.118.78.57 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 16

2.52.140.44 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 16
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

46.121.249.155 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 7

109.66.200.112 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 6

31.154.145.247 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 5

79.183.209.61 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 5

5.22.129.86 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 4

212.150.255.134 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 4

192.118.78.57 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 4

152.62.109.201 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 4

132.73.195.107 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 4

62.90.178.213 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 4

77.127.67.246 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 4

212.179.21.194 Israel 147.237.0.121 Suspicious Response Code Block 4

87.68.43.14 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

213.8.114.228 Israel 147.237.0.121 Unknown Parameter __EVENTARGUMENT in www.miluim-ishi.aka.idf.il/form3010 Block 3

192.117.9.26 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 3

109.66.144.120 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

194.90.191.193 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 3

80.178.99.245 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

199.203.153.193 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 3

2.54.40.45 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

212.143.159.150 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

79.181.4.118 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

192.114.91.244 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

81.218.12.67 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

132.68.22.163 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

31.168.160.226 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 3

81.218.195.202 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

212.143.128.82 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 3

87.69.184.109 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

212.235.98.139 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 3

132.72.77.174 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 2

199.203.142.65 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

132.66.40.81 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

77.127.217.12 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

5.102.254.155 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

81.218.40.59 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

138.134.102.15 Israel 147.237.0.121 Unknown Parameter __EVENTTARGET in www.miluim-ishi.aka.idf.il/form3010 Block 2

212.143.128.82 Israel 147.237.0.121 Unknown Parameter __EVENTVALIDATION in www.miluim-ishi.aka.idf.il/form3010 Block 2

132.71.16.54 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

109.253.136.220 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

213.8.63.136 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

62.219.86.253 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

176.13.20.27 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

132.72.239.0 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

109.186.30.123 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

31.168.91.67 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

85.64.27.93 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

192.114.87.4 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

37.142.205.55 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

80.178.139.2 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

31.210.187.78 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

87.68.34.255 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.198.151.44 Europe 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 2

109.64.161.214 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

212.179.8.194 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 2

185.6.64.114 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 2
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Attacker Address
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Geo

Target Address SiteSignature
Device
Action
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84.95.208.5 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 2

192.114.91.211 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

212.235.67.47 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

5.28.145.62 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

194.114.146.227 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 2

132.72.77.174 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

132.66.40.81 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 2

192.198.151.45 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

79.177.200.150 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.198.151.44 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 2

93.173.246.186 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

5.28.149.236 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 2

176.13.19.164 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$Submit1 in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

46.19.86.77 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

91.195.162.2 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

2.54.3.91 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

80.246.136.173 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 80.246.136.173 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

192.198.151.45 Europe 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/volunteeringbyage

Block 1

79.183.37.109 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

37.26.146.252 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtTitle in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

31.154.249.203 Israel 147.237.0.121
Unknown Parameter ctl00$ContentPlaceHolder1$txtStartDate in
www.miluim-ishi.aka.idf.il/form3010

Block 1

84.228.113.123 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.178.164.62 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 1

109.160.179.96 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 1

212.179.46.189 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 1

82.81.81.218 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

185.32.179.48 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTTARGET

Block 1

93.172.174.55 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
C8892C15D11E65F408B9E7246C4DBF8664C96986C6B461E15E57CFBC475CF92954340CC04F6
A8AEE1FC5DD0458EF4ED1C36E210E3BD539356659678CADFD6BC4AC28C49DA24B61C35A84C
391C5FDFE8FC29B8EA222221EF88FC9BF537CE817AAE9B7AF0F1DF576AE7B6909E7A91B551617
18EC2A2DA9C6E393A8BB7FEB16B731, Observed
F3775E843BEE1495D5778C16C04FA10E3713E2DAB228A7A8589477EA023CC4F331DD2E4AF598
9BD8866F18192F15083440E5CF5E668A2A123370AFD8D743484EB1D5320478D5B75D5A0BC59
749B8DB347F81764F1BBC3C18457D76824143BBF0946FE9

None 1

37.46.39.70 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

89.138.176.134 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

79.181.4.118 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
ED3CA78663A5EFBC4C5417DEB5804119E2290362FB9CCCE8FFF6DD36877311E24D9567E95F81
54E76BA8FEFCE3C9B4155D4D2C74F4E0174BEA2CE10E87FFAFFB4162B0D08F2CF6E358BBAB962
79E5EAC3515911A8E54FD00D3A4112EF2480AEA4E1BB06A1A8C3D6E39C55680E6D105D4977E
ACEF1FDA64FF7BBD89E61CAECC71, Observed
C924E306EC98DE2D3420DD24B7308F1CDE0D43AA808441008892A5F135246399F61613BB620
A41002D20EC9D176717782FE32F8DFDD6103F7C17D9C99E7B7E5AB92E397063E02124326A920
7645506B162AD7F4D51ABF3FD83B7FBA462456BB9086F8A

None 1

213.151.41.176 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

31.168.169.122 Israel 147.237.0.121 Unknown Parameter ctl00$s_id in www.miluim-ishi.aka.idf.il/form3010 Block 1

85.250.180.151 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

192.198.151.44 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

84.95.255.154 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

192.114.91.235 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.177.190.187 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.67.128.166 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

95.35.10.73 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

5.29.88.115 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

81.218.97.45 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

80.246.136.173 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_HELLO) None 1

46.19.86.139 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

91.195.163.17 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

87.68.47.29 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

193.106.52.33 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

132.66.40.81 Israel 147.237.0.121
Unauthorized URL Access to
www.miluim-ishi.aka.idf.il/form3010https:/www.miluim-ishi.aka.idf.il/form3010

Block 1

37.26.147.239 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

213.8.240.145 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.178.168.49 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.176.53.242 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 1

 01-04-2016 to 01-05-2016 



Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

109.66.152.195 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 109.66.152.195 (sigalgs DoS Attack) None 1

212.235.13.100 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 1

5.102.254.180 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

83.130.101.105 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

5.22.130.71 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

81.218.59.82 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

62.0.104.113 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 1

93.172.239.221 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

89.139.179.121 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

194.114.146.227 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
37B4C80B3045557E1F2FFEF425BB69461DB95089A7B01CE70CCBA8396DF4DB661DD8DEF09B51
21EE4CB4AF73714C05677AC58FCE96E6FD3352D7043908E1D4764F27D91237B9EDE44ACD88E1
6AFCCF971B24802F336750B5ACF01358DD22B20703DA50BB9A6ABF00BA9B41BC9E8A7066C2
11925F2DC01662181ECAD01FB498528DC58B99452907D76C5A02859DF231B1B7DFE0B434AAE
228368E391D990D4B2C

None 1

2.52.154.40 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

132.72.71.225 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

109.253.216.163 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTTARGET

Block 1

217.132.117.235 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

31.154.249.203 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

84.108.27.123 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.177.200.150 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

109.67.160.167 Israel 147.237.0.121
Unknown Parameter ctl00$ContentPlaceHolder1$txtStartDate in
www.miluim-ishi.aka.idf.il/form3010

Block 1

213.8.114.228 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
4B60E43669537B51FCA2B519B394CD00DD54650AB81FEF20672D97A348862EEBBB4933D49F8D
10A204946D36650B8C4DD78E1E4797280F1B8C0B6E2801BB2A7888151A53BDF1BDA214570AC
FCB2D79163E521E2AC1DDAEF62700B557CE55C989C22F4CFB576E85CCF3E0E4EC6D033E36464
5B96E0E7D9C9F9FACDC5EDF192C3C, Observed
CB27067E37689B98E6C0732D65D34A4ED1801A10BCA208FA586CE18A891D9B340E3C94C145
2BC93C6D63B3C3960F3DA5AD7D0308AEBD66225ED39B1E8796601B7BF5D76E2BADCEFC427F5
4056078892A953F73039CEE8A6360BDE080E2877182F14335

None 1

62.219.115.226 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

5.29.212.175 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

81.218.146.38 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 1

2.54.165.178 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

46.19.86.247 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

91.205.155.144 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

212.117.143.250 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTVALIDATION

Block 1

37.46.39.65 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

87.69.102.203 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

194.90.15.61 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

79.183.212.250 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.179.61.172 Israel 147.237.0.121 Parameter Type Violation ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

109.226.32.70 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

213.57.51.200 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
125225A820EF44D568C87DF9306FEE482E8188FF1305B774263605B483B1876DBC715E3CE1369
F472B14FF5E2C097367D5EC2ECC9B0445198ED58810183F08408F22AC7127AAFE8517F675402E
D4EA363B03FAE98B920033F40CD2D8956E2AD1CDC27DBE97D9D7409117AAA3E099908E1339E
88312E75F2E7371DD65154F2DDE, Observed
A20563C8B4C2956D39E5EE3A8E27279C1107B644F19DBA910BA8461E4B61D08DE9C88FE7EE5F
2B79BE5DA77B4C90781FD2970B7AC64F83464D6053FAF0739C18133807288603556D32D65E2
7EC3AFA9F9D887E3E3C8696E8C06706543880C6B5E8693D

None 1

85.64.113.11 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

192.198.151.43 Europe 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.177.123.70 Israel 147.237.0.121 Parameter Type Violation __EVENTVALIDATION in www.miluim-ishi.aka.idf.il/form3010 Block 1

109.66.152.195 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

5.102.254.181 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

212.150.66.161 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

81.218.59.82 Israel 147.237.0.121 Parameter Type Violation __EVENTVALIDATION in www.miluim-ishi.aka.idf.il/form3010 Block 1

176.13.12.147 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

93.173.242.217 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

46.19.86.77 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.86.77 (sigalgs DoS Attack) None 1

89.139.251.111 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

2.52.182.149 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

80.246.136.144 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.182.14.129 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

37.26.146.140 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

87.68.39.69 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

31.154.249.203 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1
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84.228.108.76 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

192.115.177.203 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

109.67.175.193 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/generalpetition

Block 1

213.8.114.228 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

109.65.152.218 Israel 147.237.0.121 Double URL Encoding - parameter: ReturnUrl in www.miluim-ishi.aka.idf.il/login Block 1

5.102.254.16 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

185.6.64.114 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

2.54.181.75 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

81.218.40.59 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

132.73.202.24 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

46.121.80.30 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

91.205.155.144 Israel 147.237.0.121 Parameter Type Violation accept in www.miluim-ishi.aka.idf.il/ajax/order/confirmorder.aspx Block 1

37.46.39.70 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 37.46.39.70 (Protocol violation
(SSL_CONN_CLIENT_CERTIFICATE_REQUEST))

None 1

194.90.78.207 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

80.74.97.148 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

132.69.202.182 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.180.136.212 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

109.226.41.252 Israel 147.237.0.121
Parameter Type Violation isCharig in
www.miluim-ishi.aka.idf.il/ajax/order/displayconfirmmessage.aspx

Block 1

213.57.51.200 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

31.168.169.122 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

85.130.220.214 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

31.154.34.74 Israel 147.237.0.121
Distributed Parameter Type Violation on www.miluim-ishi.aka.idf.il/generalpetition parameter
ctl00$ContentPlaceHolder1$txtPerutBakasha

Block 1

84.95.211.162 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

192.114.91.235 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

79.177.190.187 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
__EVENTARGUMENT

Block 1

62.90.193.162 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter ctl00$s_id Block 1

212.150.192.82 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1

81.218.63.75 Israel 147.237.0.121
Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/form3010 parameter
ctl00$ContentPlaceHolder1$txtStartDate

Block 1
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