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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
79.178.212. 217 I srael 147.237.0. 121 Block Wdp All Nets drop BBL- | srael 6
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12-31-2015 to 01-01-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count |
31. 154. 34, 22 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 4
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
104. 238. 160. 101 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
208.67.1. 121 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
59. 39. 213. 43 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
104. 238. 160. 101 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 231 147.237.0.121 ET SCAN Potential SSH Scan 1




12-31-2015 to 01-01-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2489
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2021
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1422
134.191. 232. 68 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 628
149. 88. 26. 61 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 337
40.77.167. 14 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 264
149. 78. 40. 110 I srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 232
66. 249. 93. 89 I srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 200
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 196
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 177
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 139
134.191. 232. 72 |lsrael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 128
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 104
149. 50. 77. 180 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 95
80. 15. 43. 13 France 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 92
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
207.46.13. 113 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 88
149. 78. 242. 138 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 76
149. 50. 105. 154 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 62
217. 69. 133. 249 RJSIS:;ni on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 55
149. 88. 40. 122 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
66. 249. 93. 214 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
207.46.13. 91 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 45
149. 78. 230. 148 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 45
217.69. 133. 252 RJF Sﬁ::ﬂ on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
213.57.178.125 |Israel 147.237.0.121| |Bad TCP sequence Ssc'a::a( retransmt wth different wndow | ... 40
149. 78.50. 201 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
213.57.178. 125 |Israel 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 40
209. 135. 211. 161 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
2 52 177. 61 | srael 147. 237. 0. 121 Srearmng &gl ne. TGP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
207.46.13.164 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 35
157.55.39.178 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 30
217.69.133. 21 g{sj:;;nl on 147.237.0.121 Geo-1 ocati on enf or cenent Geo-l ocation i nbound enf or cenent drop 29
87. 68. 250. 56 | srael 147.237.0.121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 28
66. 102. 6. 90 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 26
84.94. 161. 247 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 25
46.19.85.165  |Israel 147.237.0.121|  [Bad ToP sequence SSC' a: eACK retransmt wth different wndow | .. 25
66. 249. 73. 174 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 25
217.69. 133. 248 RJF Sﬁ::ﬂ on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
Russi an . . .
217.69. 133. 250 eration 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 78. 62. 113 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 20
217.69. 133. 253 RJF Sﬁ::} on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
149. 50. 97. 200 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
66. 102. 9. 61 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 19
66. 249. 93. 211 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 18
66. 249. 73. 165 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
62.0.34.177 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 17
149. 88. 89. 180 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
66. 249. 81. 254 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 16
37.26. 146. 192 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 16




12-31-2015 to 01-01-2016

|Top Attackers In V\AF|

A tacker

Devi ce

Geo Target Address St%S’gnature Action ‘Count
2.52.31.245 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 3
46.19. 86. 173 | srael 147.237.0.121 Untraceabl e SS_ Sessi ons: si gal gs DoS At ack None 3
31.210.188. 69 |Israel 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 2
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
5.29.19.102  [Israel 147.237.0. 1211 | i miysphi _aka.idf.il/nental heal t hoffi cercontacting Bl ock 2
132. 73.197. 106 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1
46.121. 119. 197 |1 srael 147 237.0. 121 Pararr_et er Typez_ Mol gtion ct | 00$Cont e_ntPl acehbl der 1$t xt Per ut Bakasha i n B ock 1
wwv il ui mi shi . aka.idf.il/vol unteeri ngbyage
212.179.129.6 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to wwwy nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka.idf.il/ B ock 1
84.94. 61. 202 | srael 147. 237. 0. 121 'lhknovxn' Pa_r aqet gr ct I_OO_@nt eht A acetbl der 1_f uAddSt udyEnpl oynent Per ni t Docs&Fi | esToSend B ock 1
in ww nluimishi.aka idf.il/login
46. 19. 86. 173 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 173 (si gal gs DoS At ack) None 1
192.118. 10. 10 |[Israel 147.237.0.121 Mil tipl e Untraceabl e SS. Sessi ons from192. 118. 10. 10 (lhknown SS. Sessi on) None 1
79.177.116.13 |israel 147.237.0.121| [P @meter Type Mol ation ctl 005Cont ent A acetbl der 15t xt A | eshanes in B ock 1
Wiy i | ui mi shi . aka. i df . i|/changeuni t
37.26.147. 240 |lsrael 147.237.0.121 Mil tiple Uhtraceabl e SSL Sessi ons from 37. 26. 147. 240 (si gal gs DoS At ack) None 1
2.54.145. 153 | srael 147.237.0. 121 S Lhtraceabl e Gonnection - sigal gs DS Attack None 1
213. 8. 39.241 | srael 147.237.0.121 Lhaut hori zed URL Access to vwwy nitl ui mishi.aka.idf.il/https:/vwwy mluimishi.aka.idf.il/ B ock 1
85. 65. 73. 167 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from85. 65. 73. 167 (si gal gs DoS At ack) None 1
46.19. 86. 173 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
31.154.33.190 |[lsrael 147.237.0.121 Uhknown Parangeter tzav in wwy mluimishi.aka.idf.il/login B ock 1
192.118. 10. 10 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Uhknown SSL Sessi on None 1
80. 179. 125. 162 |l srael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
37.26.147.240 |lsrael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
2.54.169. 69 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
85. 65. 73. 167 | srael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
31.154. 160. 9 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1
212.25.91. 30 | srael 147.237.0.121 SSL Untraceabl e Connection - (pen Mde None 1
Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt H | esNangs in
82.166.183. 151 || srael 147.237.0.121) | TR aca o 11 et heal thot 1 cer contact g Bl ock !
46.19. 85. 214 | srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnUl in waw nmluimishi.aka.idf.il/login B ock 1
5 29 19. 102 | srael 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$Subnit1 in B ock 1

vy m | ui mi shi. aka.idf.il/nental heal t hof fi cer cont acti ng
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