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W 160.229.3.91, Lhited Sates
87.81.208.80, ULnhited Ki ngdom

W 207.46.13.16, Whited Sates
157.55.39.108, Lhited Sates

B 66.249.69.2, |srael

W 192. 186. 95. 178, Canada

[ 66.249. 66. 165, |srael

W 151.217.178.93, nul |
185. 130. 5. 240, nul |

B 46.151.52. 195, lkraine




12-30-2015 to 12-31-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 78. 181 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




12-30-2015 to 12-31-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 1




12-30-2015 to 12-31-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
87.81. 208. 80 Uni t ed Ki ngdom 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 4
151.217.178. 93 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
46. 151. 52. 195 Lkrai ne 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217. 146. 30 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 240 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
192. 186. 95. 178 Canada 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
192.186. 95. 178 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1




12-30-2015 to 12-31-2015

|Top Attackers In FW |

Attacker Geo Devi ce

Attacker Address Action

Target Address |Ste Sgnature

‘Count

2.54.148. 174 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 144
31.168. 24. 58 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 81
130.203. 136. 75 |Whited Sates 147.237.77. 17 |nazi .i df .| \\,Aéck))l aSﬁrc\)/ner Enf or cement Véb Servers S ow HITP Denia of Service rej ect 46
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 36
84. 228. 233. 89 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e [noni t or 29
79.179.179. 121 |lsrael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 25
84.228.236. 184 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
85. 130. 184. 55 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
213.57.164. 201 |lsrael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 16
46. 120. 46. 12 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 16
85. 130. 184. 55 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 15
2.52.165. 207 | srael 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
46. 120. 46. 12 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber alert 9
212.76.127.10 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
195. 239. 16. 40 Russi an Federation 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
37.142. 250. 23 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
109. 160. 244. 152|l srael 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 53 |Russi an Federation 147.237.77. 17 |nazi .idf.i|B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
46. 245. 54. 231 Iran, Islamc Republic of |147.237.77.17 |nazi.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 9
213.57.164. 201 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber alert 9
213.57.135.234 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 8
178.62.48.159 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
207. 46. 13. 152 Lhited Sates 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN - > SYN- ACK -> Ti meout rej ect 6
46.245.54.231 |lran, Islanic Republic of |147.237.77.17|nazi.idf.i|Bad TCP sequence I nval i d ACK nunber alert 5
213.57.135. 234 |israel 147.237.77.17 |nazi .i of .i |Bad TCP sequence SINFACK Tetransnit with different moni t or 5
w ndow scal e
31.210.188. 123 |Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 185 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
91.200.12. 136 |lkrai ne 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 4
2.52.11. 30 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 231 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
82.81. 46. 21 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 4
46.19. 85. 231 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 119 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
84.108.123.92 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.117.104. 184 |Israel 147.237.77.17 |nazi .i of .i |Bad TCP sequence SINFACK Tetransmit with different moni t or 4
w ndow scal e
109. 253. 140. 147|l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.182. 22 | srael 147.237.77. 17 |nazi .i df .| stl aSIr:;r;]er Bnf or cenent Véb Servers S ow HTTP Denial of Service rej ect 2
37. 26. 146. 155 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
128.232.110. 28 |Unhited Ki ngdom 147.237.77. 17 |nazi .idf.i |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.191. 20 I'sr ael 147.237.77.17 |nazi .i of . | \\,,1%3 asﬁr(;’ner Enf or cenent Vb Servers S ow HITP Denial of Service |reject 2
5. 102. 254. 29 | srael 147.237.77. 17 |nazi . i df . i |Bad TCOP sequence Inval i d ACK nunber noni t or 2
109. 65. 96. 238 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.54.3.0 I'sr ael 147.237.77.17 |nazi .i of .| ng asleir(;]er Enf or cenent Vb Servers S ow HITP Denial of Service |reject 2
5.102. 254.101 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCOP sequence I nval i d ACK nunber noni t or 2
2.54.168. 185 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121.178|lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 211 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 65. 123. 56 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
188. 161. 66. 134 | estinian Territory, 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence SINRAK retransmt w th different noni t or 1
Qceupi ed wi ndow scal e




12-30-2015 to 12-31-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address [Ste Sgnature ; Count
Ceo Action
84. 228. 233. 89 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/5198- he/ i gf . aspx B ock 1
207.46. 13. 44 g];::: 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to ww nazi.idf.il/14-8671-he B ock 1
46.19. 86. 193 | srael 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
169. 229. 3. 91 g;g: 147.237.77. 17 |nazi .i df . i |Mal f or med URL B ock 1
141.212.121. 176 Lshlalt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
79.179.9.178 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
207. 46. 13. 16 ;?;It:g 147.237.77. 17 |nazi . i df . i |PHP Attenpt B ock 1
157. 55. 39. 190 LSthlatt:sd 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mazi.idf.il/render nap. ashx B ock 1
91. 193. 51. 38 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6072- 8876- he/ i gf . aspx B ock 1
213.57.57.215 |Israel 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. | pg B ock 1
46.200.25. 112  |lkrai ne 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/5/ 8895. ] pg B ock 1
169. 229.3.91 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i|Mil tiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
157. 55. 39. 108 Lsh'mt:: 147.237.77. 17 |nazi . idf.i|Mil tipl e Unaut hori zed URL Access from 157.55. 39. 108 B ock 1
79.182. 116. 223 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5477-hel i gf . aspx B ock 1
207. 46. 13. 16 g];::: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/4384-he/ B ock 1
Lhited S
169. 229.3.91 Sates 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request net hod B ock 1
Unaut hori zed URL Access to
95. 86. 122. 207 | srael 147.237.77. 17 |n@azi .i df . i |m mazi . i df . i1/7322- 11795- he/ mazi . aspx&a=u&ved=0ahukewi at ubykypkahw phgkhuebbn |B ock 1
0gf ggpmai &si g2=chOpgs7o0abdsdyqgn7c99f g&usg=af gqj cngb9i 08t waf bb4l gqxj m _t dvhcb7w
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4943- 8361- he/ i gf . aspx B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/113-9067- he/ i gf . aspx B ock 1
169. 229. 3. 91 Lshlalt:: 147.237.77. 17 |nazi .idf.i |Mil ti pl e Uhknown HTTP Request Method from 169. 229. 3. 91 B ock 1
157. 55. 39. 108 g;g: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/!file/!id9721 B ock 1
80. 246. 133. 243 |l srael 147.237.77. 17 |nazi .idf .i|Uaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
Lhited .. . {Unauthori zed URL Access to
207.46.13.16 Sates 147.237.77. 17 nazi i df .| nazi . i df.il/buxus/ proj ect_incl udes/ capt cha/ capt cha i nage. php Bl ock !
169. 229.3.91 g];::: 147.237.77. 17 |nazi .idf.i|l11egal Byte Gode Character in Header Nane B ock 1
104. 254. 235. 13 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to mazi.idf.il/5580-7562-he/igf . asp B ock 1
68. 180. 228. 160 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mazi.idf.il/14-4980-he B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
187.161. 116. 239|Mexi co 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to /trmunbl ock. cgi B ock 1
157. 55. 39. 108 LSthlatt:sd 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/bundl es/ conpany2 B ock 1
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