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|Top Attackers In |D|

Atacker Address |Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 79. 232 Lhited Sates 147.237.77.17 |nazi.idf.il |[ET SCAN NVAP -sA (2) 6
185. 3. 146. 88 | srael 147.237.77.17 |nazi.idf.il|l NDI CATOR- SCAN nyscan 2
151.217.178. 63 147.237.77.17 |nazi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
185. 3. 146. 88 | srael 147.237.77.17 |nazi.idf.il|GPL SCAN nyscan 2
151.217.178. 55 147.237.77.17 |nazi.idf.il |[ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178. 88 147.237.77.17 |nazi.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
81. 101. 206. 244 Uni t ed Kingdom |147.237.77.17 |nazi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
138.219. 176. 241 147.237.77.17 |nazi.idf.il |ET SCAN Potential SSH Scan 1
218.104. 49. 211 Chi na 147.237.77.17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast Ternminal Server Traffic, Potential Scan or Infection 1
94. 102. 48. 195 Net her | ands 147.237.77.17 |nazi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
128.127. 107. 123 |Net her | ands 147.237.77. 17 |nazi .idf .il|dr op dr op 529
80. 246. 130. 128 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 100
212.76.127.10 | srael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 90
46. 19. 85. 207 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNFACXK retransnit wth different w ndow scal e |nonitor 36
84.109. 18. 244 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 25
37.26.146.219 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 18
84.108. 80. 20 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 17
37.26. 146. 219 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 17
46. 19. 85. 69 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 16
46. 19. 85. 69 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 16
46.117.196. 125 |Israel 147.237.77. 17 |nazi .idf.il|]SYN At ack SYN -> SYN-ACK -> RST rej ect 11
109. 186. 183. 157 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 11
213.57.131. 131 |Israel 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nonitor 10
213.57.131.131 |lsrael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
192. 0. 80. 167 Lhited Sates 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 10
213.57.131.131 |lsrael 147.237.77. 17 |nazi.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
195. 239. 16. 53 Russi an Federation |147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
212.76.127. 44 | srael 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
80. 246. 130. 128 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 9
128. 127. 107. 123 |Net her | ands 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
195. 239. 16. 40 Russi an Federation [147.237.77.17 |nazi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
77.125.146.216 |lsrael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 186 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 86. 186 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 4
188. 120. 148. 188 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
37.142.236. 11 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 4
2.52.182. 222 | srael 147.237.77. 17 |nazi .idf.ilJ]SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
79.183. 29. 81 | srael 147.237.77. 17 |nazi .idf . i ||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 207 | srael 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.142.236.11 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 4
77.127.59. 190 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
2.54.161.128 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
85. 65. 59. 38 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval id ACK nunber alert 4
37.26. 147. 183 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.121. 250. 81 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
213.57.137.137 |lsrael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence SYNtAXK retransnit wth different w ndow scal e |monitor 4
37.26. 146. 219 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence noni t or 4
85. 65. 59. 38 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26. 148. 204 | srael 147.237.77. 17 |nazi .idf.ilJ]SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
109. 64. 13. 83 | srael 147.237.77. 17 |nazi .idf.i||]SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 0. 81. 17 Lhited Sates 147.237.77.17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 4
130. 193. 51. 60 Russi an Federation |147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 4
109. 186. 183. 157 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 2
62.0.42. 2 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
218. 22.211. 69 Chi na 147.237.77. 17 |nazi.idf .il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 0. 80. 139 Lhited Sates 147.237.77. 17 |nazi .idf.il|Bl ock HTTP Non Conpliant |Failed to hand e connection data noni t or 2
213.57.137.137 |Israel 147.237.77. 17 |nazi .idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 2
62.0.42. 2 | srael 147.237.77. 17 |nazi .idf .il|Bad TCP sequence Inval i d ACK nunber alert 2
46.120. 185. 108 |l srael 147.237.77. 17 |nazi .idf.il|]SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
94. 228. 34. 249 United Kingdom |147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
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157. 55. 39. 92 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/watch fragnents_aj ax B ock 3
109. 186. 183. 157l srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
188.161. 111. 90 zlcis;ilg(ljan Territory 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 2
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
185. 3. 146. 88 lsrael 147 237 77. 17 \nazi i df i Par anet er ‘Typ(‘a Mol ation _Mast er $ucHeader $ucSear chQnt r ol $t xt Search in B ock 1
wwn nazi . i df . i | /4085- hel i gf . aspx
157.55.39.172 |lhited Sates 147.237.77. 17 |nazi .i df .i {Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 172 B ock 1
66. 249. 79. 245 |l srael 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 6368- 9590- he/ i gf . aspx B ock 1
40.77. 167. 58 Lhited Sates 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf .i|ll1egal Byte Gode Character in Mthod B ock 1
157. 55. 39. 92 Lhited Sates 147.237.77. 17 |mazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/count.php B ock 1
77.237.146.28 |Czech Republic 147.237.77. 17 |nazi . i df . i |Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
157.55.39. 172 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/api/posts/ 102121/ rel ated/ nore |ike this |B ock 1
141.212.122. 97 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to /X B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/sip storagel/files B ock 1
62.0.42. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi . i df . i [INALL Character in Mt hod B ock 1
157. 55. 39. 92 Lhited Sates 147.237.77. 17 |mazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/lwes/inpression B ock 1
82. 80. 193. 244 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 79. 231 | srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
207. 46. 13. 21 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
157.55.39.174 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/envivo/json B ock 1
157. 55. 39. 92 Lhited Sates 147.237.77. 17 |nazi .idf .i |Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 92 B ock 1
77.75.76.168 Czech Republic 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storagel/fil es/9/8699.]pg B ock 1
.. . .{Uhaut hori zed URL Access to
66. 249. 66. 165 | srael 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
178. 83. 244. 141 |Sntzerland 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
85. 25. 237. 98 Ger many 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
66. 249. 79. 239 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
] .. . .{Unauthori zed URL Access to www. nazi.idf.il/113-11701- he/ A—ACA—ACA—
207.46.13.168 |lhited Sates 147.237.77. 17 |nazi .idf . i A2 A—A? A—ACA—A* A—a€2A—a€° A—Aj A—aetA_AoA—a,cA—A?. aspx B ock 1
40.77. 167. 58 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77. 17 |nazi .idf.i|Abnornal | y Long Request net hod B ock 1
157.55. 39. 92 Lhited Sates 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
77.75.78.171 Cech Republic 147.237.77. 17 |nazi .idf .i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/sip storage/files/9/8699.jpg |B ock 1

12-28-2015 to 12-29-2015




