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12-27-2015 to 12-28-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 75. 17 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3595
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|Top Attackers In IPS|

Attacker Address
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12-27-2015 to 12-28-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
89. 248. 174. 28 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 197. 83. 150 Lhited Sates 147.237.77. 17 nazi . idf.il ET SCAN Potential SSH Scan 1
151.217.178. 56 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
218.1.31. 135 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 226 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.178. 31 147.237.77. 17 nazi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 88 147.237.77. 17 nazi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

‘ Target Address

Ste

Sgnature

Devi ce

‘Count

Action

46. 121. 253. 23 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 1225
46.19. 86. 126 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 64
213.57.128.210 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 48
46.19. 85. 205 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 36
95. 227.11. 162 Italy 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 36
61. 216. 2. 13 Tai wan 147.237. 77. 17 |razi i of i (X 83M N9 Engi ne: TCP Segnent TCP segnent out of naxi mum al | owed drop 36
Limt Enfor cenent sequence. Packet dropped.

195.189.193.1 |lIsrael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 33
128. 127. 107. 123|Net her | ands 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 30
79.178.127. 87 | srael 147.237.77. 17 |nazi . i df . i [SYN At ack SYN -> SYN- ACK -> RST rej ect 29
46.19. 86. 126 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 25
46.19. 85. 101 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 22
46. 19. 86. 26 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 11
46. 19. 85. 101 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 10
31.210. 186. 157 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 10
212.76.127.10 | srael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
24.38.192. 108 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 9
195. 239. 16. 40 |Russian Federation |147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data noni t or 9
195. 239. 16. 53  |Russian Federation |147.237.77. 17 |nazi .idf.i|Bl ock HTTP Non Conpli ant Fai |l ed to handl e connection data noni t or 9
192. 0. 80. 128 Lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connecti on data noni t or 8
165.225.76.55 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 5
213.57.140. 221 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
86. 57. 167. 45 Bel arus 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
213.57.140. 181 |Israel 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence SSZ;\]TG( retransmt wth different wndow oo [y
46.19. 86. 188 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.135.234 |israel 147.237.77.17 |nazi .i of .i |Bad TGP sequence sz;\]”:‘j( retransmt with different wndow o po |4
37.26. 149. 205 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 4
46. 19. 86. 188 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence S:y:ﬂ( retransmt with different w ndow noni t or 4
212.25.107. 145 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
213.57.134.79 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 4
46.19. 86. 188 | srael 147.237.77. 17 |nazi .idf.i |Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 86. 98 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
149. 88. 93. 150 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.140. 181 |Israel 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout alert 4
37.46. 39. 10 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
212.25.107. 145 |lsrael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
213.57.134.79 |israel 147.237.77.17 |nezi .i of .i |Bad TCP sequence SSZ;”:G( retransmt wth different wndow oo g
46.19. 86. 188 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout alert 4
86.57.167.45  |Belarus 147.237.77. 17 |nezi .i of .i |Bad TOP sequence fgg]”:a( retransmt wth different wndow | oo g
213.57.140. 181 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
109. 65. 128. 166 |l srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 188 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
79.183. 29. 81 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 4
213.57.135.234 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 4
37. 26. 149. 205 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> RST rej ect 4
46. 19. 86. 188 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
213.8.204.51 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84. 109. 96. 11 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 3
46. 19. 86. 26 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
176. 13.7. 214 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
2.181. 231. 149 ::;;Ebl :il ;mlc 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
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|Top Attackers In V\AF|
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37.142. 64. 35 | srael 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to igf.idf.il/xnhrpc. php B ock 9
37.142.64. 35 | srael 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 5
37.142.64. 35 | srael 147.237.77. 17 |nazi .idf .i |D stri buted PHP Attenpt B ock 4
149. 88. 93. 150 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
31.168. 195. 81 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
37.26. 146. 234 | srael 147. 237 77 17 \azi i of i xmi?igoil.zi%x%‘gchiss to www nazi.idf.il/4070-11595- he/ xZx—xex8x2 xax> B ock 2
157. 55. 39. 92 Lhited Sates |147. 237. 77. 17 |nazi .i df . i |Uhaut hori zed URL Access to waw nazi.idf.il/tenpl at es/ honepage B ock 2
2.54.31.51 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 5477- heli gf . aspx B ock 1
61.216. 2. 13 Tai wan 147.237.77. 17 |nazi.idf.i|l11egal Byte Gode Character in Mthod B ock 1
176.13. 17. 37 | srael 147. 237 77 17 \azi i o i xq:a;;;?ri zed URL Access to mmazi.idf.il/7343-11581- he/ xcexoex? X'x'xexpexe B ock 1
85. 250. 93. 1 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
66. 249. 79. 232 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
212.25.107. 145 |lsrael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation EVENTVALIDATION in nazi.idf.il/nazi-site/ 105-he/i gf . aspx |B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
40.77.167. 74 Lhited Sates [147.237.77. 17 |nazi .idf.i [Mil tipl e Uhaut hori zed URL Access from40. 77. 167. 74 B ock 1
157.55.39.169 |Lhited Sates |147.237.77. 17 |nazi .i df .i |Uhaut hori zed URL Access to 147.237.77.17/raobots. t xt B ock 1
98. 143. 148. 135 |lhited Sates [147.237. 77. 17 |nazi . i df . i [Uhknown HTTP Request Method [[#1]]120100 in URL B ock 1
77.75.79.101 g;jgﬂ . 147.237.77.17 |nazi .i of .i |Unaut hori zed URL Access to mazi.idf.il/sip_storagel/files/9/8699.j pg B ock 1
66. 249. 75. 121 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
207.46.13.141 |lhited Sates |147.237.77. 17 |nazi .idf.i |0 stributed Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .idf . i |O stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
157. 55. 39. 25 Lhited Sates |147.237. 77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to igf.idf.il/watch fragnents_aj ax B ock 1
95. 86. 90. 222 | srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 79. 245 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 9347- he/ i gf . aspx B ock 1
217. 194. 204. 1901 srael 147 237 77. 17 \nazi i of i %r_amat er Type M ol_ati on Mast er $ucHeader $ucSear ch@nt rol $t xt Search in B ock 1
nazi .idf.il/120-heli gf . aspx
66. 249. 69. 10 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 5675- 7805- he/ i gf . aspx B ock 1
; .. . .JUnauthorized URL Access to
40.77.167.74 United States |147.237. 77. 17 |nazi . i df .| igf.idf.il/external /wepages/ v12/directory/j s/ googl enapsj avascri pt. aspx Bl ock !
Unhaut hori zed URL Access to
157.55.39.232 |lhited Sates |147.237.77. 17 |nazi .idf .i|mazi . i df.i1/599-he/i gf . aspx&a=u&ei =t hgi t oot | m goi kmyl sf &ed=0cbqqf j ad&usg=af qj ¢ |B ock 1
ne_kOj | 7d6l 9f - 7f r dr pk8wb6t opw
104. 131. 147. 112|lhited Sates |147.237. 77. 17 |nazi . i df . i [Unhaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
84.229.191.20 |lsrael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 4944- he/ i gf . aspx B ock 1
.. . .JUnauthorized URL Access to
66.249.75.121 I srael 147.237.77. 17 |nazi . i df .| nazi . idf.il/tenpl ates/ newslist/ww i di egogo. cond proj ect s/ 121440 Bl ock !
207. 46. 13. 168 Lhited Sates |147.237.77. 17 |nazi .i df . i |Uhaut hori zed UR. Access to nazi.idf.il/sip storagel/files/ 9/ 8699.]pg B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
40. 77.167.9 Lhited Sates |147.237.77. 17 |nazi.idf .i |D stributed Lhaut hori zed URL Access on ww nazi .idf.il/tenpl at es/ honepage B ock 1
98. 143. 148. 135 |lhited Sates |147.237.77. 17 |nazi.idf.i|l||legal Byte Gode Character in Method [[#1]]120100 B ock 1
68. 180. 230. 40 |lLhited Sates |147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3834- 6694- he/ i gf . aspx B ock 1
46.19. 85. 101 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
176.13. 2. 55 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to igf.idf.il/hi B ock 1
149. 88. 14. 157 |l srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
85. 65. 173. 48 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 1
66. 249. 79. 231 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
208. 115.113.91 |lhited Sates |147.237. 77. 17 |nazi .idf.i[|Unhaut hori zed URL Access to nazi.idf.il/14-10105-he B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3834- 9547- he/ i gf . aspx B ock 1
] .. . JUhauthori zed URL Access to nazi.idf.il/3697-9630-he/igf.aspx 10 x3xY
40.77.167.61  |United States |147. 237. 77. 17 |nmzi i o i {175, 8 0 VA, Ao x Ay At x A At w3 A At A 5010 Bl ock 1
157. 55. 39. 168 Lhited Sates |147.237.77. 17 |nazi .i df . i [Unhaut hori zed URL Access to 147.237.77.17/707-he/i gf . aspx B ock 1
98. 143. 148. 135 |lhited Sates |147.237. 77. 17 |nazi . i df .i [Mal f or ned URL B ock 1
77.75.78.164 ggj%rl c 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg B ock 1
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