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12-26-2015 to 12-27-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
66. 249. 75. 8 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 58

121. 78. 195. 46 Korea, Republic of 147.237.77. 17 nazi.idf.il Tehila - Perl LW wth fake user agent 6
31.19.116. 8 Cer many 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
115.182.17.13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
115.182.17. 13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
115.182.17. 13 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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212.76.127. 44 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
212.76.127. 111 |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 36
46. 19. 85. 179 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 179 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 36
213.57.128.210 |lsrael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 32
79.181. 226. 18 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different wndow scal e |[nonitor 29
203. 133. 169. 154 |Korea, Republic of 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> RST rej ect 18
46.121. 121. 14 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransmt wth different wndow scal e |nonitor 13
213.57.138. 202 |lsrael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
213.57.130. 129 |Israel 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 12
213.57.138.202 |israel 147.237.77.17 |nazi .i of .i |Bad TGP sequence ssca::‘]( retransmt with different wndow |0 o 12
5.28.131. 133 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 10
195. 239. 16. 40 |Russi an Federation 147.237.77. 17 |nazi . i df .i |B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
5.29.125.19 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 85. 42 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
5.29. 223. 241 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
195. 239. 16. 53  |Russi an Federati on 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
85. 65.19. 176 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
212.76.127.10 |lsrael 147.237.77. 17 |nazi . i df .i |B ock HTTP Non Conpliant |Failed to handl e connection data noni t or 9
130. 193.51. 60 |Russi an Federati on 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
93.173.165. 172 |Israel 147.237.77. 17 |nazi .i df .i |Bad TCP sequence SN retransmt wth different wndow scal e |nonitor 4
85. 65. 46. 103 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
176. 67. 126. 67 glcisgi':('ja” Territory, 147. 237.77. 17 |nazi .i of .i [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
84.110. 32. 153 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 4
84.110. 32. 153 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
109. 66. 195. 221 |l srael 147.237.77. 17 |nazi .i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 4
213.57.137. 137 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 4
84.111. 20. 93 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
84. 94. 90. 249 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57.128. 138 |Israel 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 4
46. 19. 85. 85 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN- ACK -> RST rej ect 4
172.56. 26. 8 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 4
5.29.125. 19 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval id ACK nunber alert 4
62.219. 225. 198 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> RST rej ect 4
213.57.137.137 |israel 147.237.77.17 |nezi .i of .i |Bad TGP sequence ssca::m retransmt with different wndow |0 o 4
84. 228. 34. 209 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 4
85. 64. 241. 220 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 3
77.125.14. 216 | srael 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 3
130. 193.51. 60 |Russian Federation 147.237.77. 17 |nazi .idf.i |Bad TCP sequence SZ;ZACK retransmt wth different wndow noni t or 2
5.28. 131. 133 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 2
104.45.18.178 |lnited Sates 147. 237.77. 17 |nazi .i of .i [I nstant Messengers Instant nessenger pattern found, noni t or 2
appl i cati on: Skype
2.54.51.91 I srael 147.237.77. 17 |nazi . i of . i \AW; asﬁr(fr Enf or cenent Véb Servers SowHITP Denial of Service  |reject 2
40.78.146.128 |Wnited Sates 147. 237.77. 17 |nazi .i of .i [I nstant Messengers Instant messenger pattern found, noni t or 1
appl i cati on: Skype
84.94.90.249  |Israel 147.237.77.17 |nazi .i of .i|Bad TCP sequence SSZSZACK retransmt with different wndow |0 o 1
185. 3. 146. 140 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
5.29. 223. 241 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber aert 1
77.237.146.28 |Czech Republic 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpliant |Response out of state noni t or 1
149. 78. 126. 156 |l srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.131.94 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46.117. 134. 205 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 1
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212.76.110. 186 |Israel 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocount er. gi f Bl ock 15
121.78.195.46 |Korea, Republic of 147.237.77.17 |nazi .i df .i [Mul ti pl e Uhaut hori zed URL Access from 121. 78. 195. 46 B ock 5
121.78.195. 46 |Korea, Republic of 147.237.77. 17 |nazi . i df . i |PHP At t enpt Bl ock 2
95. 86. 65. 131 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocount er. gi f Bl ock 2
213. 8. 245. 50 | srael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/5/ 10335. | pg B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 5484- 7282- hel i gf . aspx Bl ock 1
37.142.64. 35 | srael 147.237.77. 17 |nazi . i dof . i |PHP At t enpt Bl ock 1
85. 64. 163. 214 |l srael 147.237.77.17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
68.180. 230. 40 |lhited Sates 147.237.77. 17 |nazi .idf.i |D stri but ed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 5552- he/i gf . aspx Bl ock 1
157. 55. 39. 36 Lhited Sates 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66.102.9.111 Lhited Sates 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 1
2.54.59. 25 | srael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to 147.237.77.17/sip storage/files/1/1351.j pg |B ock 1
93.173. 165. 172 |l srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 4637-5227- he/ i gf . aspx B ock 1
77.237.146.28 |Czech Republic 147.237.77. 17 |nazi .i df . i [Uhaut hori zed Met hod HEAD for / Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 5221- 6390- he/ i gf . aspx Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx Bl ock 1
37.142. 64. 35 | srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/xnrpc. php Bl ock 1
121.78.195.46 |Korea, Republic of 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/sip storage/files/ 9/ 1149. ppt &anp |B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .i df . i |PHP At t enpt B ock 1
68.180. 230. 40 |lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
157.55.39. 197 |lhited Sates 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
31.184.133.21 |lran, Islanc Republic of147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx Bl ock 1
79.181.226.18 |lsrael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to 147.237.77. 17/ 5222- 6398- he/ i gf . aspx Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi .idf.i |D stri but ed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt Bl ock 1
46.121.121. 14 |Israel 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx Bl ock 1
150. 70. 188. 172 |Japan 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to www nazi.idf.il/xnirpc. php Bl ock 1
77.75.77. 36 Czech Republic 147.237.77. 17 |nazi . i df . i JLhaut hori zed UR. Access to nazi.idf.il/sip storage/fil es/ 9 8699.] pg Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 113- 9686- he/ i gf . aspx Bl ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to 147.237.77. 17/ 3834-8134- he/ i gf . aspx Bl ock 1
31.184.133.23 |lran, Islamc Republic of147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx Bl ock 1
82.80.148.217 |Israel 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/inages/transvi deocount er. gi f Bl ock 1
66. 249. 75. 17 | srael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to nazi.idf.il/14-5475-he Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
157. 55. 39. 36 Lhited Sates 147.237.77. 17 |nazi .idf.i |D stri but ed Unaut hori zed URL Access on 147.237.77.17/robot s. t xt Bl ock 1
64. 79. 85. 205 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/shared/ usercontrol s/ vodchannel / Bl ock 1
85. 93.91. 84 Ger many 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
77.75.78. 165 Czech Republic 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/sip storage/fil es/ 9 8699.]) pg Bl ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 3849- 5034- he/ i gf . aspx Bl ock 1

12-26-2015 to 12-27-2015




