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Top Attackers

66.249. 75. 17, |srael

66.249.75.8, Lhited Sates

66. 249. 69. 18, | srael

176.58.79. 183, Pal estinian Territory, Cccupi ed
66.249. 69. 2, |srael

66. 249. 69. 10, |srael

85. 250. 85. 120, | srael

66.249.75.17, Whited Sates

5.102. 224. 234, | srael

84. 111. 240. 204, |srael




12-25-2015 to 12-26-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 75. 17 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2776




12-25-2015 to 12-26-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-25-2015 to 12-26-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66.249. 75. 8 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 62

66. 249. 75. 17 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
31.19.116. 8 Cer many 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

88. 249. 106. 23 Tur key 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

218.104. 49. 211 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

61. 244. 49. 137 Hong Kong 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

125. 88. 181. 94 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




12-25-2015 to 12-26-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |Ste Sgnature

‘Nama

46. 19. 85. 74 | srael 147.237.77. 17 |nazi .i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
46.19. 85. 74 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 26
46. 19. 86. 56 | srael 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 25
84.111. 240. 204 |l srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber alert 16
84.111.240. 204 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 16
195. 239. 16. 40 RJSIS;;ni o 147.237.77. 17 |nazi .i df i |B ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 9
Russi an S ) .
89. 178. 102. 207 Federat i on 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
195. 239. 16. 53 RJSIS;;ni o 147. 237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 9
2.52.185. 165 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
89.178. 102, 207 |Ssian 147.237.77. 17 |nazi . i f . i |Bad TOP sequence I'nval i d ACK nunber alert 9
Federation
46. 19. 86. 2 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
89. 178. 102. 207 RJSIS:;ni on 147.237.77.17 |nazi .i df . i {Bad TCP sequence Inval id ACK nunber noni t or 9
203. 133. 169. 154 Ok‘f)re& Republic 147 537, 77. 17 |nazi i of .i |[SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Russi an L . .
89. 178. 102. 207 ration 147.237.77.17 |nazi .i df . i {Bad TCP sequence Inval id sequence nunber noni t or 9
213.57.128.215 |Israel 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 8
46.117.227. 101 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 5
46.19. 85. 114 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 4
5.29.0. 13 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
213.57.139. 114 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 56 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 4
130.193.51. 60 |USSian 147.237.77.17 |nazi .i of .i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
Federati on
130. 193. 51. 60 RJSIS:;ni on 147.237.77. 17 |nazi .i df . i {Bad TCP sequence SYNtACK retransmit with different w ndow scal e |nonitor 3
46. 19. 85. 95 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
128.232.110. 28 |United Kingdom |147.237.77.17 |nazi.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.59.179 I'sr ael 147.237.77. 17 |nazi .i of . | \sz aSteir(;/ner Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
23.101.61.176 |[irel and 147.237.77.17 |nezi .i of .| nstant Messengers Is::?/tpint nessenger pattern found, application: |,y o 1
80. 246. 133. 169 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 75. 146 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 199 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber alert 1
46. 19. 86. 50 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
94. 230. 86. 147 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
213.57.165.236 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 64. 24. 193 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
207.241.237. 211|lhited Sates 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.22.131.161 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
77.125.162. 124 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
184. 105. 247. 231 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.117.227. 101 |l srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber alert 1
149. 88. 86. 183 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 78 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
109. 67. 36. 216 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 2 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
84.111. 82. 42 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
66. 249. 93. 19 | srael 147.237.77. 17 |nazi .idf.i|Drectory Traversal directory traversal overflow noni t or 1
180. 76. 15. 154  |Chi na 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 199 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
141.0. 15. 160 Nor way 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 52 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
103. 237. 36. 230 |Bangl adesh 147.237.77. 17 |nazi . i df .i |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
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176. 58. 79. 183 glcis;ilgéan Territory, 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined B ock 4
.. . .|DOstributed Wauthorized URL Access on
85. 250. 85. 120 |l srael 147.237.77. 17 |nazi . i df . i i i .. | /el ot es/ nevel | st/ undef i ned B ock 2
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 2
84.108. 100. 222 |l srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to igf.idf.il/113-7894- he/ undefi ned B ock 2
84.111. 240. 204 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
.. . .|DOstributed Wauthorized URL Access on
66.249.75.121 |lsrael 147.237.77. 17 |nazi . i df . i i i .. | /el ot es/ nevel | st/ undef i ned B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 6578-9989- he/ i gf . aspx B ock 1
5.102.224.234 |lsrael 147.237.77. 17 |nazi . i df.i |PHP At enpt B ock 1
207.46. 13. 32 Lhited Sates 147.237.77. 17 |nazi .idf.i |0 stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
103. 237. 36. 230 |Bangl adesh 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
77.75.79. 72 Cech Republic 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/8699.]pg B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3697- he/i gf . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3697- 10520- he/ i of . aspx |B ock 1
157.55.39.226 |lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/conmon/| ogi ni nfo. aspx B ock 1
.. . .JUnauthorized URL Access to
85. 65. 228. 130 |l srael 147.237.77. 17 |nazi . i df . i 147, 237.77. 17/ si p_st or age/ fi | es/ 7/ 1087. j pg B ock 1
66. 249. 93. 19 | srael 147.237.77. 17 |nazi .idf . i |URL is Above Root Directory mnazi.idf.il/../inages/body.]j pg B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4940- 8409- he/ i gf . aspx B ock 1
5. 102. 224. 234 | srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed URL Access to waww nazi.idf.il/xnirpc. php B ock 1
207.46. 13. 32 Lhited Sates 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 6107- he/i gf . aspx B ock 1
141.212.121.176|lhited Sates 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
77.237.138.202 |Czech Republic 147.237.77. 17 |nazi .i df . i {Unaut hori zed Met hod HEAD for / B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 6222- 9239- he/ i gf . aspx B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
77.75.77.17 Czech Republic 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/8699.]pg B ock 1
37.142. 147. 252 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
207.46. 13. 44 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
157. 55. 39. 36 Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 6752- 10492- he/ i gf . aspx |B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 5010- he/ i gf . aspx B ock 1
198. 20. 69. 74 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
.. . .JUnhauthorized URL Access to
87. 68. 63. 127 | srael 147.237.77. 17 |nazi . i df . i 147, 237.77. 17/ si p_st or age/ fi | es/ 1/ 1351. j pg B ock 1
77.75.78.171 Czech Republic 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/ 9/ 8699.] pg B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-8759- he/ i gf . aspx B ock 1
46.117.18. 170 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 14- he/ i gf . aspx B ock 1
207.46.13.168 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/raobots. t xt B ock 1
157.55.39.197 |lLhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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