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12-24-2015 to 12-25-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste
66. 249. 75. 8

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 4596
79.176.117. 17 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 6




12-24-2015 to 12-25-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure \I:evi ce Action |Oount |
220. 156. 187. 4 I ndi a 147.237.77.17 nazi.idf.il (228: HITP.  AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.17 nazi.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1




12-24-2015 to 12-25-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
66.249. 75. 121 |Lhited Sates 147.237.77. 17 |nazi . i of .i J[ET SCAN NVAP -sA (2) 2
66. 249. 75. 17 Lhited Sates 147.237.77. 17 |nazi . i df .i J[ET SCAN NVAP - sA (2) 2
87.197. 159. 157 |9 ovaki a 147.237.77. 17 |nazi .i df .i [ET SCAN NVAP -sS wi ndow 1024 1
46.19. 119. 74 Russi an Federation |147.237. 77. 17 |nazi . i df.i l|JET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1




12-24-2015 to 12-25-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |Ste ‘ Nanme Sgnature

212.76.127.10 | srael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 117
37. 26. 146. 226 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN -> SYN-ACK -> RST rej ect 36
109. 186. 185. 133l srael 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 34
212.143.166. 113|lI srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d sequence nunber noni t or 26
46. 19. 85. 6 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 16
46. 19. 86. 44 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 16
82.166. 140. 117 |l srael 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 16
85.130. 189. 107 |l srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 13
2.52.159. 57 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 10
5.29.54. 24 | srael 147.237.77. 17 |nazi . i df . i |SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 10
212.76.127.44  |lsrael 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
46.19. 86. 233 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
212.76.127. 111 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
195. 239. 16. 40 RJSIS:;ni on 147.237.77. 17 |nazi .i df .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
195. 239. 16. 53 RJSf;;”i o 147.237.77.17 |nazi .i of .i |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 9
94. 230. 86. 243 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 5
149.78.173. 201 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
5. 29. 48. 218 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 4
5. 29. 52. 200 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNtACK retransnit with different w ndow scal e |nmonitor 4
2.54.8.206 I'sr ael 147.237.77.17 |nazi i of . | \AWZ asfi'r;]e' Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 4
149.78.126. 191 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.146. 139 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence noni t or 4
46. 19. 86. 49 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
5.22.134. 96 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
2.54.36.29 I'sr ael 147.237.77. 17 |nazi .i of . | \sz aSteir(;/ner Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
207.241.237.211|lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 210 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
85. 65. 5. 181 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
2.54.10. 39 I'sr ael 147.237.77. 17 |nazi .i of . | \sz aSteir(;/ner Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
2.54.22.127  |israel 147. 237. 77. 17 |nazi . i of . i \AWS asﬁro"ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
2.52.26.59 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber alert 1
46. 19. 86. 94 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 142 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
84.111. 139. 65 | srael 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
37.26.146. 139 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
80. 246. 133. 222 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
188. 120. 148. 158|l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 35 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 131|Lhited Sates 147.237.77. 17 |nazi . i df . i ISYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 5. 181 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence SYNPAXK retransmit with different wi ndow scal e |nonitor 1
23.101.61.176 |Irel and 147.237.77. 17 |nazi .i df .i {I nstant Messengers 'Szitpae”t messenger pattern found, application: | o by 1
84.94.32.197 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 1
79.179.29. 147 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
199. 203. 215. 1 | srael 147.237.77. 17 |nazi . i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1
2.52.26.59 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 125 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
176.228. 192. 18 |l srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 196 | srael 147.237.77. 17 |nazi .idf .i |Bad TCP sequence Inval id ACK nunber noni t or 1
85. 65. 5. 181 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 1
80. 246. 133. 222 |Israel 147.237.77. 17 |nazi .i df.i |Bad TCP sequence Inval i d ACK nunber noni t or 1




12-24-2015 to 12-25-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S’ gnature Action ‘Count
84.109. 214. 155 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 9
212.76.112. 52 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/inages/transvi deocounter. gif B ock 8
95. 86. 105. 212 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 3
77.127.109. 220 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
207. 46. 13. 168 Lhited Sates |[147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
157.55.39. 149 |lLhited Sates [147.237.77.17|nazi.idf.i|Uaut hori zed URL Access to igf.idf.il/14-7713-he B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 165- 7902- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
.. - {mazi.idf.il/4936-9463- he/i gf . aspx&a=u&ed=0ahukewj a4j t v9_t | ahvf chokher wdc8qgo
95. 86. 100. 229 | srael 147.237.77. 17 |nazi . i df i ubccywaw&si g2=r u04w4pVV\03ngug%V\anvaa&usg=af qj c‘:/\r‘1ey{AgyfT<E139f _cv7uxf px9l Br?tqe Bl ock !
6ha
.. . - {Unaut hori zed URL Access to
66. 249. 69. 62 I srael 147.237.77. 17 nazi i df .| wan nazi . i df . i1/t enpl at es/ shared/ user control s/ newsgal | ery/ Bl ock !
46. 121. 59. 197 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage B ock 1
157. 55. 39. 155 Lhited Sates |[147.237.77.17|nazi.idf.i|Uhauthori zed URL Access to nmazi.idf.il/watch fragments aj ax B ock 1
79.178. 34. 43 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 6300- 9396- he/ i gf . aspx B ock 1
66. 249. 75. 121 | srael 147.237.77. 17 |nazi .idf . i |Uaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-heli gf . aspx B ock 1
157.55.39.203 |lLhited Sates [147.237.77.17|nazi.idf.i|Uauthorized URL Access to nazi.idf.il/watch fragnents aj ax B ock 1
81.218.182. 134 |Israel 147.237.77. 17 |nazi .i df . i jUhaut hori zed URL Access to igf.idf.il/hi B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
141.212.122. 129|hited Sates |147.237.77.17 |nazi.idf.i|Mal fornmed URL proxytest. zmap. i o: 80 B ock 1
66. 249. 75. 155 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
66. 249. 69. 2 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 165- 7456- he/ i gf . aspx B ock 1
66. 249. 69. 18 | srael 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 3728- 6976- he/ i gf . aspx B ock 1
31.184. 132. 23 ::;ZEH :z' Z‘f""c 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147. 237. 77. 17/ 3850- 5187 he/ i gf . aspx B ock 1

12-24-2015 to 12-25-2015




