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Top Attackers 

95.86.117.90, Israel

199.101.187.33, United States

79.182.9.98, Israel

157.55.39.253, United States

66.249.78.248, Israel

157.55.39.218, United States

157.55.39.9, United States

109.65.37.230, Israel

40.77.167.61, United States

68.180.230.40, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

220.156.187.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 2

151.80.31.138 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

 12-23-2015 to 12-24-2015 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.78.167 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1

52.28.248.43 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

121.40.195.144 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

46.19.85.154 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 65

46.19.85.96 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 35

109.66.51.112 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 29

46.19.85.96 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 26

199.101.187.33 United States 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 25

46.19.85.32 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.241 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 21

79.180.166.74 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 18

46.19.85.32 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 13

46.19.85.24 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

212.235.98.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

195.239.16.40
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

195.239.16.53
Russian
Federation

147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 9

37.46.39.129 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.19.85.154 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 9

213.57.138.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 8

5.102.254.94 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

109.65.118.240 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 5

46.19.85.22 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

192.0.81.57 United States 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 4

178.216.237.132 Ukraine 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

212.235.98.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

5.102.254.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

46.19.86.152 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 3

109.186.184.8 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

2.54.191.148 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

157.55.12.91 United States 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 2

109.186.184.8 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

5.22.131.94 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

189.209.237.223 Mexico 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.127 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

130.193.51.60
Russian
Federation

147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 2

2.54.145.59 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of Service reject 2

95.27.58.255
Russian
Federation

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

213.57.251.198 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

83.167.248.160 Czech Republic 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 1

46.121.244.211 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

180.97.106.37 China 147.237.77.17 mazi.idf.ildrop SAM rule drop 1

46.19.85.255 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

89.138.83.3 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

37.112.33.251
Russian
Federation

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.176.152.73 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.201 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

189.209.237.223 Mexico 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.127 Israel 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 1

46.19.85.168 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

103.237.36.230 Bangladesh 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Failed to handle connection data monitor 1

213.57.251.198 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker Geo Target Address Site Signature
Device
Action

Count

95.86.117.90 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 8

199.101.187.33 United States 147.237.77.17 mazi.idf.ilSuspicious Response Code Block 5

79.182.9.98 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 4

68.180.230.40 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 2

94.185.83.100 Sweden 147.237.77.17 mazi.idf.ilUnauthorized URL Access to testp3.pospr.waw.pl/testproxy.php Block 1

68.180.230.245 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/templates/shared/usercontrols/vodchannel/

Block 1

157.55.39.253 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/113-9045-he/js.php Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3834-10609-he/igf.aspx Block 1

52.90.60.184 United States 147.237.77.17 mazi.idf.ilURL is Above Root Directory mazi.idf.il/../favicon.ico Block 1

157.55.39.86 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8345-he Block 1

109.65.37.230 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to m.mazi.idf.il/xmlrpc.php Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10104-he Block 1

207.46.13.122 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

157.55.39.250 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4995-he/igf.aspx Block 1

66.249.69.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

31.211.115.45 Russian Federation 147.237.77.17 mazi.idf.il
Parameter Type Violation FileID in
mazi.idf.il/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

157.55.39.9 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

77.75.77.17 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/8699.jpg Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6222-9239-he/igf.aspx Block 1

157.55.39.253 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/css/wiki.php Block 1

157.55.39.155 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/4277-he/igf.asp Block 1

66.249.64.157 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

109.253.143.46 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

85.64.63.228 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/×“×–ÃžÃš Block 1

157.55.39.253 United States 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.75.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 1

40.77.167.61 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/csp/dtag Block 1

157.55.39.43 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

103.237.36.230 Bangladesh 147.237.77.17 mazi.idf.ilSuspicious Response Code Block 1

78.128.92.193 Bulgaria 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/console/core/doc_mgr/mazi.idf.il/6752-he/igf.aspx

Block 1

193.17.42.129 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

157.55.39.218 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6056-he/igf.aspx Block 1

66.249.64.163 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-5908-he/igf.aspx Block 1

24.168.114.53 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

141.212.122.80 United States 147.237.77.17 mazi.idf.ilMalformed URL proxytest.zmap.io:80 Block 1

87.68.146.21 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

157.55.39.253 United States 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

66.249.75.155 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
igf.idf.il/templates/shared/usercontrols/newsgallery/

Block 1

40.77.167.61 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/spice Block 1

157.55.39.67 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4142-he/igf.aspx Block 1

109.65.37.230 Israel 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

79.178.222.13 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

66.249.78.254 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

157.55.39.218 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.69.2 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

31.184.132.24
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

157.55.39.9 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1
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