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W 95.86.117.90, Israel

199. 101. 187. 33, Lhited Sates
79.182.9.98, |srael
157.55.39.253, Lhited Sates
66. 249. 78. 248, | srael
157.55.39.218, Lhited Sates
157.55.39.9, Lhited Sates
109. 65. 37. 230, |srael
40.77.167.61, Lhited Sates
H 68.180.230.40, Lhited Sates




12-23-2015 to 12-24-2015

|Top Attackers | n DDoS- Def ence |
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|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
220. 156. 187. 4 I ndi & 147.237.77. 17 nazi.idf.il (228: HITP.  AhrefBot craw er B ock 2
151. 80. 31. 138 Italy 147.237.77. 17 nazi.idf.il (228: HITP. AhrefBot craw er B ock 1




12-23-2015 to 12-24-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
52. 28. 248. 43 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
121. 40. 195. 144 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

46.19. 85. 154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 65
46. 19. 85. 96 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 35
109. 66. 51. 112 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 29
46. 19. 85. 96 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 26
199.101. 187. 33 |Lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 25
46. 19. 85. 32 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 25
46.19. 85. 241 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 21
79. 180. 166. 74 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 18
46. 19. 85. 32 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 13
46. 19. 85. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 10
199.203.215.1 |lIsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
212.235.98. 139 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 40 RJSIS:;”i o 147. 237.77. 17 |nazi .i of .i [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 9
195. 239. 16. 53 gs:;;”i on 147.237.77.17 nazi .i df .i |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 9
37.46. 39. 129 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 9
46.19. 85. 154 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
213.57.138.215 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence scal ::G( retransmt w th different w ndow noni t or 8
5. 102. 254. 94 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 5
109. 65. 118. 240 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 5
46. 19. 85. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 0. 81. 57 Lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
178. 216. 237. 132|\krai ne 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 4
212.235.98. 139 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
5. 102. 254. 38 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber noni t or 3
46.19.86.152  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 3
109. 186. 184. 8 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 2
2.54.191.148  [israel 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 2
157.55. 12. 91 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 2
109. 186.184.8 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
5.22.131. 94 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
189. 209. 237. 223|Mexi co 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
46.19. 86. 127 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 2
130.193.51.60 |USSian 147.237.77. 17 |nazi .i of .i |Bad TCP sequence SINRAK retransmit with different wndow oo 2
Feder ati on scal e
2.54.145.59  |Israel 147.237. 77. 17 |nazi . i of . i “Wsl asﬁr(;’ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
Russi an S . .
95. 27. 58. 255 . 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
Feder ati on
213.57.251. 198 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
83. 167.248. 160 |Czech Republic 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
46.121. 244. 211 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
180. 97. 106. 37  |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 1
46. 19. 85. 255 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
89. 138. 83. 3 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
37.112. 33. 251 RJSf;:I”i on 147.237.77.17 |nazi . i df . |Bad TCP sequence Inval i d ACK nunber moni t or 1
79.176. 152. 73 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 201 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence ?Z'al\”:o< retransmt with different w ndow noni t or 1
189. 209. 237. 223|Mexi co 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 1
46.19. 86. 127 | srael 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
46.19. 85. 168 | srael 147.237.77. 17 |mazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
103. 237. 36. 230 |Bangl adesh 147.237.77. 17 |nazi .i df .i|Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 1
213.57.251. 198 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
85.93.91. 84 CGer many 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 1
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|Top Attackers In V\AF|

Devi ce

Ste Action
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‘At tacker Geo

95. 86. 117. 90 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 8
199. 101. 187. 33 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 5
79.182.9. 98 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 4
68. 180. 230. 40 |[Lhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
94.185. 83. 100 [Sweden 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php B ock 1
) .. . JUnauthorized URL Access to
68. 180. 230. 245 |Lhited Sates 147.237.77. 17 |nazi .i df . i i of i df.il/tenpl at es/ shar ed user cont rol s/ vodchannel / Bl ock 1
157.55.39. 253 |lLhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/113-9045-he/js. php B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 3834- 10609- he/ i gf . aspx B ock 1
52.90. 60. 184 Lhited Sates 147.237.77. 17 |nazi .idf.i |URL is Above Foot Drectory nazi.idf.il/../favicon.ico B ock 1
157. 55. 39. 86 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8345-he B ock 1
109. 65. 37. 230 |[Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-10104- he B ock 1
207.46.13.122 |Lhited Sates 147.237.77. 17 |nazi .idf.i |D stri but ed Whaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
157.55.39.250 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 4995- he/ i gf . aspx B ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
31,211, 115.45 |Russian Federation |147.237.77. 17 |nazi . icf.i(FX 3®er Type Mo ation FlelDin = Bl ock 1
nazi .idf.il/tenpl atecontrol s/ picturei nfol pi cturei nfo. aspx
157.55.39.9 Lhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
77.75.77. 17 Czech Republic 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/8699.|pg B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 6222-9239- he/ i gf . aspx B ock 1
157.55.39. 253 |lLhited Sates 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/css/w ki.php B ock 1
157. 55. 39. 155 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to waw mazi.idf.il/4277-heli of . asp B ock 1
66. 249. 64. 157 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849- 5039- he/ i gf . aspx B ock 1
109. 253. 143. 46 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned B ock 1
85. 64. 63. 228 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
68. 180. 228. 160 |[Lhited Sates 147.237.77. 17 |mazi . i df . i |Unhaut hori zed URL Access to mazi.idf.il/xxAZAS B ock 1
157. 55. 39. 253 |Lhited Sates 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 1
66.249. 75. 8 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 1
40.77.167. 61 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/csp/dtag B ock 1
157. 55. 39. 43 Lhited Sates 147.237.77. 17 |nazi .idf.i |D stri buted Whaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
103. 237. 36. 230 |Bangl adesh 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
78.128.92.193 |[Bulgaria 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
.. . JUnauthorized URL Access to
66.249.78. 248 || srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ consol e/ core/ doc_ngr/ nazi . i df . i|/6752-hel i gf . aspx Bl ock !
193.17.42. 129 |Israel 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 1
157.55. 39. 218 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 6056- he/ i gf . aspx B ock 1
66. 249. 64. 163 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 165-5908- he/ i gf . aspx B ock 1
24.168.114.53 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter.gif B ock 1
141.212.122. 80 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Mal formed URL proxytest. zmap. i o: 80 B ock 1
87. 68. 146. 21 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
157.55. 39. 253 |Lhited Sates 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 1
.. . .JUnauthorized URL Access to
66. 249. 75. 155 |l srael 147.237.77. 17 |nazi . i df . i i of i df.i1/tenpl at es/ shar ed/ user cont rol s/ nevsgal | ery/ B ock 1
40.77.167. 61 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/spice B ock 1
157. 55. 39. 67 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4142-he/ i gf . aspx B ock 1
109. 65. 37. 230 |l srael 147.237.77. 17 |nazi .i df . i |PHP Att enpt B ock 1
79.178.222.13 |lsrael 147.237.77. 17 |nazi .i df . i {haut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi .idf.i|D stri buted Whaut hori zed UR. Access on 147.237.77. 17/ robot s. t xt B ock 1
157.55. 39. 218 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
.. . {Unauthorized URL Access to
66.249.69. 2 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
31.184. 132. 24 ;a”’ Islamc Republid147 2377717 |mazi .i of i {Unaut hori zed URL Access to 147.237. 77. 17/ 3850- 5187- hel i gf . aspx Bl ock 1
157.55.39.9 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stri buted Uhaut hori zed URL Access on 147.237.77.17/robot s. t xt B ock 1
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