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12-21-2015 to 12-22-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 74

66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 42

66. 249. 64. 243 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2

106. 77.52. 73 I ndia 147.237.77. 17 nazi.idf.il GPL SCAN nmap TCP 2

187.120. 82. 122 Brazil 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

89. 255. 21. 58 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
172.245.11. 57 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
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Attacker Address |Attacker Geo Ste
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37.26.148. 167 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d sequence nunber noni t or 121
46.19. 85. 112 I srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 113
46. 19. 85. 112 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 113
62.219. 21. 100 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 49
37.26.148. 167 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber alert 25
195. 239. 16. 40 Russi an Federation 147.237.77. 17 |nazi . i df . i CBilor?;):Iki ;T—P Non Fai l ed to handl e connection data noni t or 9
Pal estinian Territory, S )
185.5.223. 10 ; 147.237.77. 17 |nazi . i df . i |SYN At t ack rej ect 9
Qccupi ed
46.19. 86. 179 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 9
. . . .{Bl ock HTTP Non . . .
195. 239. 16. 53 Russi an Federation 147.237.77. 17 |nazi . i df . i Conpl i ant Fai |l ed to handl e connection data noni t or 9
2.52.53.97 | srael 147.237.77. 17 |nazi . i df . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 9
212.76.127.10 |Israel 147. 237. 77. 17 |nazi .i of . i g');’;lki ;TP Non Fail ed to hand e connection data noni t or 9
213.57.254. 139 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 5
213.57.130. 109 |lsrael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 91 I srael 147.237.77. 17 |nazi . i of .i [Bad TCP sequence Ssca:(':m retransmt wth different wndow | .. 4
213.57.135.234 |Israel 147.237.77.17 |nazi . i df .i |[Bad TCP sequence f:g;pm retransmt wth different wndow f ... 4
46. 120. 96. 144 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 4
185. 3. 146. 112 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 120. 96. 144 I srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 89. 217. 226 147.237.77. 17 |nazi . i of . i ?br?[c)lki ;FP hon Fail ed to handl e connection data noni t or 4
157. 55. 39. 121 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 4
213.57.135. 234 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57.254. 139 |lsrael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber alert 4
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 3
192. 185. 4. 33 Lhited Sates 147.237.77. 17 |nazi .idf . i CBlbr?i(J:lki ;I;I’P Non Fail ed to handl e connection data noni t or 2
185.5.223. 10 (F;ajcis;i';'ja” Territory, 147.237.77. 17 |nazi . i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
94.228.34.249 |United K ngdom 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or
50. 62. 208. 36 Lhited Sates 147.237.77. 17 |nazi .idf . i ?lbsslki ;—rr][t_rp Non Fail ed to handl e connection data noni t or 2
184. 168. 192. 140|nited Sates 147.237.77. 17 |nazi . i of . i Eor?;ki ;TP hon Failed to hand e connection data noni t o 2
130. 193. 51. 60 Russi an Federation 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal ::CK retransmt wth different w ndow noni t or 2
46.120. 20. 1 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 2
84.94.32.197 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 1
192. 115.83.5 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
69. 195. 124. 97 Lhited Sates 147.237.77. 17 |nazi .idf . i ?lbsslki ;—rr][t_rp Non Fail ed to handl e connection data noni t or 1
185. 89. 217. 225 147.237.77. 17 |nazi . i of .i Eor?;ki ;TP hon Failed to hand e connection data noni t o 1
5.150.195.212 |Sweden 147.237.77. 17 |nazi .idf . i ?lbsslki ;—rr][t_rp Non Fail ed to handl e connection data noni t or 1
50.62.208.71  |Wited Sates 147.237.77. 17 |nazi . i of . i Eor?;ki ;TP hon Failed to hand e connection data noni t o 1
184. 168. 192. 163|lhited Sates 147.237.77. 17 |nazi .idf . i ?lbsslki ;—rr][t_rp Non Fail ed to handl e connection data noni t or 1
46.117. 128. 85 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval id ACK nunber noni t or 1
155.94. 222. 12 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 158 I srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
87. 69. 209. 147 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal ::CK retransmt wth different w ndow noni t or 1
46.19. 86. 58 I srael 147.237.77. 17 |nazi . i df .i |[Bad TCP sequence fggzbm retransmt with different wndow ... 1
77.237.138.202 |Czech Republic 147.237.77. 17 |nazi .idf . i ?lbsslki ;—rr][t_rp Non Response out of state noni t or 1
185. 89. 217. 234 147.237.77. 17 |nazi . i of . i Eor?;ki ;TP hon Failed to hand e connection data noni t o 1
46. 19. 85. 16 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 64. 21 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 1
184. 5. 225. 52 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 221 I srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 219. 248. 86 147.237.77. 17 |nazi . i of . i ?br?[c)lki ;FP hon Failed to hand e connection data noni t or 1
213.8.204.12  [Israel 147.237.77. 17 |nazi . i of .i ?'br?slki ;—:;I’P hon Failed to handl e connection data noni t or 1
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Devi ce

‘Attacker G0 |Target Address |Ste ‘S gnature Acti on ‘Count
79.176. 223. 134 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 31
80. 86. 94. 7 Cer many 147.237.77. 17 |nazi .idf.i {Mil ti pl e Uhaut hori zed URL Access from 80. 86.94. 7 Bl ock 3
81.218. 48. 37 | srael 147.237.77. 17 |nazi .i df . i [haut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefi ned Bl ock 2
66. 249. 64. 175 |lIsrael 147.237.77. 17 |nazi . i df . i |LUhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
159. 203. 138. 41 [Lhited Sates |147.237.77. 17 |nazi.idf.i|Mil tipl e Uhaut hori zed URL Access from 159. 203. 138. 41 B ock 2
213.151. 48. 44 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 2
212.179. 21. 194 |l srael 147.237.77. 17 |nazi . i df . i [Paraneter Type Mol ation _ BVENTTARGET in nazi.idf.il/700-he/igf . aspx Bl ock 2
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 707- hel i gf . aspx Bl ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ 6216- he/ i gf . aspx Bl ock 1
66. 249. 64. 175 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3728- 8808- he/ i gf . aspx Bl ock 1
207.46.13.161 |Lhited Sates |147.237.77.17|nazi.idf.i|Dstributed PHP At tenpt B ock 1
95. 86. 102. 97 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4040- hel i gf . aspx Bl ock 1
212.179. 221. 25 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi .i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
81.218. 70. 243 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/trans. gif Bl ock 1
77.237.138.51 gpeu‘t’)r‘l . 147.237.77.17 |nazi .i of . i {Unaut hor i zed Met hod HEAD for / B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 675-heli gf . aspx Bl ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i |[Uhaut hori zed URL Access to 147.237.77.17/5888- he/ i gf . aspx Bl ock 1
207.46.13.161 |lhited Sates |[147.237.77.17|nazi.idf.i|Uhaut hori zed UR. Access to nazi.idf.il/591-he/ css/styl e. php Bl ock 1
157.55.39. 120 [Lhited Sates |147.237.77. 17 |nazi.idf.i|0stributed PHP At tenpt B ock 1
.. .JUnauthorized URL Access to
80. 86.94.7 Ger many 147.237. 77 17 @zt 0 df ) oo v i1/ 6107- hel \ " hit t p: / wan yout ube. cord enbed! f Ocf uncwel o " B ock !
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 62-he/ i gf . aspx Bl ock 1
66. 249. 64. 175 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 0/ 11230.j pg Bl ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/113-he/i gf . aspx B ock 1
159. 203. 138. 41 [Lhited Sates |147.237.77. 17 |nazi .idf.i|thaut hori zed URL Access to nazi.idf.il/14-he B ock 1
84.94. 119. 247 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
77.237.138. 202 gpi%ﬂ . 147.237.77. 17 |nazi .i of .i [Unaut hor i zed Mt hod HEAD for / B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 700- he/ i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/591-heli gf . aspx Bl ock 1
208. 115.113. 91 |Lhited Sates |147.237.77.17|mazi.idf.i|Waut hori zed URL Access to www mazi.idf.il/14-10105- he B ock 1
157.55.39.120 |Whited Sates |147.237.77.17 |nazi.idf.i|Waut horized URL Access to nazi.idf.il/591-he/ capt cha. php Bl ock 1
80. 86.94. 7 Ger many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/| obbyvod/ | obbyvod. aspx Bl ock 1
66. 249. 64. 185 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 647-hel i gf . aspx Bl ock 1
213.151.56. 114 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 607-he/i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697- 8536- he/ i gf . aspx Bl ock 1
185. 89. 217. 225 147.237.77. 17 |nazi .idf .i JURL is Above Root Drectory nazi.idf.il/../inages/trans. gif Bl ock 1
85. 93.91. 84 Ger many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
66. 249. 64. 185 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113- 9655- he/ i gf . aspx Bl ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 692- he/i gf . aspx B ock 1
157.55.39. 251 [Lhited Sates |147.237.77. 17 |nazi.idf.i|Unhauthori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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