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W 89. 203. 221. 120, Czech Republic
66. 249. 64. 175, | srael

W 207.46.13.60, Lhited Sates
157.55.39.251, Lhited Sates

H 66. 249. 64. 124, |srael

W 176. 228. 139. 112, |srael

W 174.129. 237. 157, Whited Sates

W 66.249. 64. 185, |srael
117. 25. 155. 164, Chi na

B 157.55.39.124, lhited Sates
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12-19-2015 to 12-20-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Target Addr ess |S te |S gnat ure |Davi ce Action |Oount |
89. 203. 221. 120 Czech Republic 147.237.77.17 nazi.idf.il |1633: HITP: V¢bDAV Protocol PRCPFI ND Met hod B ock 10
188. 165. 15. 181 France 147.237.77. 17 nazi . idf.il |C228: HITP. AnrefBot craw er B ock 1




12-19-2015 to 12-20-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
117. 25. 155. 164 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.131. 114. 196 I ndia 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
117. 25. 155. 164 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1




12-19-2015 to 12-20-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

Sgnature

Devi ce

‘ Target Address

Action

‘Count

109. 65. 73. 234 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 46
46.19. 85. 160 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN- ACK -> Ti neout rej ect 16
89.138.82.132 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN ACK -> RST rej ect 16
37.26.149. 162 | srael 147.237.77. 17 |nazi . i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 14
85. 65. 102. 28 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 9
195. 239. 16. 53 Russi an Federation |147.237.77.17 |nazi.idf.i|B ock HITP Non Conpli ant Fail ed to handl e connection data noni t or 9
188. 120. 148. 130]|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
85. 65. 102. 28 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
84.111.102. 110 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
149. 88. 92. 166 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN -> SYN-ACK -> RST rej ect 9
195. 239. 16. 40 |Russian Federation |[147.237.77.17|nazi.idf.i|Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 9
37.26.149.162 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 9
85. 65. 245. 56 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
5.22.131. 156 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 9
185. 3. 146. 185 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
213.57.136.7 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout alert 8
213.57.136.7  |Israel 147.237.77.17 |nezi .i df .i [Bad TGP sequence ssca::‘]( retransmt with different window 0o 8
37.26.149.240 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal :O( retransmt wth different w ndow noni t or 6
213.57.136.7 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
149. 88. 138. 169 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different wndow scal e noni t or 6
46. 19. 85. 26 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval id ACK nunber noni t or 5
37.26. 149. 162 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 5
46. 19. 86. 88 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 86. 41 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber noni t or 5
92.96. 74. 124 m.l ted Arab 147.237.77. 17 |nazi . i df . i |drop SAMrul e drop 5
Enrat es
2.54.164. 112 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
130.193.51. 60 |Russian Federation |147.237.77.17 |nazi.idf.i|SYN Attack SYN - > SYN ACK -> Ti neout rej ect 4
213.57.135. 234 |israel 147.237.77.17 |nezi .i of .i |Bad TGP sequence Ssca:gCK retransmt with different window 0o 4
46. 19. 86. 18 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
84.111.102. 110 |lsrael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber alert 4
79.177.157. 76 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 64. 206. 22 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Inval i d ACK nunber alert 4
46.121. 247. 195 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
185. 3. 146. 182 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
79.178.220. 180 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
37.142. 235. 80 | srael 147.237.77. 17 |nazi .i df .i |Bad TCP sequence Invalid ACK nunber noni t or 4
85. 64. 206. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
213.57.135.234 |Israel 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 4
46.19.85.250  |Israel 147.237.77.17 |nazi .i of .i |Bad TGP sequence EZ;\]”:O( retransmt with different window 0o 4
37.26. 149. 240 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
89. 203. 221. 120 |Czech Republic 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 3
46. 19. 86. 88 | srael 147.237.77. 17 |nazi . i df . i [SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 2
46. 19. 86. 41 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19.86.150  |Israel 147.237.77. 17 |nezi .i of .i |Bad TCP sequence SSZ;\]”:G( retransmt wth different wndow oy 2
46. 19. 86. 96 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
2.54.185.155 | srael 147.237.77. 17 |nazi . i of . i \AW:J’I asﬁr(fr Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
2.54.153. 35 I'sr ael 147.237.77.17 |nazi .i of . | \sz aSIei';]e' Enf or cenent Vb Servers S ow HITP Denial of Service rej ect 2
37.26.149.240 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout alert 2
31.154. 34. 190 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN- ACK -> RST rej ect 1




12-19-2015 to 12-20-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Target Address |Ste ‘S‘ gnature Acti on ‘Count
176. 228. 139. 112|l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
157. 55. 39. 251 Lhited Sates |147.237.77.17 |nazi.idf.i|Waut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 2
68. 180. 228. 160 |lLhited Sates |[147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 1
207.46. 13. 60 Lhited Sates |147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/14-4983-he B ock 1
37.142.64. 15 | srael 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/xnhrpc. php Bl ock 1
157.55.39.251 |lhited Sates |[147.237.77.17|nmazi.idf.i|Unaut horized URL Access to 147.237.77.17/5010- 9094- he/ i gf . aspx Bl ock 1
107. 150. 42. 186 |[Lhited Sates |147.237.77.17|nazi.idf.i|PHP Attenpt B ock 1
66.249. 64. 180 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5392- 7074- hel i gf . aspx B ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8335-he B ock 1
149. 88. 138. 169 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
77.75.78.167 g;i(t:)n c 147.237.77. 17 |mazi . i df . i jUhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg Bl ock 1
66.249. 64.175 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3697- he/ i gf . aspx B ock 1
37.142.239. 153 |Israel 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx Bl ock 1
207.46. 13. 60 Lhited Sates |147.237.77.17|nazi.idf.i|lhaut horized URL Access to nazi.idf.il/14-8330-he B ock 1
107.150. 42. 186 |Lhited Sates |[147.237.77. 17 |nazi.idf.i|lhaut horized URL Access to nazi.idf.il/wp-1ogin. php B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 5010- he/ i gf . aspx B ock 1
66. 249. 64. 124 | srael 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
207. 46.13. 60 Lhited Sates |147.237.77. 17 |nazi.idf.i|Dstributed PHP At tenpt Bl ock 1
2.54.63. 46 I'srael 147.237.77.17 |nazi . i of . | 2"'5:"236 fg“"“dt W fw dth Uni code Encoding on UR/ Paraneter (+)  from B ock 1
157.55.39.124 |lhited Sates |147.237.77.17 |nazi.idf.i|Dstributed PH? At enpt Bl ock 1
79.178.220. 180 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx Bl ock 1
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4223- he/ i gf . aspx B ock 1
46.19. 86. 13 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx Bl ock 1
208.90.57.196 |lhited Sates [147.237.77.17|nazi.idf.i|lhaut horized URL Access to ww nazi.idf.il/joinnailinglist.aspx B ock 1
174.129. 237. 157|Lhited Sates [147.237.77. 17 |nazi.idf.i|Miltiple Uaut hori zed URL Access from 174.129. 237. 157 B ock 1
109. 65. 73. 234 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 113- 10962- he/ i gf . aspx B ock 1
207. 46. 13. 60 Lhited Sates |147.237.77.17|nazi.idf.i|D stributed Lhaut hori zed UR. Access on nazi.idf.il/w | oad. php Bl ock 1
37.142.64. 15 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
157.55.39. 124 |lLhited Sates |[147.237.77. 17 |nazi.idf.i|lhaut horized URL Access to nazi.idf.il/wl oad. php B ock 1
87 69 204.239  |1srael 147 237 77. 17 \nazi i df i Par_anpt er Type Mol qti on Mast er $ucHeader $ucSear ch@nt rol $t xt Search in B ock 1
nazi .idf.il/6547-heligf. aspx
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
46.120.130. 46 | srael 147.237.77. 17 |nazi i of i (P 2L er Type Mol ation Mst erSuchbader $ucSear chQntrol $txt Search in B ock 1
WAN mazi . i df . i 1/ 14-he/ i gf . aspx
174.129. 237. 157|lhited Sates |147.237.77. 17 |mazi.idf.i|Waut hori zed URL Access to nazi.idf.il/date(-62135596800000)/ Bl ock 1
149. 88. 67. 66 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
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