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W 173.208.197.218, Whited Sates
66. 249. 64. 175, | srael

W 66.249.64.124, Whited Sates
66. 249. 64. 180, | srael

B 66. 249. 64. 185, |srael

M 166.63.125. 149, Lhited Sates

W 220.156.187.4, India

W 66.249.64.2, Whited Sates
176. 13.22. 136, |srael

H 79.180. 187. 220, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




12-18-2015 to 12-19-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 187. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 2




12-18-2015 to 12-19-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
59. 163. 102. 149 India 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
166. 63. 125. 149 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 115. 58. 160 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
166. 63. 125. 149 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -f -sS 1
166. 63. 125. 149 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 2048 1




12-18-2015 to 12-19-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

46. 19. 86. 54 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 50
195. 95. 183. 254 |l srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 26
2.52.152. 29 | srael 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN ACK -> RST rej ect 16
79.180. 187. 220 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 13
195. 239. 16. 40 gz:;;”i o 147.237.77.17 |nazi .i df .1 |B ock HTTP Non Conpl i ant Failed to hand e connection data moni t or 9
212.76.127. 111 |lsrael 147.237.77. 17 |nazi .i df . i |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 9
5.22.131. 109 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
195. 239. 16. 53 gs:;;”i on 147. 237.77. 17 |nazi .i of .i [Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data moni t or 9
212.76.127.10 | srael 147.237.77. 17 |nazi .i df .1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
213.57.143.209 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
213.57.143.209 |lsrael 147.237.77. 17 |nazi . i df . i|Bad TCP sequence scal ::G( retransmt with different w ndow noni t or 8
68. 65. 120. 48 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
5. 102. 254. 56 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 30 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
85. 250. 27. 129 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK - > RST rej ect 4
2.52.152. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 58 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
87.68.54. 141 I srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
213.57.134.79  |Israel 147.237.77.17 |nazi . i df . |Bad TOP sequence ig‘fm retransmt wth different wndow 0 4
2.52.152. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.152. 29 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4
2.54.57.159 I'sr ael 147.237.77. 17 |nazi .i of . MW; ;eir(:’ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 4
46. 19. 85. 2 | srael 147.237.77. 17 |nazi .idf . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
213.57.135. 234 |Israel 147.237.77.17 |nazi . i df . |Bad TCP sequence Sscaljgm retransmt wth different wndow oo 4
5.22.131. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
213.57.134.79 I srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 86. 213 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence :;(IJ‘;OO( retransmt with different w ndow noni t or 2
2.54.23.12 I srael 147. 237. 77. 17 |nazi .i of . i MW; ;eir(:’ner Enf or cenent Véb Servers S ow HITP Denial of Service rej ect 2
192. 0. 80. 179 Lhited Sates 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 2
37.26.147.171 | srael 147.237.77. 17 |nazi .i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 2
213.57.135. 234 |l srael 147.237.77. 17 |nazi . i df . i [SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 2
185. 3. 144. 47 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 2
213.57.134.79 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN - > SYN ACK - > Ti neout alert 2
41.233. 3. 123 Egypt 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
216.177.129.10 |Whited Sates 147.237.77. 17 |mazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
64.125.239. 158 |lhited Sates 147.237.77. 17 |nazi .i df . i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
184.105. 139. 110|lhited Sates 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 64 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval i d ACK nunber noni t or 1
149. 50. 87. 164 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
46.117. 63. 4 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 86. 136 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence scal ::G( retransmt wth different w ndow noni t or 1
46. 19. 86. 30 | srael 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
178. 32. 53. 53 Uni ted Kingdom |147.237.77.17 |nazi.idf.i|SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
41.233. 3. 123 Egypt 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN- ACK - > Ti meout rej ect 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi .i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 219 | srael 147.237.77. 17 |nazi .i df . i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46. 19. 86. 58 I srael 147.237.77. 17 |nazi . i df . i |[SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 243|Lhited S ates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 50. 87.164 |lhited Sates 147.237.77. 17 |mazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 163 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1




12-18-2015 to 12-19-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |Ste ‘S gnature Acti on ‘Count
173.208. 197. 218|lhited Sates |[147.237.77. 17 |mazi.idf.i|Miltipl e Unhaut hori zed URL Access from 173. 208. 197. 218 B ock 25
173.208. 197. 218|lhited Sates |147.237.77.17 |nazi.idf.i|Mil tipl e Admn Bl ocking from173.208. 197. 218 B ock 13
173.208. 197. 218|lhited Sates |147.237.77.17 |nazi.idf.i|PHP Attenpt B ock 8
176. 13. 22. 136 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
79.180. 187. 220 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3834- 8134- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-8574- he/ i gf . aspx B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
66.249. 64.175 |lsrael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 5221- 6390- he/ i gf . aspx B ock 1
173.208. 197. 218|lhited Sates |147.237.77. 17 |mazi.idf.i|Adnm n B ocki ng B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/5078-6119- he/i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/113-he/i gf . aspx B ock 1
173.208. 197. 218|lhited Sates |147.237.77. 17 |mazi.idf.i|Uhaut horized UR. Access to nazi.idf.il/freeaspupl oad/ upl oadt est er. asp B ock 1
.. . JUhauthorized URL Access to
66. 249. 64. 185 I srael 147.237.77. 17 |nazi . of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bt ock !
.. . fUnaut hori zed URL Access to
66. 249.64. 175 | srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849-5039- he/ i gf . aspx B ock 1
176. 13. 22. 136 | srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt B ock 1
77.75.77.101 g;jgﬂ . 147. 237.77. 17 |nazi .i df .i [Unaut hori zed LR Access to nazi.idf.il/sip_storagelfiles/9/8699. ] pg B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/113-10730- he/ i gf . aspx B ock 1
.. . .|Dstributed Wauthorized URL Access on
66. 249.64. 175 I srael 147.237.77. 17 |nazi . of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 64. 185 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 5010- 9547- he/i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/5010- 6876- he/ i gf . aspx B ock 1
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