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46. 116. 132. 89, | srael

109. 186. 146. 88, | sr ael

164. 138. 119. 116, |srael

66. 249. 66. 165, | srael

68. 180. 228. 160, Lhited Sates
136. 243. 36. 96, Cer many

66. 249. 66. 169, | srael
1.187.58.233, India

197. 33.239. 130, Egypt

46. 19. 86. 128, |srael




12-17-2015 to 12-18-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




12-17-2015 to 12-18-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure \I:evi ce Action |Oount |
106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il Cl03: HITP: User Agent Sogou+web+spi der B ock 1
188. 165. 15. 238 France 147.237.77. 17 nazi . idf.il 228: HITP.  AhrefBot craw er B ock 1




12-17-2015 to 12-18-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |gte |9 gnature |count |
1.187.58. 233 Indi a 147.237.77. 17 nazi.idf.il GPL SCAN nmap TCP 2
146. 185. 250. 2 Russi an Federation 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 42. 136. 164 Luxenbour g 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 Net her | ands 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 122. 238. 155 Net her | ands 147.237.77. 17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 216. 3. 27 Russi an Federation 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




12-17-2015 to 12-18-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

dgnature

‘ Target Address

37.26.147. 169 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 27
2.52.49. 198 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
176.12.139.33 |lIsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 25
77.126. 41. 47 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 13
136.243.36.96  |Ger many 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber alert 13
195. 239. 16. 53 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 9
136.243.36.96  |Ger many 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 9
203. 133. 169. 198|Korea, Republic of |147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
93.173.255.130 | srael 147.237.77.17 |nazi .i of .i |Bad TCP sequence ssca::‘]( retransmt with different window o ;o 8
93.173. 255. 130 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
85. 65. 110. 55 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 6
2.52.143. 48 | srael 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 6
94.230.86. 140 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 5
195. 239. 16. 40 :ZZ:; o 147.237.77.17 |nazi .i df i {Bl ock HTTP Non Gonpl i ant Failed to handl e connection data moni t or 5
213.57.135. 234 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 4
79.182.188. 189 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d sequence nunber noni t or 4
46.19. 85. 104 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
79.176. 34. 250 | srael 147.237.77. 17 |nazi .i df .i|Bad TCP sequence I nval i d ACK nunber alert 4
213.57.135. 234 |israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 4
207.46.13.152 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.148.158 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d sequence nunier noni t or 4
46.121. 26. 87 | srael 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 4
85. 65. 188. 237 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
157.55.39.166 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
79.176.34.250 |lsrael 147.237.77. 17 |nazi .idf . i |Bad TCP sequence I nval i d ACK nunber noni t or 4
213.57.143. 171 |Israel 147.237.77. 17 |nazi . i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 4
93.173. 255. 130 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 86. 85 I'sr ael 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ssca:em( retransmt wth different wndow oGy o 4
79.182.188. 189 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence I nval i d ACK nunber alert 4
149. 78. 95. 233 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
94.228.34.251 |United Kingdom |147.237.77.17|nazi.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 4
84.108. 184. 30 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 4
79.182.188. 189 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
157.55.39.235 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 3
157. 55. 39. 95 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
185. 3. 146. 231 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 3
2.54.170.126  |israel 147.237.77. 17 |nazi .i of . i MW; ;eir(:’ner Enf or cenent Veb Servers S ow HITP Denial of Service rej ect 2
207.46. 13. 99 Lhited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber noni t or 2
37.26.148. 158 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.13. 240 I'sr ael 147.237.77. 17 |nazi .i of .i MWSI aS;eir(;/ner Enf or cenent Wb Servers Sow HITP Denial of Service rej ect 2
79. 180. 145. 24 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.148.158 |lsrael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence I nval i d ACK nunber alert 2
46. 19. 85. 87 | srael 147.237.77. 17 |nazi . i df . i |[SYN At ack SYN -> SYN-ACK -> RST rej ect 1
40.77.167. 24 Lhited Sates 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.121. 122. 210 |Israel 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19.86.215  |Israel 147.237.77. 17 |nazi .i of .i |Bad TCP sequence ig‘fm retransmt wth different wndow oy o 1
87.69. 56. 153 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 236|lhited Sates 147.237.77. 17 |nazi . i df .1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 169 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 1




12-17-2015 to 12-18-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Ste ‘S gnature } ‘Count
Ceo Action
164.138. 119. 116|l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif B ock 6
46. 116. 132. 89 | srael 147.237.77. 17 |nazi .idf.i |Mul tipl e Uhaut hori zed URL Access from 46. 116. 132. 89 B ock 6
109. 186. 146. 88 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to wwy nazi .idf.il/tenpl ates/ newsl i st/undefi ned B ock 6
46.19. 86. 128 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/nirpaa B ock 2
Lhi ted .. . JUnauthorized URL Access to
40.77.167.91 g 4 o 147.237. 77 17 @zt W df TN oo o i1 api f present at i ons/ j exBvh vpl sj/ get_al |_facebook i nfo for | andi ng/ Bl ock !
207. 46. 13. 101 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
141. 212.121. 176 g‘;ttees 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 14-hel i gf . aspx B ock 1
79.177.50. 43 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 4146- hel i gf . aspx B ock 1
46.116. 132. 89 | srael 147.237.77. 17 |nazi .i df . i {haut hori zed URL Access to nazi.idf.il/m B ock 1
2.52.48.204 | srael 147.237.77. 17 |nazi .idf.i|D stributed Lhaut hori zed URL Access on nazi.idf.il/nirpaa B ock 1
136. 243. 36. 96  |Ger many 147.237.77. 17 |nazi .i df .i {MIl ti pl e Uhaut hori zed URL Access from 136. 243. 36. 96 B ock 1
68. 180. 228. 160 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8338-he B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i |D stri buted Whaut hori zed UR. Access on 147.237.77.17/robot s. t xt B ock 1
46. 19. 85. 55 | srael 147.237.77. 17 |nazi .i df .i {D stributed Uhaut hori zed URL Access on nazi.idf.il/nirpaa B ock 1
207. 46. 13. 157 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/aj ax/pepites/2 B ock 1
Lhited R - .
141. 212. 122. 112 Sates 147.237.77. 17 |nazi .idf . i |{D stributed Mal forned URL B ock 1
80. 246. 133. 236 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/nirpaa B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
65. 78. 164. 146 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 7/ 1087. j pg B ock 1
5.29.129. 43 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
197. 33. 239. 130 |Egypt 147.237.77. 17 |nazi .idf .i |D stributed PHP Attenpt B ock 1
136. 243. 36. 96  |Ger many 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-4980- he B ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-he B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 1
207. 46. 13. 181 LSthlatt:sd 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
Lhi ted .. {Uhauthori zed URL Access to
157.85. 39. 166 Sates 147.237.77. 17 |nazi . df .| nazi.idf.il/api/stats/register |anding or nobil e view 72061915/ st at - | andi ng- vi ew Bl ock !
109. 66. 114. 220 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |mazi . i df . i |Unaut hori zed URL Access to mazi.idf.il/U..UU@ Bl ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 120- he/ nazi . aspx Bl ock 1
40. 77. 167. 21 g];::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
197. 33. 239. 130 |Eyypt 147.237.77. 17 |nazi .i df . i {Lhaut hori zed URL Access to igf.idf.il/xnrpc.php B ock 1
- — - - - T — 0
136. 243. 36. 96 Ger many 147. 237 77. 17 \nazi i o i Una‘ut h(.).r |"zed URL Access to mazi.idf.il/4070-11595- he/ xZx—x0ex8xa xax>x xexY B ock 1
XexX‘X§x" X" aspx
69. 30. 244. 186 Lshlmt:s 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/wp-1ogi n. php B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
2.52.43.93 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/mrpaa B ock 1
157. 55. 39. 251 g];::: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
68. 180. 228. 160 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-7707-he B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 5392- 7074- he/ i gf . aspx B ock 1
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