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W 66. 249. 66. 169, |srael

66. 249. 66. 173, |srael
79.176.232. 11, |srael

66. 249. 66. 189, Lhited S ates
212.179. 146. 174, |srael

66. 249. 66. 165, | srael
157.55.39.197, Lhited Sates
207.46.13.72, Whited Sates
149. 88. 27. 60, |srael

B 37.52.111. 24, \Wkraine




12-16-2015 to 12-17-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on | Count
212.179. 146. 174 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BA.- | srael 3
146. 185. 239. 100 Russi an Federation 147.237.77. 17 nazi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




12-16-2015 to 12-17-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste

\Sgnalure |Davi ce Action \Ooum |
108. 19. 46. 6 Lhited Sates |147.237.77.17 |rmazi.idf.il1|16798: HITP. G\U Bash HITP Header Renote Code Execution Wul nerability B ock 2
220. 156. 187. 4 I ndi a 147.237.77.17 |nazi.idf.il|C228: HITP. AhrefBot craw er B ock 1




12-16-2015 to 12-17-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo

|Target Address |Ste

| gnature

|Count|

66.249.66.189 [Lhited Sates 147.237.77. 17 |nazi .idf.i |ET SCAN NVAP -sA (2) 4
121.12.10. 78 Chi na 147.237.77. 17 |nazi . i df . i |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
108.184.162.6 |lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN Potential SSH Scan 1
91. 218. 246. 103 |Russi an Federation |147.237.77. 17 |nazi .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1




12-16-2015 to 12-17-2015

|Top Attackers In FW |

Attacker Address|Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action|Count |
79.176.193. 190 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 180
66.249.81.217 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 169
66.249.81.220 |Whited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 169
66.249.81.214 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 81
37.26.147.135 |Israel 147.237.77. 17 |nazi .idf . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 64
66.249.81.217 |Lhited Sates 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval i d ACK nunber alert 49
66.249. 81. 220 |lLhited Sates 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 36
46.19. 85. 170 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 26
79.179. 234. 177 |l srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
84.111. 70. 36 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 85. 170 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber alert 25
66.249.81.214 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 16
79.176.193. 190 |l srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 10
84.94.158.116 |[Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
132. 74. 150. 61 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
2.52.42. 47 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack rej ect 9
94.230. 86. 167 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 9
85. 130. 230. 136 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 198 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
84.94.158.116 |[Israel 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber alert 4
46.117.71. 83 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber alert 4
46.19. 85. 128 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
46.117.71. 83 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 4
171.96.177.30 |Thailand 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
79.177.178. 246 |l srael 147.237.77. 17 |nazi .i df .il|Bad TGP sequence SYNretransnit wth different w ndow scal e noni t or 4
87.69. 143. 46 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.42. 47 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 3
194. 90. 25. 90 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 3
2.52.42. 47 | srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence I nval i d sequence nunier noni t or 3
2.52.42. 47 | srael 147.237.77. 17 |nazi . i df . i |]SYN At tack SYN -> SYN-ACK -> RST rej ect 3
2.52.42. 47 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 3
14. 0. 145. 99 Hong Kong 147.237.77. 17 |nazi . i df .i|Bad TCP sequence Inval id ACK nunber noni t or 2
2.52.42. 47 | srael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
207.46.13. 157 |Whited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.164. 37 | srael 147.237.77. 17 |nazi.idf .il|Véb Server Enforcenent Mol ation [Véb Servers S ow HITP Denial of Service rej ect 2
128.232.110. 28 |United Ki ngdom|147.237.77. 17 |nazi.idf.i|]SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
195. 60. 232. 57 |l srael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
5. 102. 254. 56 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
46.19. 86. 76 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNWVACK retransmit with different w ndow scal e |nonit or 2
46. 19. 85. 220 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
46.121. 110. 173 |l srael 147.237.77. 17 |nazi . i df .il|Bad TCP sequence Inval id ACK nunber noni t or 2
40.77.167.18 Lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.54.133.115 | srael 147.237.77. 17 |nazi . i df . i |Véb Server Enforcenent Mol ation |Véb Servers 9 ow HITP Denial of Service rej ect 2
46. 19. 86. 168 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 86. 76 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
84.94.197. 47 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 1
216. 218. 206. 74 |Lhited Sates 147.237.77. 17 |nazi .i df . i |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 1
46.19. 85. 111 | srael 147.237.77. 17 |nazi .i df .il|Bad TCP sequence Inval id ACK nunber alert 1
46.121. 67. 85 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1




12-16-2015 to 12-17-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |Jte Sgnature ; Count
Ceo Action
79.176.232. 11 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined Bl ock 4
207. 46. 13. 181 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robot s. txt B ock 2
31. 168. 140. 90 | srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unhaut hori zed URL Access from 31. 168. 140. 90 B ock 2
212.29.203.226 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg Bl ock 2
37.52.111. 24 Lkrai ne 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/fil es/9/ 7889. ] pg Bl ock 2
149. 88. 27. 60 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
Unaut hori zed URL Access to
212.76. 96. 68 | srael 147.237.77. 17 |nazi .idf . i |mazi . i df . i |/ 675-9899- he/ i gf . aspx&a=u&ved=0ahukewi bg- beoodj ahvhpa4khv6qcguqf gg |B ock 1
sman&usg=af qj cngcr 7sekul k2u6f lewdf 4v7_yhvng
40. 77. 167. 18 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to mazi.idf.il/3728-11581- he/ xoexgex? x'x'xexcexsx@. aspx |[B ock 1
157. 55. 39. 213 g‘;ttees 147.237.77. 17 |nazi . i df . i |Lhaut hori zed LRL Access to igf.idf.il/stylel/clipcss.jsp B ock 1
85. 64. 32. 163 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66.249. 66. 173 |l srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 113- 10793- he/ i gf . aspx B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113-he/i gf . aspx Bl ock 1
207.46.13.72 ;ﬂ;ttee: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tool s/social/share. php B ock 1
149. 88. 41. 45 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip _storagel/files Bl ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4863- hel i gf . aspx Bl ock 1
213.151.36.35 |lIsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx B ock 1
65. 55. 212. 70 LSthlatt:sd 147.237.77. 17 |nazi .idf .i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned Bl ock 1
188. 120. 148. 207l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. | pg B ock 1
131. 253. 24. 159 Lsh'mt:: 147.237.77. 17 |nazi .idf.i|D stributed Uhauthorized LRL Access on nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113- 8759- he/ i gf . aspx Bl ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3697- 7116- he/ i gf . aspx Bl ock 1
157. 55. 39. 197 g];::: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nmazi.idf.il/3728-11581- he/ xoexgex? x'x'xexgexsx@. aspx [B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6752- 10478- he/ i gf . aspx B ock 1
66. 249. 66. 134 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
194. 90. 25. 90 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx Bl ock 1
132. 70. 66. 12 | srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- hel i gf . aspx B ock 1
66. 249. 66. 173 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5034- he/ i gf . aspx Bl ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 113-9554- he/i gf . aspx B ock 1
157. 55. 39. 197 LSthlatt:sd 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/4316-he/ Bl ock 1
79.177.178. 246 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944-he/i gf . aspx B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/113-10730- he/i gf . aspx B ock 1
207. 46. 13.72 gqlatt:sd 147.237.77. 17 |nazi . i df . i |PHP At tenpt B ock 1
66.249. 66. 173  |lsrael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/5013- 8781- he/ i gf . aspx B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3697- hel i gf . aspx Bl ock 1
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