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Top Attackers 

66.249.66.169, Israel

66.249.66.165, Israel

207.46.13.46, United States

79.182.221.175, Israel

66.249.66.173, Israel

95.86.80.80, Israel

185.27.105.148, Israel

79.182.189.128, Israel

41.230.14.223, Tunisia

77.237.138.202, Czech Republic
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 12-15-2015 to 12-16-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 12-15-2015 to 12-16-2015 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

80.82.79.39 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

78.193.2.8 France 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

2.52.63.193 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.86.96 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

185.27.105.148 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 30

87.68.68.42 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 27

46.19.86.96 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

79.183.61.61 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

46.19.85.0 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 6

157.55.39.197 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.46 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 5

46.19.85.46 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

110.171.37.147 Thailand 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.46 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 5

46.19.85.69 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

84.111.196.7 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

109.67.28.46 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

207.46.13.57 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.0 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

157.55.39.212 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.27 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

149.78.102.66 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 4

80.246.130.13 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence
SYN retransmit with different window
scale

monitor 3

37.26.148.156 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 3

37.26.148.156 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

66.249.66.189 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 3

2.54.180.244 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of
Service

reject 2

66.249.66.129 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

157.55.39.182 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

2.54.39.192 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of
Service

reject 2

157.55.39.182 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

84.109.97.47 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.50.169 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of
Service

reject 2

157.55.39.197 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 2

46.19.85.0 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.178.2 Israel 147.237.77.17 mazi.idf.il
Web Server Enforcement
Violation

Web Servers Slow HTTP Denial of
Service

reject 2

46.19.86.48 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

79.180.155.132 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.235 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.121.199.100 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

141.212.122.221 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

31.223.185.78
Palestinian Territory,
Occupied

147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.201 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.243.31.2 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.69 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

192.114.91.246 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.22 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

77.237.138.202 Czech Republic 147.237.77.17 mazi.idf.ilBlock HTTP Non Compliant Response out of state monitor 1

169.229.3.90 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

40.77.167.24 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.254 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

185.27.105.148 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 2

66.249.66.165 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 2

207.46.13.46 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 2

79.182.189.128 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

95.86.80.80 Israel 147.237.77.17 mazi.idf.il

Unauthorized URL Access to
mazi.idf.il/5551-7467-he/igf.aspx&sa=u&ved=0ahukewj7l_yyun3jahvjaxokhetvb0qq
qoubcdswcg&sig2=moleqki67mot5tcp-demda&usg=afqjcnhbwufq0pdyjjq80af7wnve5
kgvsq

Block 2

79.182.221.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 2

8.37.71.91 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4436-he/igf.aspx&usg=alkjrhgao62yzegzclmqay_ixmbltup4eq

Block 1

2.54.154.168 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

150.70.173.48 Japan 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/571-he/igf.aspx Block 1

79.183.101.167 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 1

66.249.66.169 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

62.90.45.107 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
mazi.idf.il/6547-he/igf.aspx

Block 1

8.37.71.15 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/647-he/igf.aspx&usg=alkjrhh4ntrvrebijikeuvpixg6tfx_85q

Block 1

131.253.36.199 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

77.237.138.202 Czech Republic 147.237.77.17 mazi.idf.ilUnauthorized Method HEAD for / Block 1

31.184.131.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

8.37.70.43 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5043-he/igf.aspx&usg=alkjrhibxqjmm0xdvpa5ew8gxe6rvjqibq

Block 1

150.70.173.52 Japan 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/571-he/igf.aspx Block 1

80.246.130.13 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

66.249.66.173 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-9542-he/igf.aspx Block 1

65.55.212.74 United States 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

8.37.71.26 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/607-he/igf.aspx&usg=alkjrhiym9ogaohjia66hrfcvrpapoaxew

Block 1

141.212.122.208 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

66.249.66.169 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

41.230.14.223 Tunisia 147.237.77.17 mazi.idf.ilIllegal Byte Code Character in URL /14-he/igf.aspx[[#20]]. Block 1

8.37.70.83 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/607-he/mazi.aspx&usg=alkjrhjwbb0kbxq0okvximmyao3th3q-bq

Block 1

157.55.39.130 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.66.173 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

66.249.66.134 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

8.37.71.74 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4439-he/igf.aspx&usg=alkjrhhtiou4lhpsvndw4qlcwka8if4uia

Block 1

2.52.188.24 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 1

149.78.102.66 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.66.169 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4947-8201-he/igf.aspx Block 1

46.35.253.161
Russian
Federation

147.237.77.17 mazi.idf.ilParameter Type Violation catid in mazi.idf.il/templates/homepage/joinmailinglist.aspx Block 1

8.37.70.226 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/591-he/igf.aspx&usg=alkjrhh-ptyxd2piqcqpiaj2yezm4kux3q

Block 1

173.54.8.98 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4055-en/igf.aspx Block 1

109.253.158.79 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-10105-he Block 1

66.249.66.165 Israel 147.237.77.17 mazi.idf.il
Distributed Unauthorized URL Access on
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1
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