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12-14-2015 to 12-15-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
79.179.6.184

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 2
37.46.171. 237 Sweden 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




12-14-2015 to 12-15-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 184. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 3




12-14-2015 to 12-15-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |S gnature | count |
66. 249. 66. 189 Lhited Sates 147.237.77. 17 |nazi .idf . i |ET SCAN NVAP -sA (2) 4
117. 206. 133. 246 |I ndi a 147.237.77. 17 |nazi .idf . i |ET SCAN Potential SSH Scan 1
210.117.121. 60 |Korea, Republic of |147.237.77.17 |nazi.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
87.81.210. 189 United Kingdom |147.237.77.17 |nazi.idf.iJET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
137.117.34.247 |lLhited Sates 147.237.77. 17 |nazi .idf .i |ET SCAN NVAP -sS wi ndow 1024 1
80. 0. 165. 64 Uni ted Kingdom [147.237.77.17 |nazi.idf.il|JET SCAN NVAP -sS w ndow 1024 1




12-14-2015 to 12-15-2015

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action|Count |
94. 230. 86. 225 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 33
46.19. 86. 216 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNFAK retransnit with different w ndow scal e |noni t or 27
149. 88. 148. 16 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 18
37.26.147.242  |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
2.52.11. 227 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN -> SYN ACK -> RST rej ect 16
185. 3. 144. 129 | srael 147.237.77. 17 |nazi .i df . i |Bad TOP sequence Inval i d ACK nunber noni t or 16
46.19. 85. 139 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 16
46.19. 86. 125 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 9
213.57.135.234 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
37.26.146.140 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 6
149. 88. 148. 16 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNFACK retransmit with different w ndow scal e |noni t or 6
213.57. 160. 27 | srael 147.237.77. 17 |nazi .i df . i |Bad TOP sequence SYNretransmt wth different w ndow scal e noni t or 6
46. 19. 85. 141 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber alert 4
5.22.129. 100 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
84.108. 105. 24 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
213.57.129. 200 |lsrael 147.237.77. 17 |nazi .i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
213.57.135. 234 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNFACK retransmit with different w ndow scal e |noni t or 4
46.19. 85. 141 | srael 147.237.77. 17 |nazi .i df . i |Bad TCOP sequence Invali d ACK nunber noni t or 4
37.26.149.193 |Israel 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
149.78.162. 121 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
213.57.129.200 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
37.26.149. 193 | srael 147.237.77. 17 |nazi . i df . i [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26. 146. 140 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
213.57.129. 200 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TOP sequence SYNWtACK retransmit wth different w ndow scal e |moni tor 4
188. 120. 148. 131 |l srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 4
66. 249. 66. 189 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 3
185. 3. 146. 213 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.149. 193 | srael 147.237.77. 17 |nazi . i df .i |[Bad TCP sequence Invalid ACK nunber noni t or 2
149. 88. 188. 68 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
91.200. 12.7 Lkr ai ne 147.237.77. 17 |nazi .i df . i |dr op SAMrul e drop 2
68.180.228. 160 |lhited Sates 147.237.77. 17 |nazi .i df .i |Bad TOP sequence SYNVACK retransnit with different w ndow scal e |noni t or 2
37.26. 146. 140 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber alert 2
149. 88. 188. 68 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence SYNWtACK retransnit wth different w ndow scal e |moni t or 2
46. 19. 86. 57 | srael 147.237.77. 17 |nazi . i df .i |[Bad TCP sequence SYNtACK retransnit wth different w ndow scal e |moni t or 2
46. 19. 86. 101 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
128.232.110.28 |United Ki ngdom|147.237.77. 17 |nazi.idf.i |SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 2
2.54.33.12 | srael 147.237.77. 17 |nazi . i df . i [Véb Server Enforcenent Mol ation [Véb Servers S ow HITP Denial of Service rej ect 2
216.218.206.90 |Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 58 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 1
95. 35. 41. 52 | srael 147.237.77. 17 |nazi . i df .i |[Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 85. 219 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber alert 1
79.179.205. 112 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
208.115.111. 75 |lLhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
37.142. 105. 42 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
66.225.231. 122 |Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 1
46. 19. 86. 242 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 110 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.77 |lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 43 | srael 147.237.77. 17 |nazi . i df . i |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
87.69. 181. 229 | srael 147.237.77. 17 |nazi . i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1




12-14-2015 to 12-15-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker G0 |Target Address|Ste ‘S gnat ure Acti on ‘Count
207.241. 226. 42 |Lhited Sates |[147.237.77. 17 |nazi.idf.i|Miltiple Wauthorized URL Access from 207.241. 226. 42 Bl ock 75
207.241.226. 39 |Lhited Sates |[147.237.77. 17 |nazi.idf.i|Miltiple Wauthorized URL Access from 207.241. 226. 39 Bl ock 71
207.241.226.39 [Lhited Sates |147.237.77.17|nazi.idf.i|PHP Attenpt Bl ock 62
207.241.226.42 |Lhited Sates |[147.237.77. 17 |nazi.idf.i|Dstributed PHP At enpt Bl ock 37
192.126. 156. 97 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Suspi ci ous Response Code Bl ock 4
93.118. 79. 11 Ronani a 147.237.77. 17 |nazi .1 df . i |Suspi ci ous Response Code Bl ock 4
80. 179. 28. 90 | srael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 80. 179. 28. 90 Bl ock 3
94. 230. 86. 225 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenplates/newslist/undefined Bl ock 3
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx Bl ock 2
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3697- 9347- he/ i gf . aspx B ock 1
136. 243.36.96 |Ger many 147. 237. 77. 17 |z i of . i ijjjl)J(t\s:lc_)_r;”.zzc;po_ Access to igf.idf.il/4070-11595- he/ xzx—x0ex8xa xax>x xexY B ock 1
79.178.19. 188 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt Bl ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3834- 7123- he/ i gf . aspx Bl ock 1
207.241.226.42 |Lhited Sates |[147.237.77. 17 |nazi.idf.i|Unaut hori zed UR. Access to nazi.idf.il/5551- 7550- he/ pi wi k. php Bl ock 1
84.108. 105. 24 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
69. 30. 244. 186 |[Lhited Sates |[147.237.77.17|nazi.idf.i|PHP Attenpt B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/503- he/ i gf . aspx Bl ock 1
207.241.226. 39 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut horized URL Access to igf.idf.il/4315-he/piw k. php Bl ock 1
136. 243. 36. 96 |CGer many 147.237.77. 17 |nazi .idf .i XL?zl;tp:ori zed URL Access Lo g 1df. 1175551 1516- hef xzx@xexxiie? xgixixce B ock 1
79.178.19.188 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php Bl ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx Bl ock 1
37.26.149. 171 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571- he/i gf . aspx Bl ock 1
207. 46. 13. 46 Lhited Sates |147.237.77.17|nazi.idf.i|Whaut horized URL Access to 147.237.77.17/robots. t xt Bl ock 1
69. 30.244. 186 |lhited Sates |[147.237.77.17|nazi.idf.i|Uhaut horized URL Access to nazi.idf.il/wp-1ogin. php Bl ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3834- 10288- he/ i gf . aspx B ock 1
141.212. 122. 64 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Mal formed URL proxytest.znmap.i o: 80 Bl ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercont rol s/ newsgal | ery/ Bl ock 1
77.75.76.172 %;J(l:)rl c 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip_storage/files/9/8699.|pg Bl ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .1 df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
141.212. 122. 97 |Lhited Sates |147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to /x Bl ock 1
82 81 81. 214 | srael 147 237, 77. 17 ez i of i Pargn_et er Type Mol qti on Mast er $ucHeader $ucSear ch@ont r ol $t xt Search in B ock 1
nazi .idf.il/4170-heli gf . aspx
68. 180. 228. 160 |Lhited Sates |147.237.77. 17 |nazi.idf.i|Uauthori zed URL Access to nazi.idf.il/tenpl ates/ general / x” Bl ock 1
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