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12-13-2015 to 12-14-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66.102.9. 111

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 530
66. 249. 81. 213 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1




12-13-2015 to 12-14-2015

|Top Attackers In IPS|
Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 3
188. 165. 15. 21 France 147.237.77. 17 nazi.idf.il @28 HITP. AhrefBot craw er Bl ock 1




12-13-2015 to 12-14-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 66. 129 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 189 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 134 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
94. 102. 48. 195 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 2
94.102. 60. 89 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
177.126. 223. 156 Brazil 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
172.90. 185. 197 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 Sweden 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1




12-13-2015 to 12-14-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |ste | Name |9 gnature | Device Action  |Count |
80. 246. 130. 233 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 103
77.125. 155. 67 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 50
77.125. 155. 67 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 49
80. 246. 133. 5 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 26
50. 98. 10. 104 Canada 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 25
46.19. 85. 238 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 25
46.19. 85. 238 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 25
79.177. 3. 146 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 18
89. 95. 78. 233 France 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 16
109. 67. 123. 236 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 14
85. 130. 175. 199 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
79.177.81.114 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
31.154. 34. 190 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
84.108. 13. 191 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 9
72.143.227. 222 Canada 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 9
91. 200. 12. 136 Lkrai ne 147.237.77. 17 nazi.idf.il |drop SAMrul e drop 6
157. 55. 39. 84 Lhited Sates 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 163 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 56 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.147.173 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
199. 30. 21. 202 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
84.108. 40. 7 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
195. 60. 232. 57 | srael 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 4
149.78.47. 71 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
134. 225. 230. 132 Uni ted Ki ngdom 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
208. 115. 111. 75 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
149.78.47. 71 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
62.219. 224. 214 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
77.126.12.193 | srael 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.147.173 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
79.179.109. 1 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
176. 12. 148. 43 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
92.96. 74. 124 Lhited Arab Enirates 147.237.77. 17 nazi.idf.il |drop SAMrul e drop 3
46.19. 85. 163 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
213. 8. 90. 236 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
207. 46. 13. 154 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
62.219.194. 115 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 2
46.19. 85. 173 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
216.218. 206. 108 Lhited Sates 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 2
46.19. 86. 153 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
66. 220. 156. 120 Lhited Sates 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
109. 150. 86. 73 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 1
40.77. 167. 62 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
46.121.197.7 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
24.234.111. 42 Lhited Sates 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 203 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
84.108. 13. 232 | srael 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
192.117. 236. 29 | srael 147.237.77. 17 nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 100 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1




12-13-2015 to 12-14-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address [Ste ‘Sl gnature Acti on ‘Count
136. 243. 36. 96 |Ger many 147.237.77. 17 |nazi .i df .i [Mil ti pl e Whaut hori zed URL Access from 136. 243. 36. 96 B ock 9
80. 74.111. 83 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 4
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .idf . i |Unaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 2
149. 78. 85. 57 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
157. 55. 39. 17 g;tt:g 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 2
176. 12. 150. 158 |1 sr ael 147. 237 77. 17 \razi i df . i XL?a;J;S;rl zed URL Access to wwwv nmazi.idf.il/113-11581- he/ xcexoex? X'x'xexpex B ock 2
31.44.133. 25 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 2
157. 55. 39. 17 LSJIq:a\tt:: 147.237.77. 17 |nazi .idf.i |0 stributed Unaut hori zed URL Access on nazi.idf.il/w | oad. php B ock 2
79.182. 145. 135 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg B ock 1
207. 241. 226. 39 gmatt:g 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to waww mazi . i df . il/piw k. php B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 7109- 11197- he/ i gf . aspx B ock 1
157. 55. 39. 117 gmatt:: 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to igf.idf.il/14-8347-he B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .idf . i |{Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 0/ 1420. j pg B ock 1
66. 249. 66. 134 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storagel/files B ock 1
157. 55. 39. 83 g';tt:g 147.237.77. 17 |nazi . i df . i |PHP Attenpt B ock 1
95. 173. 184. 200 |Tur key 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/wordpress/ wp-adm n/ B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
207. 46. 13.90 g';tt:g 147.237.77. 17 |nazi . i df . i |Waut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ vodchannel / B ock 1
157. 55. 39. 95 gmatt:g 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
40. 77. 167. 24 g';tt:g 147.237.77. 17 |nazi . i df . i |Waut hori zed URL Access to igf.idf.il/14-he B ock 1
213.57.178.13 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/607-he/ B ock 1
.. .{Unhauthori zed URL Access to
66.249.66. 173 |l srael 147.237. 77 17\@2i 101\ 17 557 77 17/ t enpl at es/ | i st doc/ nazi . i of . i1/ 6367- hel i of . aspx Bl ock !
.. . .{Unauthori zed URL Access to
66.249.66. 165 |l srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
157. 55. 39. 117 gw;tt:g 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to igf.idf.il/tenplates/shared usercontrol s/ newsgal | ery/ B ock 1
157. 55. 39. 83 gmatt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/css/answer_viewer. css. h751047213. pack B ock 1
66. 249. 66. 149 |l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
68. 180. 228. 160 LSJIq:a\tt:: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg.aspx B ock 1
207. 46. 13. 154 ;th;tts: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/3728-6976-he/ < B ock 1
157. 55. 39. 96 LSJIq:a\tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
40.77.167. 30 gmatt:g 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to waw nazi . idf.il/2120- he/ heer. aspx B ock 1
93. 180. 68. 68 Net herl ands |147.237. 77. 17 |nazi .idf.i |Uhaut hori zed URL Access to nazi.idf.il/wp/ wp-adm n/ B ock 1
223.130. 27. 125 |Australia 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/wp-admn/ B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi .idf .i {Mil ti pl e Uhaut hori zed URL Access from 66. 249. 66. 189 B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/113-10518- he/i gf . aspx B ock 1
157. 55. 39. 83 gw;tt:g 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nmazi.idf.il/w Il oad. php B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/113- 8574- he/ i gf . aspx B ock 1
136. 243. 36. 96 |Ger many 147.237.77. 17 |nazi .i df . i {Unaut hori zed URL Access to igf.idf.il/113-11581-he/ xoexoex? Xx'X'xexgexex?, aspx B ock 1
74.208. 16. 87 gmatt:g 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/ol d/ wp-admn/ B ock 1
66. 249. 66. 173 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 165- 9796- he/ i gf . aspx B ock 1
207. 241. 226. 39 gmatt:: 147.237.77. 17 |nazi . i df . i |PHP Attenpt B ock 1
157. 55. 39. 117 gw;tt:g 147.237.77. 17 |nazi .idf .i {Mil ti pl e Whaut hori zed URL Access from 157.55. 39. 117 B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 6752- 10478- he/ i gf . aspx B ock 1
66. 102. 9. 101 ;th;tts: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/ undefined B ock 1
Unaut hori zed URL Access to
95. 86. 99. 104 | srael 147.237.77. 17 |nazi .idf.i|mazi . i df.il/5123- he/i gf . aspx&a=u&ed=0ahukew 3_9kb-t j j ahuf vhgkhc2scuwgf gggnak& |B ock 1
usg=af gj cnhni chcnt 5p20j _j xchy3swuv7epw
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
66. 249. 66. 169 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/113-9796- he/ i gf . aspx B ock 1
199. 203. 9. 245 |l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
157. 55. 39. 95 gmatt:: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 113-he/i gf . aspx B ock 1
37.230. 106. 78 |Turkey 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il /bl og/ wp- adm n/ B ock 1
136. 243. 36. 96 |Ger many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to igf.idf.il/14-10106- he B ock 1
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