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12-12-2015 to 12-13-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DP location. Location |Count |
66. 249. 78. 167 | srael 147.237.77.17 |nazi.idf.il|TAP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5912
146. 185. 239. 100 |Russian Federation |147.237.77.17 |nazi.idf.il|bl ock-sp-trafl drop BBL- Fr ankf urt 1




12-12-2015 to 12-13-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
188. 165. 15. 32 France 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 1
188. 165. 15. 181 France 147.237.77. 17 nazi.idf.il @28 HITP. AhrefBot craw er Bl ock 1




12-12-2015 to 12-13-2015

|Top Attackers In |D|

49. 114. 225. 228

Chi na

Atacker Address |Attacker Geo |Target Address |Ste

|9 gnature

|Count |
147.237.77.17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
128. 199. 175. 106 |S ngapore 147.237.77. 17 |nazi.idf.il|ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102. 60. 89 Netherlands |147.237.77.17 |nazi.idf.il|ET SCAN NVAP -sS w ndow 1024 1




12-12-2015 to 12-13-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

dte

Sgnature

90. 207. 0. 33 Uni ted Kingdom |147.237.77. 17 |nazi .idf.i |[SYN Attack SYN -> SYN-ACK -> RST rej ect 81
79. 180. 96. 214 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 25
77.126.31.172 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 25
5. 102. 254. 197 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 18
79.180. 96. 214  |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber alert 16
79.177.207. 145 |lsrael 147.237.77. 17 |nazi .idf .i |SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 9
156. 172. 249. 167 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
84.228.54.197 |lsrael 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 9
85. 65. 103, 23 — 147. 237 77. 17 \razi i f i Sreanhng El_ﬂgi ne TP Invaid Inval i d segnent retransmssion. Packet drop 8
Ret r ansni ssi on dr opped.
188. 120. 148. 158l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 3. 144. 157 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 5
207.241.226.39 |Whited Sates 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 5
185. 3. 146. 236 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 53 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 4
223. 62. 67. 141 Ok‘f)re& Republic 147 537 77. 17 |mawi i of . {SYN At ack SYN -> SYN-ACK -> RST rej ect 4
213.57.130. 162 |lsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.147.181 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence alert 4
79.180. 4. 223 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmit wth different w ndow scal e |nonitor 4
37.26.147.181 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence noni t or 4
46. 19. 85. 53 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber alert 4
2.54.57.77 | srael 147.237.77. 17 |nazi .i df . i |Véb Server Enforcenent Mol ation Wb Servers S ow HITP Denial of Service rej ect 2
46. 19. 85. 95 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 2
84.109. 112. 108 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
157.55.39.240 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
80. 246. 130. 26 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 2
176.12. 146. 184 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
37.26.147.181 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Inval id ACK nunber noni t or 1
81.17.16. 212 Sii t zer| and 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST alert 1
208. 115.113.91 |lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
79.178.6.213 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmit wth different wndow scal e |al ert 1
184.105. 139. 99 |Lhited Sates 147.237.77. 17 |nazi .idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.217. 160 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1
157.55. 39. 17 Lhited Sates 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 86. 155 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
94.228.34.251 |United Kingdom |147.237.77.17|nazi.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
84.109.112. 108 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber aert 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi .idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 170 | srael 147.237.77. 17 |nazi .idf. i |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
131. 253.25.171 |lhited Sates 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 254 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
84.228.203. 129 |lsrael 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.181 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.17.16. 212 Sii t zerl and 147.237.77. 17 |nazi .idf .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.178. 6. 213 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence SYNretransnit wth different w ndow scal e |noni t or 1
184. 105. 247. 207|Lhited Sates 147.237.77. 17 |nazi .idf . i |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 66. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval id ACK nunber noni t or 1
157.55.39. 117 |Lhited Sates 147.237.77. 17 |nazi .idf.i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 86. 166 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 65. 108. 157 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 1
80.178. 136. 122 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 1




12-12-2015 to 12-13-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘Sl gnature Acti on ‘Count
89. 139. 182. 43 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 4
62.210.101. 170 |Fance 147.237.77. 17 |nazi .i df . i |Mil ti pl e Uhaut hori zed URL Access from 62. 210. 101. 170 B ock 3
66.249. 78. 242 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 3
46.116. 187. 235 |l srael 147.237.77. 17 |nazi .idf.i (D stributed PHP Attenpt B ock 2
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed LR Access to mazi.idf.il/ U..Uug B ock 1
207. 46. 13. 90 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/vodchannel / |B ock 1
157. 55. 39. 95 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 66. 134 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
Russi an .. . .|Paraneter Type Molation lang in
5. 141. 228. 190 Federation 147.237.77. 17 |nazi i df .| nazi . i df.ilytpznpl atecontrol s/gpi cturei nf o/ pi cturei nf 0. aspx Bl ock !
104. 131. 147. 112|lLhited Sates 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
84.111. 216. 70 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
68. 180. 228. 160 [lhited Sates 147.237.77. 17|nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/U..UU@ B ock 1
66. 249. 66. 165 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. | pg B ock 1
176.12.146. 112 |lsrael 147.237.77. 17 |nazi .idf .i |Mil ti pl e Uhaut hori zed URL Access from 176. 12. 146. 112 B ock 1
157. 55. 39. 17 Lhited Sates 147.237.77. 17 |nazi . i df .i {Unaut hori zed URL Access to nazi.idf.il/4054-heli gf . aspxAEACACAESA-ACA? Bl ock 1
46.116. 187. 235 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php Bl ock 1
79.180. 4. 223 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5183- he/ i gf . aspx Bl ock 1
.. . {Unauthori zed URL Access to
66. 249.78. 181 I srael 147.237.77. 17 nazi i df .| nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / Bt ock !
207.46.13.106 |lhited Sates 147.237.77. 17 |nazi .idf.i|Dstributed Lhaut hori zed URL Access on nazi.idf.il/" B ock 1
157. 55. 39. 156 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 66. 249. 66. 165 Bl ock 1
37.142.109. 35 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 1
109. 186. 154. 248l srael 147.237.77. 17 |nazi .idf.i|Uaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
85.93.91. 84 CGer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nmazi.idf.il/sip storage/files B ock 1
’ .. .{Unhauthori zed URL Access to
76.26. 44. 151 Lhited Sates 147.237.77. 17 |nazi .idf . i mazi . i .11/t enpl at es/ shar el user cont rol s/ nevisgal | ery/ B ock 1
66. 249. 66. 169 | srael 147.237.77. 17 |nazi .idf.i|D stri buted Unaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
176.12.146. 112 |l srael 147.237.77. 17 |nazi . i df .i|Whaut hori zed URL Access to igf.idf.il/hi B ock 1
; .. . .{Unauthori zed URL Access to
157.55.39. 17 United Sates 147.237.77. 17 |nazi i df .| W nazi . i df . i | /tenpl at es/ shared/ user cont r ol s/ vodchannel / Bl ock !
Russi an .. . . |Parameter Type Molation folderid in
95.32.202. 176 Federation 147.237.77. 17 nazi i df .| nazi . i df.ilyfzmol at econtrol s/ pi cturei nfo/ pi cturei nfo. aspx Bl ock !
79. 183. 199. 65 | srael 147.237.77. 17 |nazi . i df . i |PHP At t enpt Bl ock 1
157.55.39.216 |Lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to igf.idf.il/14-5475-he B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|{Unhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx B ock 1
149. 88. 148. 16 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
87.106.19. 124 |CGer many 147.237.77. 17 |nazi . i df . i [Adm n Bl ocki ng B ock 1
77.237.138.202 |Czech Republic [147.237.77. 17 |nazi.idf.i|Uhaut hori zed Met hod HEAD for / B ock 1
66. 249. 66. 189 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed LR Access to nazi.idf.il/U..UU@ B ock 1
183. 79. 219. 168 |Japan 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed UR. Access on 147.237.77.17/robots. t xt Bl ock 1
157. 55. 39. 36 Lhited Sates 147.237.77. 17 |nazi .1 df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
62.210.101. 170 |Fance 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to nazi.idf.il/feed Bl ock 1
95.175. 35. 73 | srael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Whaut hori zed URL Access from 95. 175. 35. 73 B ock 1
79.183.199.65 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to www nazi.idf.il/xnrpc. php B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .idf . i |Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
157.55.39.240 |lLhited Sates 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to nazi.idf.il/" B ock 1
66. 249. 66. 165 | srael 147.237.77. 17 |nazi .idf.i|{Unaut hori zed URL Access to 147.237.77.17/ 3849-5035- he/ i gf . aspx B ock 1
46.116. 187. 235 |l srael 147.237.77. 17 |nazi .idf.i|Mil ti pl e Uhaut hori zed URL Access from 46. 116. 187. 235 Bl ock 1
149. 88. 160. 137 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
87.106. 19. 124  |Ger many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to www nazi.idf.il/admn B ock 1
79.178.6.213 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg B ock 1
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