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66.249. 78. 167, Lhited Sates
66. 249. 78. 242, |srael
52.35.180. 112, Lhited Sates
157.55.39.139, Lhited Sates
138. 186. 92. 212, nul |
40.77.167.7, Lhited Sates
66.249.78.174, Lhited Sates
93.172.174. 36, |srael
157.55.39. 117, Whited Sates
207.46.13.90, lhited Sates




12-11-2015 to 12-12-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
107. 150. 55. 54 Lhited Sates 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




12-11-2015 to 12-12-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess |S te |S gnat ure |Davi ce Action \Ooum \
52. 35.180. 112 Lhited Sates 147.237.77.17 nazi.idf.il C1000107: DDOS- Spoof ed HTTP Packet s B ock 1
158. 69. 214. 109 Lhited Sates 147.237.77. 17 nazi .idf.il C1000106: HTTP. naj estic bot B ock 1
188. 40. 95. 70 CGer many 147.237.77. 17 nazi.idf.il C1000106: HITP. naj estic bot ock 1




12-11-2015 to 12-12-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 6
66. 249. 78. 174 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
138. 186. 92. 212 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 2
23.249. 175. 114 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
118. 186. 221. 20 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 119 Net her | ands 147.237.77.17 nazi . idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
218. 108. 132. 58 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




12-11-2015 to 12-12-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46. 19. 85. 62 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 38
46. 19. 85. 62 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 38
84.109. 213. 55 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 36
46.19. 86. 113 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 25
46. 19. 85. 215 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 25
94. 230. 86. 209 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 17
46. 19. 85. 145 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
46. 19. 86. 113 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 16
84.108. 0. 29 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 16
46.19. 86. 188 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 83 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 188 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 4
128.232.110.28 |Wnited Kingdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
188. 120. 148. 245 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 106 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
85.93.91. 84 Ger nany 147.237.77.17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e [nonitor 3
213.57.128.197 |lsrael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
207.241.237. 211 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 106 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.171. 149 | srael 147.237.77. 17 |nazi.idf.il|Veéb Server Enforcenent Molation |Véb Servers S ow HITP Denial of Service rej ect 2
180. 97. 106. 161 |Chi na 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 2
185. 3. 144. 23 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.86.7 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
168.1.6.22 Net her | ands 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.108 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
84.108. 67. 38 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.117. 245. 208 |l srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
184.105.139. 71 |lLhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 146 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.142.177.153 |Israel 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
109. 67. 70. 209 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
213.57.164.201 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
66. 249. 78. 17 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 3. 146. 93 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 57 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST alert 1
46. 19. 85. 99 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 113 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
2.52.19.2 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
46.120. 164. 215 |l srael 147.237.77. 17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.117.128.14 |lsrael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139.72 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 180 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
149. 78. 96. 140 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
66. 249. 78. 168 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
213.57.164.201 |[Israel 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 188 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 94 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 114 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1




12-11-2015 to 12-12-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Tar get Address|Ste ‘S gnature Action ‘Count
157. 55. 39. 139 gﬁ;ttg: 147.237.77. 17 |nazi .i df . i [Unhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 3
66. 249. 78. 242 | srael 147.237.77. 17 |mazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx B ock 3
79. 180. 60. 80 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
93.172.174. 36 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
131. 253. 24. 147 gﬁ;ttg: 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
217. 55. 88. 46 Egypt 147.237.77. 17 |nazi . i df . i [Uhaut hori zed UR. Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
52. 35.180. 112 g‘;:ﬁd 147.237.77. 17 |nazi .idf.ijlllegal Byte Qode Character in Mthod B ock 1
207. 46. 13. 90 g;:: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8335-he B ock 1
37.26. 146. 198 | srael 147.237.77. 17 |mazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 1351. j pg B ock 1
157.55. 39. 117 gﬁ;ttg: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8347-he Bl ock 1
87.68. 77. 89 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/503- he/i gf . aspx B ock 1
65.55.212. 71 g‘;:ﬁd 147.237.77. 17 |nazi .idf .i |0 stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned Bl ock 1
208.115.111. 75 g;:: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to waww nazi.idf.il/14-he B ock 1
157. 55. 39. 241 g‘;:ﬁd 147.237.77. 17 |mazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
40.77.167. 34 g;:: 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/captchasecurityi nages. php B ock 1
141.212.122. 97 g‘;:ﬁd 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to /X Bl ock 1
79.181.117. 149 |lsrael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4944- he/ i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
52. 35. 180. 112 g‘;ttees 147.237.77. 17 |nazi . i df . i [INLLL Character in Mthod B ock 1
207. 46. 13.90 g‘;tt:: 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ vodchannel / B ock 1
157. 55. 39. 117 ;q;:ee: 147.237.77. 17 |mazi . i df . i fLhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ newsgal | ery/ B ock 1
40.77.167.7 g‘;tt:: 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/214-he/ B ock 1
68. 180. 228. 160 g‘;ttees 147.237.77. 17 |mazi . i df . i jUnaut hori zed URL Access to nazi.idf.il/14-7713-he B ock 1
66. 249. 64. 175 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
Unaut hori zed URL Access to
212.76.106.232 |[Israel 147.237.77. 17 |mazi .i df . i jmazi . i df . i |/ 6216- he/ i gf . aspx&a=u&ed=0ahukew xot so7npj ahugnbokhdgj ar ngj bai ea&u |B ock 1
sg=af gj cnhxvgj cl 7kj | evxsgi 9l zci ackwa
174. 129. 237. 157 g‘;tt:: 147.237.77. 17 |nazi .i df . i [haut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
46. 19, 85. 62 lsrael 147237, 77. 17 \nazi i of i Par anet er Typg Vol ati on Mast er $ucHeader $ucSear ch@ont r ol $t xt Sear ch in B ock 1
WAN mazi . i df . i 1/ 14-he/ i gf . aspx
141. 212. 122. 144 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
84.108. 0. 29 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p _storage/ fil es/ 0/ 1420. j pg B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/robot s. t xt B ock 1
52. 35.180. 112 g;g: 147.237.77. 17 |nazi .i df . i [INLLL Character in URL B ock 1
Lhi ted e o
207. 46. 13. 145 Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
40.77.167.7 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/csp/dtag B ock 1
109. 65. 6. 252 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed UR. Access to 147.237.77. 17/ sip storage/files/ 1/ 1351. | pg B ock 1
68. 180. 228. 160 g‘;ttees 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/6216-he/igf.aspx),\h B ock 1
217. 55. 88. 46 Egypt 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 1
207. 46. 13. 46 g;:: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to igf.idf.il/14-8334-he B ock 1
46.116. 83.232 |Israel 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
157.55. 39. 17 gﬁ;ttg: 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he Bl ock 1
85.93.91. 84 CGer many 147.237.77. 17 |mazi .idf .i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113- 8147- he/i gf . aspx B ock 1
52. 35.180. 112 g‘;:ﬁd 147.237.77. 17 |mazi . i df . i jlUnknown HTTP Request Method E in URL B ock 1
208.115.111. 75 g;:: 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to wwv nazi.idf.il/14-4980-he B ock 1
157. 55. 39. 240 g‘;:ﬁd 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-5475-he Bl ock 1
Lhi ted .
40.77.167. 34 Sates 147.237.77. 17 |nazi .i df . i |PHP At t enpt B ock 1

12-11-2015 to 12-12-2015




