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Top Attackers 

66.249.78.167, United States

66.249.78.242, Israel

52.35.180.112, United States

157.55.39.139, United States

138.186.92.212, null

40.77.167.7, United States

66.249.78.174, United States

93.172.174.36, Israel

157.55.39.117, United States

207.46.13.90, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

107.150.55.54 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

52.35.180.112 United States 147.237.77.17 mazi.idf.il C1000107: DDOS-Spoofed HTTP Packets Block 1

158.69.214.109 United States 147.237.77.17 mazi.idf.il C1000106: HTTP: majestic bot Block 1

188.40.95.70 Germany 147.237.77.17 mazi.idf.il C1000106: HTTP: majestic bot Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.78.167 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 6

66.249.78.174 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

138.186.92.212 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 2

23.249.175.114 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 3072 1

118.186.221.20 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

169.54.233.119 Netherlands 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

59.45.79.117 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

218.108.132.58 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.85.62 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 38

46.19.85.62 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 38

84.109.213.55 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 36

46.19.86.113 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

46.19.85.215 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 25

94.230.86.209 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

46.19.85.145 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.86.113 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

84.108.0.29 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 16

46.19.86.188 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.83 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.86.188 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

128.232.110.28 United Kingdom 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

188.120.148.245 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.106 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 3

213.57.128.197 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

207.241.237.211 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

46.19.85.106 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

2.54.171.149 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

180.97.106.161 China 147.237.77.17 mazi.idf.ildrop SAM rule drop 2

185.3.144.23 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.7 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

168.1.6.22 Netherlands 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.108 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

84.108.67.38 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.117.245.208 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.71 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.146 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

37.142.177.153 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.67.70.209 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

213.57.164.201 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

66.249.78.17 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.3.146.93 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.57 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.90 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

46.19.85.99 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

141.212.122.113 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

2.52.19.2 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.120.164.215 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

212.117.128.14 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.72 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.180 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

149.78.96.140 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

66.249.78.168 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

213.57.164.201 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.86.188 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.86.94 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.114 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

157.55.39.139
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 3

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 3

79.180.60.80 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

93.172.174.36 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

131.253.24.147
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

217.55.88.46 Egypt 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5183-he/igf.aspx Block 1

52.35.180.112
United
States

147.237.77.17 mazi.idf.ilIllegal Byte Code Character in Method Block 1

207.46.13.90
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8335-he Block 1

37.26.146.198 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

157.55.39.117
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8347-he Block 1

87.68.77.89 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/503-he/igf.aspx Block 1

65.55.212.71
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/templates/newslist/undefined Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-he Block 1

157.55.39.241
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

40.77.167.34
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/captchasecurityimages.php Block 1

141.212.122.97
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to /x Block 1

79.181.117.149 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4146-he/igf.aspx Block 1

52.35.180.112
United
States

147.237.77.17 mazi.idf.ilNULL Character in Method Block 1

207.46.13.90
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/vodchannel/ Block 1

157.55.39.117
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

40.77.167.7
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he/ Block 1

68.180.228.160
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7713-he Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

212.76.106.232 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/6216-he/igf.aspx&sa=u&ved=0ahukewjxotso7npjahugmbokhdgjarmqjbaiea&u
sg=afqjcnhxvgjcl7kj_levxsgi9lzciackwa

Block 1

174.129.237.157
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

46.19.85.62 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/14-he/igf.aspx

Block 1

141.212.122.144
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/14-he/igf.aspx Block 1

84.108.0.29 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/0/1420.jpg Block 1

66.249.78.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

52.35.180.112
United
States

147.237.77.17 mazi.idf.ilNULL Character in URL Block 1

207.46.13.145
United
States

147.237.77.17 mazi.idf.ilSuspicious Response Code Block 1

40.77.167.7
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/csp/dtag Block 1

109.65.6.252 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/1351.jpg Block 1

68.180.228.160
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/6216-he/igf.aspx),\h Block 1

217.55.88.46 Egypt 147.237.77.17 mazi.idf.ilPHP Attempt Block 1

207.46.13.46
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-8334-he Block 1

46.116.83.232 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

157.55.39.17
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

66.249.78.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-8147-he/igf.aspx Block 1

52.35.180.112
United
States

147.237.77.17 mazi.idf.ilUnknown HTTP Request Method E in URL Block 1

208.115.111.75
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-4980-he Block 1

157.55.39.240
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-5475-he Block 1

40.77.167.34
United
States

147.237.77.17 mazi.idf.ilPHP Attempt Block 1
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