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12-10-2015 to 12-11-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
84.109. 113. 120 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All _Nets drop BBL.- | srael 3
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12-10-2015 to 12-11-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 8
59.45.79. 117 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 Canada 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
208. 67. 1. 40 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




12-10-2015 to 12-11-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Ste

Sgnature

‘ Target Address

109. 64. 41. 145 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 129
46.19. 85. 157 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber aert 49
46. 19. 85. 157 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 49
61. 216. 2. 13 Tai wan 147. 237. 77. 17 \nazi i of . i Sreamng Engine: TCP Segnent Limt |TCP segnent out of maxi mum al | owned drop 45
Enf or cenent sequence. Packet dropped.
213.57.138.215 |lsrael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 42
85.93.91. 84 Ger many 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 21
84.109.132.83 |lsrael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 16
213.57.129. 141 |Israel 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 13
213.57.129.141 |lsrael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout alert 13
61. 216. 2. 14 Tai van 147.237. 77. 17 \razi i o i Sreaning Engine: TCP Segnent Linit |TCP segnent out of naxi mum al | oned drop 9
Enf or cenent sequence. Packet dropped.

194. 114. 146. 227 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
5.29. 41. 203 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 9
109. 64. 121. 146 |l srael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 5
207.241.226.39 |lLhited Sates 147.237.77. 17 |nazi . i df .i|drop SAMrul e dr op 5
37.26. 149. 222 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 4
37.26. 147. 207 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence noni t or 4
54.172.17.117 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
54.173.9. 10 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At ack SYN - > SYN-ACK -> RST rej ect 4
213.57.128.172 |lsrael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 92 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 4
84.109. 214. 160 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 4
84.108. 64. 152 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 3
37.26.149. 222 |lsrael 147.237.77. 17 |nazi . i df .i|Bad TCP sequence Inval id ACK nunber noni t or 3
2.54.169. 25 | srael 147.237.77. 17 |nazi . i df . i [Veéb Server Enforcenent Mol ation Vb Servers 9 ow HITP Denial of Service rej ect 2
5.22.134. 68 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
80. 175. 199. 144 |Unhited Ki ngdom|147.237.77. 17 [nazi.idf.i[|Bad TCP seqguence SYNretransmt wth different w ndow scal e noni t or 2
2.54.31.94 | srael 147.237.77. 17 |nazi . i df . i [Véb Server Enforcenent Mol ation Vb Servers d ow HITP Denial of Service rej ect 2
61.216.2. 14 Tai wan 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134.120 | srael 147.237.77. 17 |nazi . i df .i|Bad TCP sequence Inval id ACK nunber noni t or 2
157.55.39.212 |lhited Sates 147.237.77. 17 |nazi .i df . i [SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 2
84.108. 64. 152 |lsrael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber alert 2
2.54.147.191 | srael 147.237.77. 17 |nazi . i df .1 |Véb Server Enforcenent Mol ation Vb Servers d ow HITP Denial of Service rej ect 2
89.138.253.48 |lIsrael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
37.26.147. 138 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
61.216. 2. 14 Tai wan 147.237.77. 17 |nazi .i df .i |B ock HTTP Non Conpl i ant Response out of state noni t or 1
188. 120. 148. 148|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 1
5. 28.158. 91 | srael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN- ACK -> Ti neout alert 1
46.117. 74. 210 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST alert 1
46.19. 86. 138 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 85. 129 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber alert 1
85. 64. 206. 22 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invali d ACK nunber noni t or 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
209. 73. 141. 89 g”;(’;ymus 147. 237.77. 17 |nazi .i of .i [Bad TCP sequence I'nval i d ACK nunber monitor |1
5. 29. 234. 58 | srael 147.237.77. 17 |nazi .i df . i |[SYN At t ack SYN -> SYN ACK -> RST rej ect 1
184. 105. 247. 203|Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 227 | srael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 132|Lhited Sates 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 69 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 1
104. 128. 144. 131|Canada 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
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5. 29. 248. 83 | srael 147.237.77. 17 |nazi .idf .i D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/newslist/undefined |B ock 8
. . {Unaut hori zed URL Access to
66. 249.78. 254 I srael 147.237.77. 17 nazi i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bt ock 4
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 3
85.93.91. 84 Cer many 147.237.77. 17 |nazi .idf .1 |D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt Bl ock 3
46.118. 155. 216 |lkrai ne 147.237.77. 17 |nazi .idf . i |Mil ti pl e Uhaut hori zed URL Access from 46. 118. 155. 216 Bl ock 3
85.93.91. 84 Ger many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 3
84.95.148. 4 | srael 147.237.77. 17 |nazi . i df . i |Uaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
40.77.167. 31 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 2
85. 250. 227. 151 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 2
79.179.231. 9 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
213.151. 47. 75 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
79.181. 50. 142 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned Bl ock 2
207. 46.13. 121 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 599- he/ nazi . aspx Bl ock 1
Russi an .. . {Unaut hori zed URL Access to
188.143. 232. 10 Federati on 147.237.77. 17 nazi i df .| W nazi . i df . i1/t enpl at es/ shar ed/ user cont rol s/ newsgal | ery/ Bl ock !
66. 249. 78. 167 | srael 147.237.77. 17 |nazi . i df . i |{Unhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned Bl ock 1
46.118. 155. 216 |krai ne 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
109. 64. 41. 145 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848-5183- he/ i gf . aspx Bl ock 1
82. 81. 250. 195 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
193. 169. 70. 108 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined Bl ock 1
157. 55. 39. 240 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-8330-he Bl ock 1
61.216. 2. 14 Tai wan 147.237.77. 17 |nazi.idf.i|ll1egal Byte Gode Character in Mthod B ock 1
: .. . . {Unaut hori zed URL Access to
40.77.167.7 United Sates 147.237.77. 17 nazi i df .| wan nazi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
85. 250. 227. 151 |l srael 147.237.77. 17 |nazi .idf . i |Mil ti pl e Uhaut hori zed URL Access from 85. 250. 227. 151 Bl ock 1
79.183. 165. 249 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
208.90.57.196 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to wwwy nazi.idf.il/joinnmailinglist.aspx B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 1
’ .. . -{0Ostributed Unaut hori zed URL Access on
192.0.112. 242 |Whited Sates 147.237.77. 17 |nazi .idf .i 147. 237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
131.253.26.239 |lLhited Sates 147.237.77. 17 |nazi .idf .i |0 stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefined |B ock 1
46.118. 155. 216 |lkrai ne 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php Bl ock 1
2.52.44.117 | srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to 147.237.77.17/sip storage/files/ 1/ 1351. | pg Bl ock 1
66. 249. 93. 103 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5010- 6876- he/ i gf . aspx Bl ock 1
199. 255. 210. 15 g”&;ymus 147.237.77. 17 |nazi . i of . i |Uhaut hori zed URL Access to 147.237.77. 17/ f avi con. i co B ock 1
176. 13. 10. 168 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/sip storage/ Bl ock 1
65.55.211.245 |lhited Sates 147.237.77. 17 |nazi .idf .i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned |B ock 1
79.183. 165. 249 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnhrpc. php Bl ock 1
209. 73. 141. 89 g”&;ymus 147. 237.77. 17 |nazi .i of . i [Unaut hor i zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3834- 10288- he/ i gf . aspx Bl ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3834- 9315- he/ i gf . aspx Bl ock 1
192.0.112. 242 |Lhited Sates 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 3849-5035- he/ i gf . aspx Bl ock 1
141. 212.122. 129|lLhited Sates 147.237.77. 17 |nazi .i df . i [Mal formed URL proxytest. zmap. i o: 80 Bl ock 1
54.172.254.246 |lhited Sates 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to igf.idf.il/news Bl ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df .i|Unaut hori zed URL Access to 147.237.77.17/ 5675- 7792- hel i gf . aspx Bl ock 1
207. 46.13. 121 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed UR. Access on 147.237.77. 17/ robots. t xt Bl ock 1
183. 79. 220. 201 |Japan 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed UR. Access on 147.237.77. 17/ robots. t xt Bl ock 1
65. 55. 212. 75 Lhited Sates 147.237.77. 17 |nazi .idf .i|D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newslist/undefi ned |B ock 1
85. 250. 227. 151 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mnazi.idf.il/xnmrpc. php Bl ock 1
80.175.199. 144 |Wnited Ki ngdom |147.237.77.17|nazi.idf.i|Too Many Headers per Request - 27 Headers Bl ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77. 17/ 4943- 8360- he/ i gf . aspx Bl ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 5551-6171- he/i gf . aspx Bl ock 1
192.114.91. 213 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/5580-7562- he/i gf . asp Bl ock 1
157.55.39.212 |Lhited Sates 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ vodchannel / |B ock 1
61.216. 2. 13 Tai wan 147.237.77. 17 |nazi .idf.i|ll1egal Byte Gde Character in Mthod Bl ock 1
: . - {Unaut hori zed URL Access to
40.77.167.7 United Sates 147.237.77. 17 nazi i df .| nazi.idf.il/tenpl at es/ shar ed/ user control s/ vodchannel / Bt ock !
12-10-2015 to 12-11-2015




