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12-08-2015 to 12-09-2015

|Top Attackers | n DDoS- Def ence |

|Atacker Geo |Target Address

Attacker Address

|gte

|9 gnature

| Devi ce Action |DP location. Location

|Count |

66. 249. 78. 167 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 419
66. 249. 78. 181 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 218
45.32.246. 5 147.237.77.17 |nazi.idf.il |Invalid TGP H ags drop BBL- Fr ankf urt 5
107. 150. 43. 205 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste |Sgna1ure |Davice Action |Oount |
220. 156. 184. 4 I ndia 147.237.77. 17 nazi.idf.il 228 HITP. AhrefBot craw er Bl ock 2
185. 106. 94. 91 147.237.77. 17 nazi .idf.il Q003: HITP: phpM/Admi n access B ock 1
188. 165. 15. 231 F ance 147.237.77. 17 nazi .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste |9 gnature | count |
189. 38.90. 212 |Bazil 147.237.77. 17 |nazi .idf.il|SQ Injection - Select From 24
66.249.78.174 |lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sA (2) 2
66.249.78.181 |lhited Sates 147.237.77. 17 |nazi . idf .i |ET SCAN NVAP -sA (2) 2
45. 32. 246.5 147.237.77. 17 |nazi . idf .i |ET SCAN NVAP -f -sS 1
45. 32. 246. 5 147.237.77. 17 |nazi .idf.i|ET SCAN NVAP -sS wi ndow 3072 1
45. 32. 246. 5 147.237.77.17 |nazi .idf.il|ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.77. 17 |nazi .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
45. 32. 246.5 147.237.77. 17 |nazi . idf.i |ET SCAN NVAP -sS wi ndow 2048 1
45. 32. 246.5 147.237.77. 17 |nazi . idf.i |ET SCAN NVAP -sS wi ndow 4096 1
59.45.79. 117 Chi na 147.237.77. 17 |nazi .idf.il|ET SCAN Potential SSH Scan 1
121.129. 45. 126 |Korea, Republic of |147.237.77.17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
81.218.148.177 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 53
45. 32. 246.5 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 51
45. 32. 246.5 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> RST alert 49
46.19. 86. 1 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 38
79.182.101.220 |lsrael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 36
88. 212. 40. 229 9 ovaki a 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 16
5.28.159. 7 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 13
185. 106. 94. 2 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 12
89. 139. 161. 8 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 10
2.52.58.176 | srael 147.237.77. 17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 9
37.46.39. 124 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
46.19. 86. 202 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 9
213.57.134.254 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
89. 139. 161. 8 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndowscal e |alert 6
207.241.226.39 |Wited Sates 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 5
46.19. 86. 1 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 28 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack rej ect 4
85.93.91. 84 Ger nany 147.237.77. 17 |nazi.idf.il{Bad TGP sequence SN retransmt wth different wndow scal e |nonitor 4
79. 180. 62. 211 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
109. 67. 217. 250 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213.57.135.234 |Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
85. 64. 215. 25 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e [nonitor 4
128.232.110. 28 |United Kingdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
5. 102. 254. 137 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 221 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
37.26.147. 194 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
176. 12. 149. 147 |l srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
41.234.117. 145 |Egypt 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 2
207. 46. 13. 145 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.29.115 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Molation |Véb Servers S ow HITP Denial of Service rej ect 2
207. 46. 13. 126 Lhited Sates 147.237.77.17 |nazi .idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
94. 230. 86. 134 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
37.26.147. 194 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d sequence nunber noni t or 1
216.218.206. 111 |[Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 140 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 86. 64 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
46. 19. 85. 84 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.121.192 |lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST alert 1
84.94.32.197 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
2.54.135. 42 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 211 |lLhited Sates 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
176.12.143. 107 |l srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber alert 1
46.19. 85. 188 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 28 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 1
94. 230. 86. 197 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
37. 26. 148. 232 | srael 147.237.77. 17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
87.69. 188. 76 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
216.243.31. 2 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.29. 105. 248 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
46.19. 86. 117 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1




12-08-2015 to 12-09-2015

|Top Attackers In V\AF|

Devi ce

‘Attacker Go Target Address |Ste ‘S gnature Acti on ‘Count
5.9.98.130 Ger nany 147.237.77. 17 |nazi .idf.i|Mul ti pl e Uhaut hori zed URL Access fromb5. 9. 98. 130 Bl ock 24
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 2
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
89.139. 161. 8 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4637-5227- he/ i gf . aspx Bl ock 2
81.218.241.26 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/inmages/trans. gif Bl ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 6578-9991- he/ i gf . aspx B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-4980-he Bl ock 1
Russi an .. {Unauthori zed URL Access to
188.143. 232. 26 Federati on 147.237.77. 17 |nazi . i df .| nazi .idf.il/tenpl at es/ shared/ user cont rol s/ newsgal | ery/ B ock !
108. 61. 211. 243 [Ger nany 147.237.77. 17 |nazi .i df . i |Admi n Bl ocki ng B ock 1
79. 180. 140. 100 |l srael 147.237.77. 17 |nazi .i df . i |PHP Att enpt Bl ock 1
.. . {Unauthori zed URL Access to
66.249.78. 248 || srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66.249. 78. 174 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-8334-he B ock 1
207.46.13. 140 |lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8333-he Bl ock 1
157.55.39. 9 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
40.77.167.0 Lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/6221- 9268- he/ i gf . aspx Bl ock 1
85. 64. 215. 25 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx Bl ock 1
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
188. 143. 232. 41 :Z::;’} o 147.237.77. 17 |nezi .i of .i {Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 41 B ock 1
108. 61. 211. 243 |Ger many 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/adnmn B ock 1
5.9.98. 130 Ger nany 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/shared/ usercontrol s/ vodchannel / Bl ock 1
79. 180. 140. 100 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 3834- 8928- he/ i gf . aspx B ock 1
66. 249. 78. 181 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/450-he. aspx Bl ock 1
207.46.13. 145 |lhited Sates 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8345-he Bl ock 1
157.55.39. 241 |lhited Sates 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-4983- he B ock 1
40. 77.167.0 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
85.93.91. 84 Cer many 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
79.177.128. 113 |l srael 147.237.77. 17 |nazi .i df .i {D stributed PH? Attenpt B ock 1
66. 249. 78. 174 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8330-he Bl ock 1
195. 62. 53. 168 RUss an 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to /css/css Bl ock 1
Feder ati on
131. 253. 36. 205 |Lhited Sates 147.237.77. 17 |nazi . i df . i {D stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl at es/ newslist/undefined |B ock 1
31.13.100.112 |lreland 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to mazi.idf.il/4634-5228-he/i gf . aspx&andbox=1 Bl ock 1
Russi an .. . . |Parameter Type Molation folderid in
80. 254.120. 27 Federati on 147.237.77. 17 |nazi i df .| nazi.idf.il)lfgnplatecontrol s/ pi cturei nf o/ pi ct urei nf 0. aspx Bl ock !
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
207.46.13.145 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/conmon/| ogi ni nfo. aspx B ock 1
.. .JUnauthorized URL Access to
66.249.78. 230 | srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx B ock !
176. 228. 186. 39 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 14-hel i gf . aspx Bl ock 1
79.177.128. 113 |l srael 147.237.77. 17 |nazi .idf.i |D stri buted Uhaut hori zed URL Access on nazi.idf.il/xnrpc. php Bl ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 5551- 9439- he/ i gf . aspx B ock 1
66. 249. 78. 174 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/14-8331-he Bl ock 1
207.46.13. 140 |lhited Sates 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 207. 46. 13. 140 Bl ock 1
157.55.39.9 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 5010- 9094- he/ i gf . aspx B ock 1
37.46.39. 124 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files Bl ock 1
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