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12-07-2015 to 12-08-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Atacker Geo |Target Address

|gte

|9 gnature

| Device Action |DP location. Location |Count |
66. 249. 78. 181 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 2986
66. 249. 78. 174 | srael 147.237.77.17 |nazi.idf.il |TQP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3
167. 88. 10. 194 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
167. 88. 10. 196 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




12-07-2015 to 12-08-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S 1] |S gnat ure | Devi ce Action |Oount
159. 253. 145. 150 Lhited Sates 147.237.77. 17 nazi.idf.il Q095: Suspi ci ous Addresses MFA Permt 17
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi . idf.il C228: HITP.  AhrefBot craw er B ock 1




12-07-2015 to 12-08-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 78. 174 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 106. 94. 16 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
52.35.112. 29 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
120. 26.137. 112 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




12-07-2015 to 12-08-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Device Action  |Count |
192. 116. 215. 34 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1369
46.19. 85. 3 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber alert 25
46. 19. 85. 3 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 25
46. 19. 86. 20 | srael 147.237.77. 17 nazi.idf.il |drop SAMrul e drop 21
109. 67. 10. 105 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
5. 102. 254. 115 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 10
213.57.216. 210 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
37.26. 148. 210 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 9
85. 250. 108. 44 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 9
213.57.216. 210 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 9
5. 28. 145. 64 | srael 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
46.19. 85. 148 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 8
213.57.128.172 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 86. 8 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 7
85.93.91. 84 CGer many 147.237.77. 17 nazi.idf.il [Bad TCP sequence SYNretransmit wth different w ndow scal e noni t or 5
46. 19. 86. 8 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
138. 163. 240. 42 Lhited Sates |147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
213.57.128. 98 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 5
31.168.177.173 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57.129. 216 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 4
213.57.135. 234 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
62.219. 111. 149 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 86. 35 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
94. 230. 86. 173 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
37.26.148. 210 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
134. 249. 140. 99 Lkr ai ne 147.237.77. 17 nazi .idf.il |drop SAMrul e drop 3
37.26. 146. 168 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 2
46.19. 86. 239 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
149. 78. 165. 107 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 2
46.19. 85. 130 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 155. 147 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
81.17.31.222 Sii t zer| and 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber alert 1
46.19. 86. 239 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
176. 13. 7. 109 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 1
46. 19. 86. 45 | srael 147.237.77.17 nazi .idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 192 Lhited Sates |147.237.77.17 nazi.idf.il [SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 188 | srael 147.237.77. 17 nazi.idf.il [SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 57 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
82. 80. 193. 236 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
207.161. 188. 79 Canada 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
37.26. 148. 210 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval i d sequence nunier alert 1
66. 249. 78. 181 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
185. 3. 146. 229 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 204 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 1
161. 202. 72. 182 Net her | ands 147.237.77. 17 nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 22 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 1
138. 163. 240. 42 Lhited Sates |147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 1
46.19. 85. 146 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 1
81.17.31.222 Sii t zer| and 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1
202. 180. 34. 186 Japan 147.237.77. 17 nazi .idf.il |drop SAMrul e drop 1




12-07-2015 to 12-08-2015

|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Ste ‘Sgnature Devi ce

‘Count

Geo Action
.. {Unauthori zed URL Access to

66.249.78. 248 I srael 147.237.77. 17 nazi i df .| 147.237.77. 17/ tenpl at econtr ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock 2
85.93.91. 84 Cer many 147.237.77. 17 |n@azi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 2
108. 61. 211. 243 |Ger many 147.237.77. 17 |nazi . i df . i |Adm n Bl ocki ng B ock 1
79.183.115. 163 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
157. 55. 39. 240 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mazi.idf.il/14-5475-he B ock 1
65. 55. 210. 74 Lsh'mt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
109. 67.217. 139 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to waww nazi . idf.il/xmrpc. php B ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to mazi.idf.il/ xx-AZAS B ock 1

Lhited .. . {Unauthori zed URL Access to
207.46.13. 140 Sates 147.237.77. 17 nazi i df .| wan nazi . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
66. 249. 78. 181 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/450-he/igf.aspxx™x—xT™x"xa B ock 1
40. 77. 167. 88 g];::: 147.237.77. 17 |nazi . idf.i|Mil tipl e Unaut hori zed URL Access from40. 77. 167. 88 B ock 1
157.55.39.9 LSthlatt:sd 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
108. 61. 211. 243 |Ger many 147.237.77. 17 |nazi .idf .i|Uhaut hori zed URL Access to igf.idf.il/admn B ock 1
79.183. 115. 163 |l srael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 113-9243- he/i gf . aspx B ock 1
157. 55. 39. 240 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
66.249. 78. 167 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 1
138. 163. 240. 42 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/english B ock 1
85. 250. 50. 45 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
207. 46. 13. 145 ;ﬂ;ttee: 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefined B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5675- 7805- he/ i gf . aspx B ock 1
54.84.211. 100 g];::: 147.237.77. 17 |nazi .idf.i (D stributed PHP Attenpt B ock 1
157. 55. 39. 129 LSthlatt:sd 147.237.77. 17 |nazi . i df . i jUhaut hori zed URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ vodchannel / B ock 1
109. 67. 10. 105 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx B ock 1
80. 246. 133. 99 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 4943- 8361- he/ i gf . aspx B ock 1
157. 55. 39. 245 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ sip_storage/fil es/ 6/ 3376. j pg B ock 1

.. . .JUnauthori zed URL Access to

66.249.78.168 I srael 147.237.77. 17 |nazi i df .| ww nazi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ newsgal | ery/ Bl ock !
40.77.167.0 LSthlatt:sd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 692- he/ i gf . aspx B ock 1

Lhited A - .
141. 212. 122. 129 Sates 147.237.77. 17 |nazi .idf.i|D stributed Mal forned URL B ock 1
85. 250. 50. 45 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
79.182.172. 25 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
54.84.211. 100 g];::: 147.237.77. 17 |n@azi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/wp-Iogin. php B ock 1
157. 55. 39. 177 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 5374-hel i gf . aspx B ock 1
109. 67. 217. 139 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
84.94.161. 187 | srael 147.237.77. 17 |n@zi . i df .i |Lhaut hori zed UR. Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 7/ 1087. | pg B ock 1
207. 46. 13. 140 LSthlatt:sd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ vodchannel / B ock 1
66.249. 78. 174  |lsrael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed UR. Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 1
40.77.167.10 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
149. 78. 165. 107 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
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