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Top Attackers

W 66.249.78. 174, |srael
5.9.156.11, Gernany

W 106. 38. 241. 106, China
66. 249. 78. 254, | srael

W 109. 64. 113. 250, |srael

H 220.156. 184. 4, India

[ 66.249.78.248, |srael

W 66.249.78.242, |srael
85. 250. 52. 153, | srael

W 41.34.134. 160, Egypt




12-05-2015 to 12-06-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Atacker Geo |Target Address
66. 249. 78. 174

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3666
109. 64. 113. 250 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 5
202.112. 51. 96 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




12-05-2015 to 12-06-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te
106. 38. 241. 106 Chi na

|Sgna1ure \I:evi ce Action |Oount |
147.237.77. 17 nazi.idf.il Cl03: HITP: User Agent Sogou+web+spi der B ock 6
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi . idf.il 228: HITP.  AhrefBot craw er B ock 3




12-05-2015 to 12-06-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |Ste

| gnature

|Count|

85. 97. 38. 244 Tur key 147.237.77. 17 |nazi .idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potentia Scan or Brute Force |1
138. 121. 34. 52 147.237.77. 17 |nazi .i df . i l|ET SCAN Potential SSH Scan 1
93. 158. 215. 45 Net her | ands 147.237.77. 17 |nazi .idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
151. 236. 217. 221 |Uni ted Ki ngdom|147.237.77.17 |nazi.idf.il|[ET SCAN NVAP -sS w ndow 1024 1




12-05-2015 to 12-06-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
185.112.102. 211 147.237.77. 17 |nazi.idf.il|{drop SAMrul e drop 204
79.183. 49. 213 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |[nonitor 79
109. 65. 50. 128 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 64
87.69. 79. 45 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 52
2.54.141. 245 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 25
185. 3. 144. 54 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d sequence nunber noni t or 20
188. 120. 148. 150 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
46. 19. 86. 72 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46. 19. 86. 105 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 16
79.176.102. 168 |[Israel 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e [nonitor 13
46. 19. 86. 72 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 12
5.22.131.152 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 196 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 10
46. 19. 85. 196 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 9
2.54. 141. 245 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 9
46.19. 86. 105 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 85. 252 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
109. 186. 18. 45 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 9
37.46.39. 112 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
217.132.91.252 |Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 4
213. 8. 204. 47 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransmt wth different wndow scal e |nonitor 4
46.19. 85. 166 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 154 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 4
46.19. 85. 166 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber alert 4
5.9.156. 11 Cer many 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 3
206. 253.226.22 |lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different wndow scal e |[nonitor 3
66. 249. 78. 167 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
5. 102. 254. 54 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 2
2.54.8.93 | srael 147.237.77.17 |nazi .idf.il|Véb Server Enforcenent Mol ation |Véb Servers S ow HITP Denial of Service rej ect 2
46.19. 85. 216 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 28 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
68. 180.228. 160 |lLhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
66. 249. 78. 167 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 2
74.82.47.52 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST aert 1
46.19. 86. 133 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
141.212.121.192 |lhited Sates 147.237.77.17 |nazi .idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 1
46.19. 86. 4 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.173. 139. 97 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.111. 224. 55 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 1
202.112. 51. 96 Chi na 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
46.117. 36. 178 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
151. 236. 217. 221 |United Ki ngdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.183 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.251.198 |[Israel 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 1
85. 65. 71. 107 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
208.115.111.75 |Whited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
37.142.64. 23 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
195. 60. 232. 57 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1




12-05-2015 to 12-06-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo Target Address |Ste ‘S gnature Acti on ‘Count
5.9.156. 11 CGer many 147.237.77. 17 |nazi .idf.i Ml ti pl e Unaut hori zed URL Access fromb5. 9. 156. 11 Bl ock 43
2.52.180. 149 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
85. 250. 52. 153 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 2
5.107.167.116 |lhited Arab Bmrates |147.237. 77. 17 |nazi .idf.i|Uhaut hori zed UR. Access to mnazi.idf.il/xnirpc. php B ock 1
151. 241. 113. 122 :)fra”' Islamc RpUBliq, 17 537 77 17|mazi.idf . i [Mil ti pl e Ml formed URL from 151. 241. 113. 122 H ock 1
79.183. 49. 213 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx Bl ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3848- 5222- he/ i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
37.142.64.73 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to waww nazi . idf.il/xnmrpc. php Bl ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/5676-7827-he/ifg. aspx Bl ock 1
141.212.121. 176|lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8331-he B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 5010- 7632- he/ i gf . aspx Bl ock 1
64. 79. 85. 205 Lhited Sates 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/shared/ usercontrol s/ vodchannel / B ock 1
31.210.187.202 |lsrael 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 1
157. 55. 39. 22 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 6221- 9268- he/ i gf . aspx Bl ock 1
85. 64.57. 175 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 5551- 5809- he/ i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 165- 8946- he/ i gf . aspx Bl ock 1
206. 253. 226. 22 |lhited Sates 147.237.77. 17 |nazi .idf.i|D stributed Unhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
41.34.134.160 |Egypt 147.237.77. 17 [nazi .idf . i |PHP At t enpt B ock 1
5.9.156. 11 CGer many 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/7247-11477- he/ 404. aspx Bl ock 1
141.212.122.64 |lhited Sates 147.237.77. 17 |nazi . i df . i |Mal formed URL proxytest. znap. i 0: 80 Bl ock 1
: .. . .{Unauthori zed URL Access to
68. 180. 228. 160 Lnited Sates 147.237.77. 17 |nazi . i df .| nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / Bl ock !
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
.. . {Unauthori zed URL Access to
66.249.64. 175 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ tenpl at econtrol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
157. 55. 39. 22 Lhited Sates 147.237.77. 17 |nazi . i df .i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
31.210.187. 202 |lsrael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 31.210. 187. 202 B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 6752- 10682- he/ i gf . aspx Bl ock 1
206. 253. 226. 23 |Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
41.34.134.160 |Egypt 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
5.107.167.116 |Uhited Arab BEmirates |147.237. 77. 17 |nazi.idf.i|D stributed PHP Attenpt B ock 1
151. 236. 217. 221|hi t ed Ki ngdom 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 14-he/i gf . aspx Bl ock 1
79.176.102. 168 |l srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/571-he/ i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 3728- 10383- he/ i gf . aspx Bl ock 1
66. 249. 78. 164 | srael 147.237. 77. 17 |vazi i o i Unaut h;)ri zed URL Access to mmazi.idf.il/7343-11581- he/ xoex@ex? x'x'xe B ock 1
xexex2. aspx
157.55.39. 214 |lLhited Sates 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/5374-he/i gf . aspx B ock 1
37.142.64.73 | srael 147.237.77. 17 [nazi .idf . i |PHP At t enpt B ock 1
109. 67. 139. 27 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/5035 Bl ock 1
5.9.156. 11 Ger many 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to nazi.idf.il/14-7707-he B ock 1
.. . .{Unauthori zed URL Access to
66.249.78.254 I srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ tenpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i |{Unhaut hori zed URL Access to 147.237.77.17/ 120- he/ nazi . aspx B ock 1
207. 46. 13. 20 Lhited Sates 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113-11618- he/ i gf . aspx Bl ock 1
46.19. 86. 181 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571- he/ i gf . aspx B ock 1
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