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Top Attackers

66. 249. 78. 174, | srael
67.216.79.204, Lhited Sates
207.241.226.42, Whited Sates
222.84.7.172, China
66.249.78.181, Lhited Sates
106. 38. 241. 106, Chi na
84.111.7.9, |srael

66. 249. 78. 248, | srael

66. 249. 78. 167, | srael

66. 249. 78. 242, | srael




12-04-2015 to 12-05-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
66. 249. 78. 174

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 981
202.112. 51. 96 Chi na 147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




12-04-2015 to 12-05-2015

|Top Attackers In IPS|

Attacker Address |At tacker Geo \Tar get Address | Devi ce Action |Count |
67.216. 79. 204 Lhited Sates 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 132
67.216. 79. 204 Lhited Sates 147.237.77. 17 nazi.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 14
222.84.7.172 Chi na 147.237.77. 17 nazi.idf.il |CL000108: HITP. Trying to | ocate existing FO<editor B ock 10

106. 38. 241. 106 Chi na 147.237.77. 17 nazi.idf.il |Cl03: HITP: User Agent Sogou+web+spi der B ock 5

220. 156. 184. 4 I ndi a 147.237.77. 17 nazi.idf.il |[C228: HITP.  AhrefBot craw er B ock 1




12-04-2015 to 12-05-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
67.216. 79. 204 Lhited Sates 147.237.77. 17 nazi .idf.il SQ Injection - Select Fom 96

66. 249. 78. 181 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sA (2) 6

208. 80. 155. 223 Lhited Sates 147.237.77. 17 nazi.idf.il Tehila - Perl LV wth fake user agent 3

85. 17. 156. 69 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1

59. 45.79. 117 Chi na 147.237.77. 17 nazi .idf.il ET SCAN Potential SSH Scan 1
114.215.111. 222 Chi na 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1

209. 126. 116. 147 Lhited Sates 147.237.77. 17 nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1




12-04-2015 to 12-05-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
46.19. 85. 78 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 170
46.19. 85. 78 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 101
213.57.135. 37 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 84
213.57.132. 99 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
46. 19. 85. 226 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 36
213.57.133. 97 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 32
84.228.156.235 |lsrael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 17
149. 88. 9. 83 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
46.19. 85. 185 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 17
46.19. 86. 175 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
89.138.161. 127 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 9
213.57.128.231 |Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 9
72.27.5.33 Janai ca 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 9
188. 120. 148. 188 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 9
89. 138. 68. 250 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
46. 120. 232. 48 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 9
94. 230. 86. 162 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 6
46.19. 85. 226 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
46.117.178. 75 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 4
46. 19. 85. 95 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 4
149. 88. 83. 88 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
94. 230. 86. 175 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
84.111. 209. 38 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
84.108. 64. 152 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 4
87.68.17. 50 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 4
213.57.131.193 |lIsrael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 120. 232. 48 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 4
84.108. 64. 152 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
79.178.178.156 |l srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.117.178.75 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransmit wth different w ndow scal e alert 4
46. 19. 85. 95 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
84. 229. 94. 253 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
213.57.132. 40 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 4
85.130. 180. 152 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
2.54.138. 33 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Veéb Servers S ow HITP Denial of Service rej ect 2
192. 116. 55. 44 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunber noni t or 2
46.120. 178. 137 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 2
41.69. 251. 43 Egypt 147.237.77.17 |nazi.idf.il|drop SAMrul e drop 2
216.218.206.80 |lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 55 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
84.109. 104. 22 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.128.231 |lIsrael 147.237.77.17 |nazi.idf.il{SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
79.183. 6. 120 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
184.105. 139. 100 |lhited Sates |147.237.77.17 |[nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 140 |lhited Sates |147.237.77.17 |[nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 81 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
84.229.132.208 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
41.186. 56. 200 Rwanda 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108. 13. 69 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
2.52.168. 241 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1




12-04-2015 to 12-05-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |Ste ‘S gnature Action ‘Count
207. 241. 226. 42 gﬁ;ttg: 147.237.77. 17 |nazi .idf . i |Mil ti pl e Unaut hori zed URL Access from 207. 241. 226. 42 B ock 30
207.241. 226. 42 Lshlalt:: 147.237.77. 17 |nazi . idf.i|D stributed PH? At enpt B ock 27
84.111.7.9 | srael 147.237.77. 17 |nazi .idf.i [Mil tipl e Unaut horized URL Access from84.111.7.9 B ock 4
84.108. 64. 152 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
66.249. 78. 167 |l srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 167 B ock 2
89.138.161. 127 |Israel 147.237.77. 17 |nazi .idf.i |D stributed Unaut hori zed URL Access on 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/113-9731- he/i gf . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 14-he/ i gf . aspx B ock 1
54. 68. 97. 166 gﬁ;ttg: 147.237.77. 17 |nazi .idf .i|D stributed Unauthorized URL Access on 147.237.77. 17/ 4944- hel i of . aspx B ock 1
208.115.111. 75 Lshlmt:s 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7712-he B ock 1
149. 88. 9. 83 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
84.111.7.9 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 6051- 8836- he/ i gf . aspx B ock 1
66. 249. 78. 167 |l srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
37.142. 64. 63 | srael 147.237.77. 17 |nazi .idf .i|Uhaut hori zed URL Access to igf.idf.il/xnrpc.php B ock 1
109. 64. 154. 100 |l srael 147.237.77. 17 |nazi .idf.i|{Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. | pg B ock 1
69. 195. 124. 103 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to mazi.idf.il/14-5475-he B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
212.143. 118. 159|I srael 147.237.77. 17 |nazi .idf.i |PHP At t enpt B ock 1
66. 249. 64. 2 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-8347-he B ock 1
207. 46. 13. 20 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5010- 9094- he/ i gf . aspx B ock 1
84. 229. 94. 253 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi .1 df.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 78. 181 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/450- he. aspx B ock 1
46.19. 85. 125 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 1351. j pg B ock 1
109. 186. 5. 104 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 165- 9366- he/ i gf . aspx B ock 1
212.143.118. 159]l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
.. . {Unauthori zed URL Access to
66. 249.64. 175 | srael 147.237.77. 17 nazi i df .| 147. 237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
2.54.55. 68 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
207. 46. 13. 40 g];::: 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
87.68. 17. 50 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/sip_storage/fil es/ 3/ 1613. | pg B ock 1
66. 249. 78. 254 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 113-9045- he/ i of . aspx B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi .idf.i|D stribut ed Unauthori zed URL Access on 147.237.77. 17/ 3849-5035- he/ i gf . aspx B ock 1
46.117.178.75 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
207.241. 226. 42 Lshlmt:s 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to mazi.idf.il/5220-he/ pi wi k. php B ock 1
141.212.122. 129 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to /x B ock 1
66. 249. 78. 248 | srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/ 3697- 10782- he/ i gf . aspx B ock 1
213.151. 34. 214 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2181. j pg B ock 1
37.142. 64. 63 | srael 147.237.77. 17 |nazi .idf.i |PHP At t enpt B ock 1
Lhi ted .. . {Unauthori zed URL Access to
207.46.13. 159 Sates 147.237.77. 17 nazi i df .| Wy nazi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ vodchannel / Bl ock !
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