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79.176. 223. 134, |srael

66. 249. 78. 242, | srael

66. 249. 78. 254, | srael
220.156.184. 4, India

87.69. 177. 65, |srael
157.55.39.186, Lhited Sates
217.132.54. 93, |srael
79.179.128. 211, Israel

131. 253.25. 137, lhited Sates
31.154.91. 107, |srael




12-03-2015 to 12-04-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo | Target Address |gte | gnature | Devi ce Action |CP | ocati on. Locat i on | count
180. 97. 106. 36 Chi na 147.237.77. 17 nazi.idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




12-03-2015 to 12-04-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
220. 156. 184. 4 I ndi a 147.237.77.17 nazi . idf.il (228: HITP.  AhrefBot craw er B ock 4




12-03-2015 to 12-04-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
66. 249. 78. 181 Lhited Sates |147.237.77.17 |mazi.idf.il|ET SCAN NVAP -sA (2) 2
81. 169. 251. 74 Cer many 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 46 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147 [Lhited Sates |147.237.77. 17 |nazi.idf.i||ET SCAN Potential SSH Scan 1
61.238. 90. 151 Hong Kong |147.237.77.17 |nazi.idf.il|ET SCAN Behavi oral Lhusual |y fast inbound Tel net (onnections, Potential Scan or Brute Force 1
94. 102. 48. 195 Netherlands |147.237.77.17 |nazi.idf.il|ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147 |[Lhited Sates |147. 237. 77. 17 |nazi.idf.iI|ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.77. 17 |nazi.idf.i||ET SCAN NVAP -sS wi ndow 1024 1




12-03-2015 to 12-04-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
2.52.9.55 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 20
46. 19. 85. 250 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 13
46.19. 85. 224 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 10
87.69. 79. 45 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 9
79.181. 155. 218 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence SYNretransmt wth different wndow scale |nonitor 7
37.26. 146. 149 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 201 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.9.55 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
213.57.134.190 |[Israel 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
46.19. 86. 137 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 193 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
113. 240. 250. 155 |Chi na 147.237.77. 17 |nazi.idf.il|{drop SAMrul e dr op 4
5.29. 163. 12 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 4
207.232.21.105 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 4
46. 19. 86. 193 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
84.108. 137. 29 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 4
207.232.21.105 |lsrael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 234 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 2
128.232.110.28 |Wnited Kingdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST al ert 1
46.19. 85. 200 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
31.210.186.198 |[Israel 147.237.77.17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
2.54.56.123 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Mol ation |Véb Servers S ow HITP Denial of Service rej ect 1
80. 246. 130. 93 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
218.22.211. 69 Chi na 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 96 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
207. 46. 13. 25 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK - > Ti neout rej ect 1
37.26. 146. 149 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence Inval i d sequence nunber noni t or 1
141.212.121.192 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST aert 1
5. 102. 193. 252 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
85. 64. 247. 252 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
66. 249. 78. 174 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 86. 186 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
37.26. 146. 131 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
94. 230. 86. 141 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
2.54.184.75 | srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
83.130. 115. 199 |l srael 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK - > Ti neout rej ect 1
46.19. 86. 216 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 1
207.46.13. 121 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
41.131. 100. 197 |Egypt 147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 1
141.212.121.192 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
31.154. 91. 107 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
85. 64. 247. 252 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
74.82.47.52 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
2.52.154. 70 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Invalid ACK nunber alert 1
216.218.206.70 |lhited Sates 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
46.19. 85. 226 | srael 147.237.77. 17 |nazi.idf.il{Bad TGP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 235 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At ack SYN - > SYN-ACK -> RST rej ect 1
84.95. 201. 216 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nunier noni t or 1




12-03-2015 to 12-04-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Geo Target Address |Ste ‘Sgnature Action ‘Count
79.176. 223. 134 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 7
131. 253. 25. 137 g‘;tt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/video/ 1920367a B ock 2
31.154.91. 107 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 2
79.179.128. 211 |l srael 147.237.77. 17 |nazi.idf.i|D stributed PH? At enpt B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 165- 8796- he/ i gf . aspx B ock 1
208.115.111. 75 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-7710-he B ock 1
157. 55. 39. 186 ;w;ttee: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/real estat eandhones- sear ch/ 08108 B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4146- he/ i gf . aspx B ock 1
84. 94. 60. 75 | srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
68. 180. 228. 160 Lsh'mt:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
. . {Unaut hori zed URL Access to
66.249.78. 242 |l srael 147.237.77. 17 nazi i df .| 147.237. 77. 17/ t enpl at econtr ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
207. 46. 13. 25 Lsh'mt:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefi ned B ock 1
157. 55. 39. 33 gﬁ;tts: 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
66. 249. 78. 10 | srael 147.237.77. 17 |nazi . i df .i {Lhaut hori zed UR_ Access to igf.idf.il/tenpl ates/shared/ usercontrol s/ newsgal | ery/ B ock 1
89. 138. 214. 150 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
79.179. 128. 211 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3834- 9786- he/ i gf . aspx B ock 1
208.115.111. 75 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
176.13.13. 30 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/ 4170-he/i gf . aspx B ock 1
136. 243. 36. 96 |Ger many 147.237.77. 17 |nazi .i df .i |Mil ti pl e Uhaut hori zed URL Access from 136. 243. 36. 96 B ock 1
84.94. 60. 75 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
68. 180. 230. 40 ?alt:s 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df.i|{Unaut hori zed URL Access to 147.237.77.17/ 6752- 10377- he/ i gf . aspx B ock 1
207. 46. 13. 159 g;s: 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 1
157. 55. 39. 164 Lsh'mt:: 147.237.77. 17 |nazi . i df . i |Uhaut horized URL Access to igf.idf.il/tenplates/shared/ usercontrol s/ vodchannel / B ock 1
66. 249. 78. 174 |l srael 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin nazi.idf.il/5013-he/i of . aspx B ock 1
109. 67. 168. 165 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
79.181. 155. 218 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3849-5039- he/ i gf . aspx B ock 1
217.132.54.93 |lsrael 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
176.13. 13. 30 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
46.19. 86. 193 I srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/favicon.ico Bl ock 1
136. 243. 36. 96 |Ger many 147.237.77. 17 |nazi .idf.i|Uaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 1
87.69. 177. 65 | srael 147.237.77. 17 |nazi . i df . i |PHP At t enpt B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
207. 46. 13. 159 g“att:: 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/js/abuseformphp Bl ock 1
157. 55. 39. 186 ?alt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8330-he B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5183- he/ i gf . aspx B ock 1
109. 67. 168. 165 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/xnhrpc. php Bl ock 1
82.118.237.104 |Bul garia 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 14- he/i gf . aspx Bl ock 1
217.132.54.93 |lsrael 147.237.77. 17 |nazi .idf . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 5551- 7640- he/ i gf . aspx B ock 1
66. 249. 78. 242 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
. . |Paraneter Type Molation folderid in
201.211. 47. 235 |Venezuel a 147.287.77. 17 nazi . i of .| nazi.idf.il/tenpl atecontrol s/ pi cturei nf o pi cturei nf 0. aspx Bl ock !
46. 120. 178. 137 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
157. 55. 39. 14 Lsh'mt:: 147.237.77. 17 |nazi .1 df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. | pg B ock 1
87.69. 177. 65 I srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php Bl ock 1
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