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12-02-2015 to 12-03-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address
66. 249. 93. 246

|Atacker Geo |Target Address

|gte

|S gnature | Device Action |DPlocation. Location |Count |
| srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 890
109. 65. 215. 149 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 3




12-02-2015 to 12-03-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
151. 80. 31. 131 Italy 147.237.77. 17 nazi.idf.il 28 HITP. AhrefBot craw er Bl ock 1




12-02-2015 to 12-03-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste

|9 gnature

| count |

42.48.224. 74 Chi na 147.237.77. 17 |nazi.idf.i||ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
82.192. 90. 145 Net herl ands |147.237.77.17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
149. 202. 186. 50 |Cer many 147.237.77. 17 |nazi.idf.il[|[ET SCAN NVAP -sS wi ndow 1024 1
218. 199. 48. 58 Chi na 147.237.77. 17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
54.224.149.230 |Lhited Sates [147.237.77.17 |nazi.idf.il|Tehila - Perl LVP wth fake user agent 1
128. 199. 54. 170 |9 ngapor e 147.237.77. 17 |nazi.idf.i||ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213.57.129. 160 |lsrael 147.237.77. 17 |nazi.idf.il||[ET SCAN NVAP -sS w ndow 4096 1




12-02-2015 to 12-03-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
46. 19. 85. 89 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 68
46.19. 85. 135 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 68
46.19. 85. 135 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 64
46. 19. 85. 89 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 64
46. 19. 85. 230 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 40
46.19. 85. 230 | srael 147.237.77. 17 |mazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 36
46.19. 86. 151 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 18
46.19. 85. 105 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 16
203.133. 169. 212 |Korea, Republic of [147.237.77.17 |nazi.idf.il|]SYN Attack SYN - > SYN-ACK -> RST rej ect 16
46.19. 85. 178 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 16
46. 19. 86. 151 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 9
85. 250. 238. 143 |l srael 147.237.77. 17 |mazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 86. 46 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 9
2.54. 3. 146 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
37.26. 147. 228 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 151 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
185. 120. 126. 111 147.237.77.17 |nazi.idf.il|ldrop SAMrul e dr op 4
93.172.148.5 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence SWNretransmit wth different wndow scal e |nonitor 4
46.19. 86. 242 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 85. 94 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 86. 176 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
79.180. 16. 20 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 86. 249 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
37.26.147.228 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 201 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 86. 176 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 86. 249 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
31.154. 155. 160 |lsrael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
151. 80. 109. 45 Italy 147.237.77.17 |nazi.idf.il|ldrop SAMrul e dr op 3
2.54.166. 137 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |VWeb Servers 9 ow HITP Denial of Service rej ect 2
198. 20. 69. 74 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 2
128.232.110.28 |United Kingdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 2
46. 19. 85. 95 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 46 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 160 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 207 | srael 147.237.77. 17 |mazi .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
91.107. 167. 232 |Russi an Federation |147.237.77. 17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
79.176.178. 107 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
216.218.206.92 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
37.130.227.133 |United Kingdom |147.237.77.17 |mazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 190 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
207. 46.13. 121 Lhited Sates 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber aert 1
5. 102. 254. 207 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST alert 1
46. 19. 85. 245 | srael 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
139. 162. 141. 118 |Net her| ands 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 200 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19. 86. 255 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 1
212.25.83. 133 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
37.26. 147. 228 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1




12-02-2015 to 12-03-2015

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Target Address

dte

Devi ce

‘S gnature

Action

‘Count

139.82.28.176 |Bazil 147.237.77. 17 |nazi .idf.i [Mul ti pl e Uhaut hori zed URL Access from 139. 82. 28. 176 B ock 4
207. 46. 13. 96 Lhited Sates 147.237.77. 17 |nazi .idf.i [Mul ti pl e Uhaut hori zed URL Access from 207. 46. 13. 96 B ock 3
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi .i df .i [Mil ti pl e Unhaut hori zed URL Access from 68. 180. 228. 160 B ock 2
46.117.251. 220 |l srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed HTTP Met hod B ock 2
193.201.224.8 |lkraine 147.237.77. 17 |nazi .i df .i [Mil ti pl e Uhaut hori zed URL Access from 193. 201. 224. 8 B ock 2
164. 138. 112. 188l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-4980- he B ock 2
193. 201. 224.8 |kraine 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 2
207.46.13.121 |Whited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/workarea/java/ektron.site-data.js. ashx B ock 1
66.249. 67. 216 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113- 10540- he/ i gf . aspx B ock 1
207.46. 13. 47 Lhited Sates 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/workareal cssli b/ ektroncss. ashx B ock 1
193.201.224.8 |lkraine 147.237.77. 17 |nazi . i df .i [Mil ti pl e Admin Bl ocki ng from 193. 201. 224. 8 B ock 1
52.29. 144. 27 Lhited Sates 147.237.77. 17 |nazi .idf . i |PHP Attenpt B ock 1
31.210.187.202 |lsrael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
157.55.39.136 |lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/l egacy B ock 1
93.172.148.5 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
207. 46. 13. 96 Lhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/aj ax/ checkuserl ogi n/ B ock 1
66. 249. 78. 242 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 14-heli gf . aspx B ock 1
207. 46. 13. 47 Lhited Sates 147.237.77. 17 |nazi . i df .i [Mil ti pl e Uhaut hori zed URL Access from 207. 46. 13. 47 B ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4170- he/ i gf . aspx B ock 1
Unaut hori zed URL Access to
] ..o Imazi . idf.i1/397-heligf. aspx&=191&n=6248&t bni d=-t qzbc2p5g3hwm &doci d=r owqt
173.252.102. 115United Sates 147.237. 77, 17 |nazi . i . rj gpsnoengei =x_9evsc?1kyquzqrc059n&1 bri sch&vedzocllhuker\)/vigaqpktsb3j ahukl rgk Bl ock !
hsr ucmygmwygdkaewaq
139.82.28.176 |Bazil 147.237.77. 17 |nazi .idf .i |D stributed PHP Attenpt B ock 1
2.54.2.91 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
213.57.49.5 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
68. 180. 228. 160 |lLhited Sates 147.237.77. 17 |nazi .i df . i [haut hori zed URL Access to nazi.idf.il/14-he B ock 1
66. 249. 67. 248 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
52.29. 144. 27 Lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to mazi.idf.il/wp-1ogi n. php B ock 1
37.29. 48.134 g;z:;”i o 147. 237.77. 17 |nazi .i of i [PHP At tenpt Bock |1
164. 138. 112. 188l srael 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 164. 138. 112. 188 B ock 1
109. 67. 168. 165 |l srael 147.237.77. 17 |nazi .idf.i|O stributed PHP At enpt B ock 1
207.46.13.121 |lhited Sates 147.237.77. 17 |nazi .idf.i |O stributed PH? At enpt B ock 1
66. 249. 78. 248 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 5078- 6081- he/ i gf . aspx B ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4637-5184- he/ i gf . aspx B ock 1
207. 46. 13. 47 Lhited Sates 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
193.201.224.8 |lkraine 147.237.77.17 |nazi .i df . i |[Admi n B ocki ng B ock 1
46.117. 251. 220 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storagel/fil es/ B ock 1
31.184. 132, 24 'F;;E'bl I'i' o [147.287.77. 17 |mazi i df i |Unaut hor i zed LRL Access to 147.237.77. 17/ 3850- 5187- hel i gf . aspx Bock |1
’ .. .JUnauthorized URL Access to
68. 180. 228. 160 Lnited Sates 147.237.77. 17 |nazi . df .| nazi . i df.il/tenpl ates/ newslist/ww i di egogo. cond proj ect s/ 121440 Bl ock !
66. 249. 78. 161 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to www nazi.idf.il/tenpl ates/general / x” Bl ock 1
207. 46. 13. 96 Lhited Sates 147.237.77. 17 |nazi .i df . i |[PHP Attenpt B ock 1
197. 37.10. 159 |Egypt 147.237.77. 17 |nazi .idf.i D stributed PHP At enpt B ock 1
66. 249. 66. 43 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type Mol ation Back inigf.idf.il/6053-he/igf.aspx B ock 1
37.29. 48.134 gzz;:{‘ion 147.237.77. 17 |nazi .i df .i |Unaut hori zed URL Access to mazi . idf.i1/xnirpc. php Bock |1
109. 67. 168. 165 |l srael 147.237.77. 17 |nazi . i df . i |haut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
207.46.13.121 |Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/reussir/public/gzi p2. php B ock 1
66. 249. 78. 254 |l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 5484-7277- hel i gf . aspx B ock 1
207. 46. 13. 47 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-he/ B ock 1
46. 120. 58. 56 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 1
157.55.39. 136 |lLhited Sates 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-5475-he B ock 1
31.210.187.202 |lsrael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 31. 210. 187. 202 B ock 1
79.178.138. 254 |lsrael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. | pg B ock 1
66.249 78. 164 |1 srael 147. 237 77 17 \nazi i o i xL?a;;g)((Jri zed URL Access to mmazi.idf.il/7343-11581- he/ xcexoex? Xx'x'xexcexe B ock 1
207. 46. 13. 96 Lhited Sates 147.237.77. 17 |nazi . i df . i |Suspi ci ous Response Code B ock 1
197. 37.10. 159 |Egypt 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php B ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 113- 9065- he/ i gf . aspx B ock 1
41.230.14.223 |Tunisia 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/tenpl @s/ honmepage/ honepage. aspx B ock 1
173.252.102. 113|lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip _storage/fil es/6/5826.] pg& nurefurl = B ock 1
128. 199. 54. 170 |9 ngapor e 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx B ock 1
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