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|Top Attackers | n DDoS- Def ence |

Attacker Address
202.57. 48. 135

|Attacker Geo |Target Address

|Ste

| gnature | Device Action |DPlocation. Location |Count |
Phi |i ppi nes 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 189179
66. 249. 67. 248 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 277




12-01-2015 to 12-02-2015

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Addr ess |Ste |Sgna1 ure |Davi ce Action |Ooum |
94. 245. 88. 135 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 28

94. 245. 88. 135 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 19

211. 23.251. 92 Tai wan 147.237.77. 17 nazi.idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 7

59. 120. 255. 127 Tai wan 147.237.77. 17 nazi.idf.il |3808: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 3

188. 165. 15. 223 France 147.237.77. 17 nazi.idf.il |28 HITP. Ahref Bot craw er B ock 1

94. 245. 88. 135 Uni ted Ki ngdom 147.237.77. 17 nazi.idf.il |9785: HITP. SQ Injection (Referer Header) B ock 1




12-01-2015 to 12-02-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo  |Target Address |Ste | gnature | count |
94. 245. 88. 135 Uni ted Kingdom|147.237.77. 17 |nazi.idf.il|]SQ Injection - Select From 18
211. 23. 251. 92 Tai wan 147.237.77. 17 |nazi.idf.il|SQ Injection - Select From 15

59. 120. 255. 127 |Tai wan 147.237.77. 17 |nazi.idf.il|SQ Injection - Select From 9

66. 249. 67. 144 Lhited Sates 147.237.77. 17 |nazi.i df . i l|[ET SCAN NVAP -sA (2) 4

66. 249. 67. 135 Lhited Sates 147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sA (2) 2
122.194.13.249 |[China 147.237.77. 17 |nazi . i df . i l|ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connections, Potential Scan or Brute Force |1

209. 126. 116. 147 |Lhited Sates 147.237.77. 17 |nazi .idf . i l|[ET SCAN NVAP -sS wi ndow 1024 1




12-01-2015 to 12-02-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Ste

dgnature

46. 19. 85. 90 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 36
46.19. 86. 238 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 36
46. 19. 85. 90 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
46. 19. 85. 98 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 26
46. 19. 85. 98 | srael 147.237.77. 17 |nazi . i df.i|{Bad TCP sequence Inval id ACK nunber alert 25
46.19. 85. 142 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 25
46.19. 85. 142 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 25
46. 19. 85. 209 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 23
213.8.174. 14 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN ACK -> RST rej ect 20
79.176. 216. 40 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SN retransmt wth different wndow scal e |nonitor 18
93.172.166.73 |lsrael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 17
192.117.13.30 |Israel 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 17
37.58. 75. 46 Net her | ands 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 14
46.19. 85. 209 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 11
87. 68. 61. 66 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN ACK -> RST rej ect 9
84.108. 180. 168 |Israel 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 9
79.183. 183. 164 |lsrael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
84.108. 180. 168 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 9
61. 216. 2. 13 Tai van 147.237. 77. 17 \vazi i of i Srgani ng Engi ne: TGP Segnent TCP segment out of naxi num al | oned drop 9
Limt Enforcenent sequence. Packet dropped.
106. 38. 241. 106 |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 8
87.69. 38. 214 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 3. 146. 219 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 5
213.57.130. 29 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
84.95. 198. 7 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence SYNretransnmit wth different w ndow scal e |nonitor 4
5.102. 254. 88 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 4
109. 65. 75. 168 | srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 214 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
128.232.110. 28 |Unhited Ki ngdom 147.237.77. 17 |nazi .idf .1 |SYN At tack SYN - > SYN-ACK -> Ti neout rej ect 4
213.57.136. 37 | srael 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
212.96.178. 162 |Czech Republic 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 250. 28. 99 | srael 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN ACK - > RST rej ect 4
185. 3. 146. 95 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 3
157.55.39. 125 |lLhited Sates 147.237.77. 17 |nazi .idf .1 |SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 2
2.54.178.214 | srael 147.237.77. 17 |nazi .i df . i [Véb Server Enforcenent Molation |Wb Servers 9 ow HITP Denial of Service rej ect 2
87.69. 38. 214 | srael 147.237.77. 17 |nazi .i df . i1 |Bad TCP sequence Invalid ACK nunber alert 2
37. 60. 147. 198 g";'cisgi'géa” Territory. 1147.237.77. 17 |nazi i of i [SYN At tack SYN -> SYN-ACK - > Ti meout rfect |2
195. 60. 232. 57 |l srael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
91.253. 19. 84 Italy 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 29 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
202.112.51.96 |China 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
64.125.239.11 |lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
188. 120. 148. 142|l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 44 | srael 147.237.77. 17 |nazi . i df.i|Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 87 | srael 147.237.77. 17 |nazi .idf.i|{Bad TCP sequence Inval i d ACK nunber noni t or 1
210. 186. 53. 248 |\l aysi a 147.237.77. 17 |nazi . i df .1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
193. 106.54. 21 |Israel 147.237.77. 17 |nazi . i df.i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
61.216. 2. 13 Tai wan 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 215|Lhited Sates 147.237.77. 17 |nazi .i df . i [SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 45 | srael 147.237.77. 17 |nazi .idf . i |SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
207. 46. 13. 66 Lhited Sates 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1




12-01-2015 to 12-02-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address|Ste ‘S’ gnature Acti on ‘Count
176. 13. 4. 209 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
31.168.170.190 |lsrael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage/ Bl ock 2
.. . .JUnauthorized URL Access to
66. 249. 67. 208 | srael 147.237.77. 17 |nazi . i of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock 2
79.176.213.214 |lsrael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 2
207.46.13.157 |lhited Sates |147.237.77.17 |mazi.idf.i|Miltiple Uhauthorized URL Access from 207. 46. 13. 157 Bl ock 2
109. 67. 28. 178 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to ww nazi.idf.il/ufi/reaction/ Bl ock 2
79.182. 219. 240 |lsrael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to igf.idf.il/inages/transvi deocounter. gi f B ock 2
5.29.111. 83 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned Bl ock 2
157. 55. 39. 84 Lhited Sates |147.237.77. 17 |mazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / Bl ock 1
66. 249. 66. 46 | srael 147.237.77. 17 |nazi .i df . i [Paraneter Type Mol ation TabNumin igf.idf.il/3793-he/igf. aspx Bl ock 1
31.184.133.24 'Féx'bl :z' 2‘:" 147.237.77.17 |nezi .i of .i | stributed Unaut hori zed URL Access on 147. 237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
Unhaut hori zed URL Access to
95. 86. 107. 246 | srael 147.237.77. 17 |mazi . i df . i mazi . i df . i1/ 397- he/ i gf . aspx&a=u&ed=0ahukewi i 4ocpgbvj ahugvr okhd9wby4qgoubcc |B ock 1
mwagé&si g2=cyr ki ot _gbt n9t i r wndddw&usg=af gj cnei pt g1j i xOr maat 04t nBdvokhy9g
68. 180.230. 40 |lhited Sates |147.237.77.17|nazi.idf.i|Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
31.184.131. 21 IF;ZEBI :i' i"'c 147.237.77. 17 |mazi .idf.i|Distributed Unaut hori zed URL Access on 147.237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
207.46.13.184 |lhited Sates |[147.237.77.17|mazi.idf.i|Unaut horized URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx Bl ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3728-6770- he/ i gf . aspx Bl ock 1
66. 249. 67. 200 |l srael 147.237.77. 17 |nazi .i df . i |Unhaut hori zed URL Access to 147.237.77.17/ 3847- hel i gf . aspx B ock 1
109. 67. 168. 165 |l srael 147.237.77. 17 |mazi . i df . i [Unhaut hori zed UR. Access to mnazi.idf.il/xmrpc. php Bl ock 1
54.173.19. 39 Lhited Sates |147.237.77.17|nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/14-he/ B ock 1
31.184.132. 24 gxa :z' 2‘:"" 147.237.77.17 |nazi .i of .i|Di stributed Unaut hori zed URL Access on 147. 237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
84.95.198. 7 | srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 6752- 10691- he/ i gf . aspx Bl ock 1
207.46. 13. 47 Lhited Sates |147.237.77.17|nazi.idf.i|lhauthorized URL Access to nazi.idf.il/glp B ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df .i [Mul ti pl e Uhaut hori zed URL Access from 66. 249. 67. 200 Bl ock 1
157. 55. 39. 90 Lhited Sates |147.237.77. 17 |mazi .idf.i[lhaut hori zed URL Access to nazi.idf.il/pg/ api/getsi nbl og/ Bl ock 1
31.184.134.21 'F;;E'bl :i' of'C [147.287.77. 17 |mazi i cf i [naut hori zed URL Access to 147.237.77. 17/ 3850- 5187- hel i gf . aspx Bock |1
104.131. 147. 112|\hited Sates [147.237.77.17 |nazi.idf.i|Uhaut hori zed URL Access to 147.237.77.17/ 3850- 5216- he/ i gf . aspx Bl ock 1
31.184.131. 24 gxa :z' 2‘:"" 147.237.77.17 |nazi .i of .i | stributed Unaut hori zed URL Access on 147. 237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi . i df .i [Mil ti pl e Unaut hori zed URL Access from 212.179. 21. 194 B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4476- hel i gf . aspx Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/robot s. t xt B ock 1
193. 41. 209. 2 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p _storage/ fil es/ 1/ 1351. | pg Bl ock 1
131. 162. 130. 180|Canada 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ Bl ock 1
61.216. 2. 13 Tai wan 147.237.77. 17 |nazi .idf.i |l 1 egal Byte Gode Character in Mt hod Bl ock 1
31.184.133. 21 'F;‘;‘Ebl : i' of'C [147.287.77. 17 |mazi i cf i [Oi stri but ed Unaut hori zed URL Access on 147.237.77.17/ 3850-5187-he/igf .aspx  [Block |1
86. 104. 162. 55 |Romani a 147.237.77. 17 |nazi . i df .i |D stributed PH? Attenpt Bl ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/robot s. t xt Bl ock 1
31.184.130. 33 'F;;E'bl I'i' of'¢ [147.287.77. 17 |nazi i cf i [Oi stri but ed Unaut hori zed URL Access on 147.237.77.17/ 3850-5187-he/igf .aspx  [Block |1
66. 249. 67. 216 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-9528- he/i gf . aspx Bl ock 1
157.55.39.125 |lhited Sates |147.237.77.17|nazi.idf.illhaut horized URL Access to nmazi.idf.il/tenpl ates/newslist/js/common functions.cfm |B ock 1
31.184.134.23 'F;;E'bl I'i' o'¢ [147.287.77. 17 |nazi i cf i [Oi st ri but ed Unaut hori zed URL Access on 147.237.77.17/ 3850-5187-he/igf .aspx  [Block |1
79.182.191. 24 | srael 147.237.77. 17 |nazi .i df . i |Paraneter Type M ol ation PageNumin nazi.idf.il/113-he/igf . aspx B ock 1
31.184.132. 21 gxa :z' 2‘:"" 147.237.77.17 |nazi .i of .i|Distributed Unaut hori zed URL Access on 147. 237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
212.179.21.194 |lsrael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ vodchannel / B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 6072-8876- he/ i gf . aspx Bl ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 113-9895- he/i gf . aspx B ock 1
197. 35.117. 192 |EHyypt 147.237.77. 17 |nazi . i df .i |D stributed PH? Attenpt Bl ock 1
- — - - - o — 0
149. 88, 58. 47 | srael 147. 237 77 17 \azi i of i ma‘ut h(3r|"zed URL Access to mazi.idf.il/4070-11595- he/ xZx—x0ex8x28 xax>x xexY 8 ock 1
XexX‘X§X X", aspx
66. 249. 66. 43 | srael 147.237.77. 17 |nazi .i df . i [Paraneter Type M ol ation TabNumin igf.idf.il/4941-heli gf.aspx Bl ock 1
31.184.133. 23 IF;.$B| :i' zf"c 147.237.77.17 |nazi i of .i|Distributed Unauthori zed URL Access on 147. 237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
86.104. 162.55 |Ronani a 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to waww nazi.idf.il/xnrpc. php Bl ock 1
68. 180. 228. 160 [Lhited Sates |147.237.77. 17 |nazi.idf . | lx"ga;;;‘f” zed LR Access to mazi.idf.il/113-11581-he/ xoexaex? xxxexcex Bock |1
Iran, Islamc R . . . .
31.184. 130. 35 Republ i ¢ of 147.237.77. 17 |nazi .idf . i |D stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
207.46.13.157 |lhited Sates [147.237.77.17 |mazi.idf.i|Unaut hori zed URL Access to www nazi.idf.il/gen_204 B ock 1
66.249. 67. 216 |l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77.17/113- 10370- he/ i gf . aspx B ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3697-6779- he/ i gf . aspx B ock 1
157. 55. 39. 139 Lhited Sates |147.237.77. 17 |nazi .idf.i|lhaut hori zed URL Access to nazi.idf.il/l egacy Bl ock 1
109. 67. 168. 165 |l srael 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 1
31.184. 134. 24 'F;;E'bl :i' 2';"0 147.237.77. 17 |nazi .i of .i [Di stri buted Unaut hori zed URL Access on 147.237. 77. 17/ 3850- 5187- he/ i of . aspx B ock 1
31.184.132. 23 'F;xa :i' zf"c 147.237.77.17 |nazi . idf .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 6510- 9854- he/ i gf . aspx Bl ock 1
197.35.117. 192 |Egypt 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 67. 208 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 3845- he/ i gf . aspx B ock 1
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