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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 64. 8 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3092
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11-30-2015 to 12-01-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
76.79. 238. 254 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 48. 195 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 Lkr ai ne 147.237.77. 17 nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
115. 194. 42. 134 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

‘ Target Address

Ste

Sgnature

[€=)

79.176.118. 70 |Israel 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 45
46.117.68. 11 | srael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 41
46. 19. 85. 212 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 36
46.19. 85. 212 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber alert 36
46.19. 85.178 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 21
79.178.191. 188 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 20
71.66.113. 135 g';:g: 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
85.130.176. 78 |lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 18
82.80.193. 236 |Israel 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
46. 19. 85. 77 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
79.176.1.21 | srael 147.237.77. 17 |nazi .idf . i |SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
46. 19. 85. 65 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 13
85. 130. 176. 78 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 13
106. 38. 241. 106 |Chi na 147.237.77. 17 |nazi . i df . i |dr op SAMrul e drop 12
185. 106. 94. 2 147.237.77. 17 |nazi .idf.i|drop SAMrul e drop 10
46. 19. 86. 247 | srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 9
46.19. 86. 72 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 9
46.120. 162. 189 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 9
61. 216. 2. 15 Tai wan 147. 237. 77. 17 \nazi i of . i Sreamng BEngine: TP Segnent Limt |TCP segnent out of naxi numal | oned sequence. drop 9
Enf or cenent Packet dropped.
31.210. 186. 147 |l srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 7
46.19. 85. 178 | srael 147.237.77. 17 |nazi . i df .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57. 140. 211 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
31.168. 164. 87 |Israel 147.237.77. 17 |nazi . i df .i|Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 109 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.129. 81 | srael 147.237.77. 17 |nazi .idf . i [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
213.57.139.94 |Israel 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK - > Ti neout rej ect 4
2.52.129. 81 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 4
213.57.129. 112 |l srael 147.237.77. 17 |nazi . i df . i |SYN At t ack SYN -> SYN-ACK - > Ti neout alert 4
2.52.129. 81 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN - > SYN- ACK -> Ti meout rej ect 4
94.179.51. 113 |lkrai ne 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79. 181. 143. 151 |l srael 147.237.77. 17 |nazi .idf . i [SYN Att ack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 85. 65 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber alert 4
2.52.129. 81 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
213.57.129. 112 |l srael 147.237.77. 17 |nazi . i df . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 72 | srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 4
2.52.129.81 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d sequence nunber noni t or 4
213.57.134. 190 |l srael 147.237.77. 17 |nazi .idf . i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
31.154.91. 43 | srael 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 247 | srael 147.237.77. 17 |nazi .i df .1 |Bad TCP sequence Invalid ACK nunber noni t or 4
31.168. 113. 109 |l srael 147.237.77. 17 |nazi . i df . i |[SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.42. 201 | srael 147.237.77. 17 |nazi .i df . i |Véb Server Enforcenent M ol ation Véb Servers S ow HITP Denial of Service rej ect 2
46.19. 86. 114 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 120 | srael 147.237.77. 17 |nazi .idf.i|Bad TCP sequence Inval id ACK nunber noni t or 2
61.216. 2. 15 Tai wan 147.237.77. 17 |nazi .idf .i|Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 86. 46 | srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
89.138.91. 100 |[lsrael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber noni t or 1
79.180. 138. 186 |l srael 147.237.77. 17 |nazi .i df . i |[SYN At tack SYN -> SYN ACK -> RST rej ect 1
37.142.177. 153 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 67. 248 |1 srael 147. 237. 77. 17 |nazi .i of . i gqf?;nsngmmgl ne: TP Invalid Invalid checksum Packet dropped. drop 1
46. 120. 162. 189 |l srael 147.237.77. 17 |nazi .i df . i |Bad TCP sequence Invalid ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |Ste ‘S gnature Acti on ‘Count
207. 241. 226. 42 gﬁ;ttg: 147.237.77. 17 |nazi .idf . i {Mul ti pl e Whaut hori zed URL Access from 207. 241. 226. 42 Bl ock 11
Lhited S
207. 241. 226. 42 Sates 147.237.77. 17 |nazi .i df . i [PHP Att enpt Bl ock 11
46.117. 135. 234 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ Bl ock 3
109. 67. 123. 80 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 2
70.194. 202. 223 g;:: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to ww nazi.idf.il/inmages/transvi deocounter.gif Bl ock 2
79.181. 24. 175 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/sip storage/ Bl ock 2
40.77.167. 34 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to waww nazi.idf.il/4262-he/ Bl ock 2
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
207. 46. 13. 182 g‘;ttees 147.237.77. 17 |mazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
40. 77. 167. 96 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8347-he Bl ock 1
84.94. 119. 247 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/5222-6398- he/ i gf . aspx Bl ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3728- 7059- he/ i gf . aspx Bl ock 1
212.150. 214. 106|l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/sip_storage/ fil es/ 1/ 2061. j pg Bl ock 1
157. 55. 39. 50 g;:: 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to mazi.idf.il/113-11581-he/ xoexoex? x'x‘xexpexex?, aspx Bl ock 1
52. 35. 27. 166 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i fUnhaut hori zed URL Access to mazi.idf.il/wp-1ogin. php Bl ock 1
40.77.167. 34 g;:: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
87.69. 18. 215 | srael 147.237.77. 17 |nazi . i df . i JUhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351.  pg Bl ock 1
66. 249. 67. 200 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/5552- 7161- he/ i gf . aspx Bl ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 4223- he/ i gf . aspx Bl ock 1
109. 226.15.32 |l srael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ 4944- hel i gf . aspx Bl ock 1
84.111. 34. 68 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to ww nazi.idf.il/tenpl ates/ newsl i st/undefined Bl ock 1
66. 249. 67. 216 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6300- 9396- he/ i gf . aspx Bl ock 1
217.132.32. 207 |lsrael 147.237.77. 17 |nazi . i df .i |D stributed PH? Attenpt B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3849- 5039- he/ i gf . aspx Bl ock 1
199. 203. 47. 194 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx Bl ock 1
61. 216. 2. 15 Tai wan 147.237.77. 17 |nazi .idf.i[Mil tiple |llegal Byte Gode Character in Method from61l. 216. 2. 15 Bl ock 1
40.77.167. 34 Lshlmt:s 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to www nazi.idf.il/14-8344-he Bl ock 1
87.69. 62. 247 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter. gif Bl ock 1
66. 249. 67. 208 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
.. . .JUnauthori zed URL Access to
66.249.64.175 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
141.212.122.128 g‘;:ﬁd 147.237.77. 17 |nazi .i df . i [Mal formed URL proxyt est. zrmap. i o: 80 Bl ock 1
46.120.47.239 |Israel 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg Bl ock 1
40. 77. 167. 34 Lshlaltss 147.237.77. 17 |nazi .i df . i |[PHP At t enpt Bl ock 1
84.111.184. 168 |lsrael 147.237.77. 17 |nazi .i df . i |[PHP Att enpt B ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-4983-he Bl ock 1
217.132.32.207 |lsrael 147.237.77. 17 |nazi . i df . i JUnhaut hori zed UR. Access to ww nazi.idf.il/xnrpc. php Bl ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 4199- he/i gf . aspx B ock 1
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-10106- he Bl ock 1
202.112.51.96 |China 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to www. wooyun. or g/ Bl ock 1
Unaut hori zed URL Access to
95. 86. 99. 127 | srael 147.237.77. 17 |nazi . i df . i mazi . i df . i1/113-11149- he/ i gf . aspx&a=u&ved=0ahukewi ct e2k7! j j ahubeg8khbg_cyqqf ggq |B ock 1
nai &usg=af gj cnf 2- gt 709r f j g3f r 0gxuhj b6n7bi g
82. 80. 193. 244 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3849- 5035- he/ i gf . aspx Bl ock 1
.. . .JUnauthori zed URL Access to
66.249.67.208 I srael 147.237.77. 17 |nazi i df .| 147.237.77. 17/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/ 165- 6974- hel i gf . aspx B ock 1
207. 241. 226. 42 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i fUhaut hori zed URL Access to nazi.idf.il/sip_storage/ Bl ock 1
157. 55. 39. 15 Lsh'mt:g 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined Bl ock 1
Lhi ted L .
52. 35. 27. 166 Sates 147.237.77. 17 |nazi .idf .i |0 stributed PHP At enpt Bl ock 1
40. 77. 167. 34 Lsh'mt:g 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to nazi.idf.il/lifestyl el statcode. php Bl ock 1
84.111.184. 168 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 1
68. 180. 228. 160 g‘;tt:: 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/14-8348-he Bl ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
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