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46. 248. 205. 225, Jordan
64.22.71.223, Lhited Sates
80. 246. 130. 126, | srael

109. 64. 113. 250, Israel
94.23.12. 182, France

176. 106. 226. 210, |srael

66. 249. 64. 124, lhited Sates
5.22.131.191, Israel
79.179.99. 94, Israel
66.249.64.2, Lhited Sates




11-27-2015 to 11-28-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

| Target Address |gte

|9 gnature | Devi ce Action | P I ocat i on. Locat i on |Count |
109. 64. 113. 250 | srael 147.237.77. 17 nazi.idf.il B ock_Udp Al Nets drop BBL- | srael 8
64.22.71.223 Lhited Sates 147.237.77. 17 nazi.idf.il |JLMPurple Con Linit Htp drop CP-Tehi | a 3
46. 248. 205. 225 Jor dan 147.237.77. 17 nazi.idf.il |block-sp-trafl drop BBL- Fr ankf urt 1




11-27-2015 to 11-28-2015

|Top Attackers In IPS|

Attacker Address | Attacker Geo

|Target Addr ess |Ste |Sgna1ure |Davi ce Action |Oount |
46. 248. 205. 225 Jordan 147.237.77. 17 nazi.idf.il Q017: HITP. Malicous User Agent FOCA B ock 37
188. 165. 15. 84 France 147.237.77. 17 nazi.idf.il (28: HITP. AhrefBot craw er B ock 2
46. 248. 205. 225 Jordan 147.237.77. 17 nazi.idf.il 10714; HITP. Netsparker Security Scanner B ock 1




11-27-2015 to 11-28-2015

|Top Attackers In |D|

Atacker Address |Attacker Geo |Target Address |Ste

|9 gnature

|Count
66. 249. 64. 124 Lhited Sates |147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sA (2) 6
66. 249. 64. 2 Lhited Sates |147.237.77. 17 |nazi.idf.il|ET SCAN NVAP -sA (2) 4
118. 71.153. 234 |V et nam 147.237.77. 17 |nmazi.idf.il|ET PCLI CY I ncom ng Basi ¢ Auth Base64 HITP Password det ect ed unencrypt ed 2
59. 45. 79. 117 Chi na 147.237.77. 17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
77.109. 38. 223 Wkrai ne 147.237.77.17 |nmazi.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 134 |Lhited Sates |147.237. 77.17 [nazi.idf.il|ET SCAN NVAP -sS w ndow 4096 1
199. 101. 186. 178 |lLhited Sates |147.237. 77. 17 |nazi.idf.il|ET SCAN NVAP -sS w ndow 4096 1
61.191. 190. 47 Chi na 147.237.77.17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
114. 35. 44. 25 Tai wan 147.237.77. 17 |nazi.idf.il|ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force 1
183. 136. 130. 194 |Chi na 147.237.77. 17 |nazi.idf.il|ET SCAN Potential SSH Scan 1
199.101. 186. 178 |Lhited Sates |147.237. 77. 17 |nazi.idf.il|ET SCAN NVAP -sS w ndow 1024 1




11-27-2015 to 11-28-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
64.22.71.223 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4705
64.22.71. 223 Lhited Sates 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d sequence nunber noni t or 2305
64.22.71.223 Lhited Sates 147.237.77. 17 |nazi .idf.il{Bad TCP sequence Inval i d ACK nunber alert 2304
87.68.77.9 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence SYNretransnit wth different w ndow scal e |nonitor 93
79.181.108. 249 |l srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 36
185. 120. 126. 61 147.237.77. 17 |mazi.idf.il{drop SAMrul e dr op 36
46. 19. 85. 104 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 25
46.19. 85. 104 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 25
79.179. 163. 239 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 25
208.115.111.75 |lhited Sates 147.237.77. 17 |nazi.idf.il{drop SAMrul e drop 25
46. 19. 86. 185 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 25
185. 3. 144. 30 | srael 147.237.77. 17 |mazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 17
213.57.129.238 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 16
77.126.21.40 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 16
5. 102. 254. 151 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 9
176. 106. 227. 229 |l srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 9
213.57.143.209 |lsrael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
85.237.234.228 | ovakia 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 220 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
46. 19. 85. 249 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 5
46.121. 158. 216 |l srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46.19. 86. 14 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 220 | srael 147.237.77. 17 |nazi .idf.il|SYN At tack SYN -> SYN ACK - > RST rej ect 4
46. 19. 86. 14 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 86. 91 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
87. 69. 228. 156 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 4
46.19. 85. 155 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 4
84.94. 200. 241 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 86. 197 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 2
94. 230. 86. 161 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 2
79.179. 23. 163 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |Wb Servers S ow HITP Denial of Service rej ect 2
2.54.150. 214 | srael 147.237.77. 17 |nazi.idf.il|Véb Server Enforcenent Mol ation |Wb Servers S ow HITP Denial of Service rej ect 2
185. 3. 144. 168 | srael 147.237.77. 17 |nazi.idf.il{Bad TCP sequence Inval i d ACK nunber noni t or 2
128.232.110.28 |United Kingdom |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
185. 120. 125. 18 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 2
84.201. 138. 23 Russi an Federation [147.237.77. 17 |mazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
213.57.128.231 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN- ACK -> Ti neout rej ect 1
77.127.147.151 |Israel 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 139. 107 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
157. 55. 39. 131 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> Ti neout rej ect 1
46. 19. 86. 120 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
139. 162. 146. 245 |Net her | ands 147.237.77. 17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
87.69. 44. 48 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
216.243.31.2 Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
2.52.42.158 | srael 147.237.77. 17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST rej ect 1
64.22.71.223 Lhited Sates 147.237.77. 17 |nazi .idf.il|Network Quota M ol ation Net wor k quot a was exceeded noni t or 1
178. 79. 182. 42 United Kingdom |147.237.77.17 |nazi.idf.il|]SYN Attack SYN -> SYN- ACK -> RST rej ect 1
141.212.121. 220 |Lhited Sates 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 56 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46. 19. 85. 54 | srael 147.237.77.17 |nazi .idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1




11-27-2015 to 11-28-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste Sgnature . Count
Ceo Action
80. 246. 130. 126 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 9
64.22.71. 223 g‘;tt:: 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 64.22. 71. 223 B ock 7
5.22.131.191 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 5
94.23.12. 182 France 147.237.77. 17 |nazi.idf.i|D stributed PH? At enpt B ock 3
46.121. 136. 121 |l srael 147.237.77. 17 |nazi .idf.i |0 stributed Uhaut hori zed URL Access on nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
84. 108. 249. 89 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 2
176. 106. 226. 210|! srael 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 2
94.23.12.182 France 147.237.77. 17 |n@zi . i df . i [Lhaut hori zed UR. Access to nazi.idf.il/index. php B ock 2
79.179. 99. 94 | srael 147.237.77. 17 |nazi.idf.i|D stributed PH? At enpt B ock 2
157. 55. 39. 51 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi.idf.il/14-8335-he B ock 2
31. 168. 90. 25 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 2
176. 106. 226. 210|l srael 147.237.77. 17 |nazi .idf.i {Mil ti pl e Unaut hori zed URL Access from 176. 106. 226. 210 B ock 2
109. 66. 115. 46 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
62. 128. 48. 122 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to wwwn nazi.idf.il/inages/transvi deocounter. gif B ock 2
176. 106. 226. 210|I srael 147.237.77. 17|nazi .idf.i |PHP At t enpt B ock 1
79.177.28.179 |lsrael 147.237.77. 17|nazi .idf.i |PHP At t enpt B ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-8333-he B ock 1
141. 212. 121. 208 LShIaItss 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 1
95. 86. 66. 163 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
2.52.42.158 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to mnazi.idf.il/1603-15076- he/ dover . aspx B ock 1
84.229. 29. 61 | srael 147.237.77. 17 |nazi .idf.i|Mil tipl e Unhaut hori zed URL Access from 84. 229. 29. 61 B ock 1
79.179. 99. 94 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
185. 3. 144. 30 | srael 147.237.77. 17 |nazi .idf.i|{Uhaut hori zed URL Access to 147.237.77.17/favi con.ico B ock 1
157. 55. 39. 58 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi . i df.il/14-4980-he B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 6752- 10419- he/ i gf . aspx B ock 1
109. 186. 185. 45 |l srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
Lhited .. . JUnhaut hori zed URL Access to
40.77.167.95 Sates 147.237.77. 17 nazi i df .| 147. 237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
94.23.12.182 France 147.237.77. 17 |nazi .idf .i |Mil ti pl e Uhaut hori zed URL Access from 94. 23.12. 182 B ock 1
176. 106. 226. 210|! srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
79.177.28.179 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .idf . i|Unhaut hori zed URL Access to 147.237.77.17/ B ock 1
141. 212. 122. 112 gqlattssd 147.237.77. 17 |nazi .idf.i|Mil tiple Mal formed URL from 141.212.122. 112 B ock 1
109. 66. 30. 143 |l srael 147.237.77. 17 |nazi .idf.i |PHP Attenpt B ock 1
46. 248. 205. 225 |Jordan 147.237.77. 17 |n@azi .idf .i |Mil ti pl e Unaut hori zed URL Access from 46. 248. 205. 225 B ock 1
87.68.77.9 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx B ock 1
79.179. 133. 236 |lsrael 147.237.77. 17 |nazi.idf.i|D stributed PH? At enpt B ock 1
207. 46. 13. 109 gﬁ;ttg: 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77.17/113-9697- he/ i gf . aspx B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |n@azi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 165- 7902- he/ i gf . aspx B ock 1
66. 249. 64. 8 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx B ock 1
109. 186. 185. 45 |l srael 147.237.77. 17 |nazi.idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/xnhrpc. php B ock 1
46. 116. 106. 18 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
84. 109. 38. 222 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
180. 76. 15. 29 Chi na 147.237.77. 17 |nazi .i df . i |Suspi ci ous Response Code B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
109. 66. 30. 143 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to ww nazi.idf.il/xmrpc. php B ock 1
46. 248. 205. 225 |Jordan 147.237.77. 17 |nazi .1 df . i |Uhaut hori zed URL Access to nazi.idf.il/14-he/i gf. aspx" B ock 1
94.23.12.182 France 147.237.77. 17 |nazi .idf.i|D stri buted Adnmin B ocki ng B ock 1
79.179. 133. 236 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
207. 46. 13. 136 g;:: 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/ 6221- 9268- he/ i gf . aspx B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 16 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/tenpl ates/newslist/undefined B ock 1
118. 71. 153. 234 |V et nam 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/shared/ clientscripts/}function bp(a, b){b.src B ock 1
94.230.86.161 |lsrael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/ undefi ned B ock 1
46.116. 106. 18 | srael 147.237.77. 17 |nazi .idf.i {Mil ti pl e Uhaut hori zed URL Access from46. 116. 106. 18 B ock 1
84.229.29. 61 | srael 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 1
185. 3. 144. 30 | srael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 4944-he/ i gf . aspx B ock 1
79.179. 99. 94 | srael 147.237.77. 17 |n@azi .idf.i |Mil ti pl e Uhaut hori zed URL Access from 79.179. 99. 94 B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3697- 9051- he/ i gf . aspx B ock 1
157. 55. 39. 58 g;:: 147.237.77. 17 |nazi .idf.i|Mil tipl e Unaut hori zed URL Access from 157.55. 39. 58 B ock 1
40.77.167. 34 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to mazi.idf.il/sip_storage/files B ock 1
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