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W 87.242.112. 36, Russi an Federation
66.249.64. 124, Lhited Sates

W 66.249. 64. 185, |srael
188. 165. 15. 84, France

l 66. 249. 64. 180, |srael

H 66. 249. 64. 175, |srael

[ 85.250.45.37, Israel

W 95.86.100. 170, |srael
95. 86. 120. 161, | srael

H 109. 66. 120. 46, |srael




11-26-2015 to 11-27-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
109. 66. 120. 46 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 3




11-26-2015 to 11-27-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Sgna1 ure |Davi ce Action |Oount |
87.242.112. 36 Russi an Federation 147.237.77. 17 nazi.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 188
87.242.112. 36 Russi an Federation 147.237.77.17 nazi .idf.il |3808: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 15

188. 165. 15. 84 France 147.237.77. 17 nazi.idf.il |@228: HITP. AhrefBot craw er B ock 6

95. 86. 100. 170 | srael 147.237.77.17 nazi .idf.il |Cl000004: HITP:. options nethod (M crosoft) B ock 4

188. 165. 15. 129 France 147.237.77. 17 nazi . idf.il |@28: HITP. AhrefBot craw er B ock 1
87.242.112. 36 Russi an Federation 147.237.77. 17 nazi.idf.il |9785: HITP. SQ Injection (Referer Header) B ock 1




11-26-2015 to 11-27-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo |Target Address |Ste | gnature | count |
87.242.112.36 |Russian Federation |147.237.77.17 |nazi .idf.il|]SQ Injection - Sel ect From 50
66.249.64.124 |lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sA (2) 12

66. 249. 64. 2 Lhited Sates 147.237.77. 17 |nazi . i df .i |ET SCAN NVAP -sA (2) 2

111. 49. 145. 192 |Chi na 147.237.77. 17 |nazi . i df.il|ET SCAN Potential SSH Scan 1

176. 60. 67. 55 Bel arus 147.237.77. 17 |nazi .idf.i |ET SCAN NMAP -sS wi ndow 1024 1

181. 54. 250. 11 |Col onbi a 147.237.77. 17 |nazi .idf.il|ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1

104. 43.236.38 |Lhited Sates 147.237.77. 17 |nazi .idf .i |ET SCAN NVAP -sS wi ndow 3072 1

122. 96. 31. 28 Chi na 147.237.77. 17 |nazi . i df . i |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
177.22.179. 67 |Bazil 147.237.77. 17 |nazi . i df . i |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1




11-26-2015 to 11-27-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
208.115.111. 75 |lhited Sates 147.237.77. 17 |nazi.idf.il|drop SAMrul e dr op 42
104.191. 128. 135 |lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 25
37.26.146. 194 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 25
176. 106. 45. 85 Pal estinian Territory, Qcupied |147.237.77.17 |nazi.idf.il|{drop SAMrul e drop 22
79.183. 10. 109 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 16
46.120. 156. 245 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 12
46.19. 86. 71 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 9
37.26. 146. 200 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 9
87.69. 208. 74 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19.85. 1 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 5
213.57.139.5 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN - > SYN ACK -> Ti neout alert 4
5. 29. 58. 35 | srael 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |SYNretransmit wth different wndowscale |nonitor 4
213.57.139.5 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
31.168. 80. 114 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 4
194. 114. 146. 227 |l srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
157. 55. 39. 117 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
213.57.141. 14 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
213.57.148.200 |lsrael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 4
84.108. 120. 67 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
171.99.187.71 Thai | and 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 4
46.19.85. 71 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
157.55. 39. 51 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
78.15.116. 53 Italy 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 85. 174 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
46.117.154. 144 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
157. 55. 39. 61 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
46.19. 86. 13 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
141.212.121.192 |Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST alert 1
85. 130. 133. 7 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
5.132. 42. 23 Net her | ands 147.237.77. 17 |nazi.idf.il|Bad TCP sequence |lnvalid sequence nuniber noni t or 1
80. 246. 133. 33 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
192. 115. 248. 2 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 1
2.52.191. 249 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 1
157. 55. 39. 131 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACGK nunber noni t or 1
46.19. 86. 120 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
157. 55. 39. 51 Lhited Sates 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
46.19. 85. 182 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
128.177.161. 163 |Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 1
216.218. 206. 107 |Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.64. 112 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
84.110.7.197 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
212.179.57. 94 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
46.117. 154. 144 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
157. 55. 39. 117 Lhited Sates 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber alert 1
46. 19. 86. 36 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
141.212.121.192 |Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 164 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
84.108. 83. 149 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
2.54.155. 120 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1




11-26-2015 to 11-27-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |Ste ‘S gnature Acti on ‘Count
85. 250. 45. 37 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 4
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ B ock 4
95. 86. 120. 161 |l srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to vww nazi . i df.il/tenpl at es/ shar ed/ user control s/ newsgal | ery/ B ock 3
185. 120. 126. 89 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inmages/transvi deocounter.gif Bl ock 2
Uhaut hori zed URL Access to
213. 151. 36. 250 |l srael 147.237.77. 17 |nazi . i df . i |mazi . i df . i 1/ 675- he/ i gf . aspx&a=u& ed=0ahukew c6ouk4kzj ahvdxbqgkhcj r ddgqf ggl mae&si g |B ock 2
2=i j h3yh2oui nhdt ydri hl zg&usg=af gj cnhat t f pq7l gglywg5gdnses23i c_g
66. 249. 64. 8 | srael 147.237.77. 17 |nazi .idf.i |Mul ti pl e Uhaut hori zed URL Access from 66. 249. 64. 8 Bl ock 2
Uhaut hori zed URL Access to
95. 86. 120. 56 | srael 147.237.77. 17 |nazi .idf .i|nazi . i df .i1/si p_storage/fil es/ 4/ 1154. pdf &a=u&ed=0ahukew nu7hs063j ahwct bokhv4zbni q |B ock 2
f ggmmai &usg=af gj cnh- ngnoj sndi gkoy4zi i pogor ku9a
Lhited .. . .JUnauthorized URL Access to
8.37.71.31 Sates 147.237.77. 17 @2l 1| i i df i1/ 41- hel i of . aspx&usg=al ki r hi x5y3csxaj i misy3_ wdwr 3suwag Bl ock !
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 4637- 5227- he/ i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/5010- 7591- he/ i gf . aspx B ock 1
157. 55. 39. 117 Lah;::s 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsli st/ undefi ned B ock 1
.. . .{DOstributed WUhaut horized URL Access on
66.249.64. 175 |l srael 147.237.77. 17 |nazi . df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
46. 19. 85. 173 | srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/sip storage/files B ock 1
79.176.1. 76 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 2061. j pg Bl ock 1
31.210. 189. 252 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 1
5. 29. 58. 35 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 3850-5187- he/ i gf . aspx B ock 1
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 113-9318- he/i gf . aspx Bl ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 8 | srael 147.237.77. 17 |nazi .i df . i {haut hori zed URL Access to nazi.idf.il/591-he/ nazi . aspks B ock 1
84.108. 145. 2 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4944-hel i gf . aspx B ock 1
37.142.188.69 |lsrael 147.237.77. 17 |nazi .idf.i |O stributed PP At enpt B ock 1
Lhited .. . JUnauthorized URL Access to
8.37.71.59 Sates 147.237.77. 17 |nazi . df .| nmazi . i df.il/5078-6077-he/ i gf . aspx&usg=al kj r hhx8t ok6v_keydkg3hpacwgzi hskg Bl ock !
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 5484- 7282- hel i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 175 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 113- 9554- he/ i gf . aspx Bl ock 1
46.19. 86. 175 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip storage/fil es/ 1/ 1351. j pg B ock 1
87.69. 165. 43 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to igf.idf.il/ufi/reaction/ Bl ock 1
79.176. 176. 247 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/ B ock 1
37.46. 39. 101 | srael 147.237.77. 17 |nazi .idf.i |D stributed PHP Attenpt B ock 1
Lhited .. . .JUnauthorized URL Access to
8.37.70.83 Sates 147.237. 77 17 @2l 1| 0 i i df i1/ 62- hel i gf . aspx&usg=al ki r hhnbwaw chxj k9kxzj gef sz4nugaa Bl ock !
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 165- 7456- he/ i gf . aspx Bl ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 3728-6976- he/ i gf . aspx B ock 1
157. 55. 39. 58 Lah;::s 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to nazi.idf.il/14-he/ B ock 1
66. 249. 64. 26 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on PageNumin igf.idf.il/5010-he/igf. aspx B ock 1
37.142.188. 69 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnrpc. php Bl ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .idf .i|O stributed PHP At enpt B ock 1
66. 249. 64. 248 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to www nazi . idf.il/14-5475- he B ock 1
Lhited .. . .JUnauthorized URL Access to
8.37.71.95 Sates 147.237.77. 17 |nazi . i df .| nmazi . i df.il/70-he/igf.aspx&sg=al kj r hggl uzxdOhoesxwn8w- vim yzxyx| a Bl ock !
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed URL Access to 147.237.77. 17/t enpl at econtrol s/ pi ct urei nf o/ pi ct urei nfo. aspx |B ock 1
213.8.71. 26 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/sip storage/files/7/6117.pg B ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ 3834- 6165- he/ i gf . aspx B ock 1
46. 31. 103. 54 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
87.69. 204. 136 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77. 17/ 4944- hel i gf . aspx B ock 1
79.176.197. 151 |l srael 147.237.77. 17 |nazi . i df . i {Lhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
37.46. 39. 101 | srael 147.237.77. 17 |nazi .idf.i|DO stri buted Uhaut hori zed URL Access on nazi.idf.il/xnrpc. php Bl ock 1
Lhi ted .. {Unauthori zed URL Access to
8.37.70.99 Sates 147.237.77. 17 |nazi . i df .| waw nazi . i df.i |/ 70-heli gf . aspx&usg=al kj r hi kf owebbr hzp25ti er Or r f 6xqqi g Bt ock !
66. 249. 64. 185 |l srael 147.237.77. 17 |nazi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3834- 9547- he/ i gf . aspx B ock 1
66. 249. 64. 180 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4932- 5689- he/ i gf . aspx Bl ock 1
157. 55. 39. 58 ;h;tt:g 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to nazi.idf.il/599-he/t ot chani maspx Bl ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi . i df . i {haut hori zed URL Access to nazi.idf.il/14-7710-he B ock 1
40.77.167. 84 gq;::‘: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
85. 65. 185. 40 | srael 147.237.77. 17 |nazi .idf.i |0 stri buted Uhaut hori zed URL Access on nazi.idf.il/xnirpc. php Bl ock 1
66. 249. 69. 10 | srael 147.237.77. 17 |nazi .i df . i {Uhaut hori zed URL Access to 147.237.77.17/ 113-9357- he/ i gf . aspx B ock 1
31.210. 189. 252 |l srael 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 1
5.22.134. 154 | srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx Bl ock 1
66. 249. 64. 175 |l srael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 4932- 8181- he/ i gf . aspx Bl ock 1
79.182.16.176 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 1
37.142.123.31 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 1
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