11-25-2015 to 11-26-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

1658

N

. .\&.
&
Top Tar get
[Top Attackers |
B 66. 249. 64. 124, |srael
207.241.226.42, lhited Sates
I 66. 249. 64. 185, |srael
37.142.64. 73, |srael
Nunmber H 66.249.64. 124, Whited Sates
a
W 37.142.64. 25, | |
Att acks 3 64.25, Israe
W 37.142.64.3, |Israel
H 185.28.189.8, Lhited Sates
66. 249. 64. 175, |srael
> N o Il 188. 165. 15. 84, France
& S & > &
c}fzr 6’2} R éfo . c}fd?" ‘3& R é’b Q\té\
> .
X 'ﬁ) @:b \\Q’b Ao q,b‘
3 & & 3 & N
(W v v & 3 e}
NZ A~ A\ o 2 o
% NS & ‘b
o s
ng‘

Top Attackers



11-25-2015 to 11-26-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address [Ste |9 gnature | Device Action |DP location. Location |Count |
66. 249. 64. 124 | srael 147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1464




11-25-2015 to 11-26-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Address |Ste |S gnat ure |mvi ce Action |Oount |
188. 165. 15. 84 France 147.237.77.17 nazi.idf.il |C228: HITP. AhrefBot craw er B ock 3
185. 28. 189. 8 Lhited Sates |147.237.77.17 |nazi.idf.il |@25: HITP. access to adnini strator/index. php -> Quarantine B ock 1




11-25-2015 to 11-26-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | count |
66. 249. 64. 124 Lhited Sates 147.237.77. 17 |nazi .i df . i [ET SCAN NVAP -sA (2) 4
66. 249. 64. 8 Lhited Sates 147.237.77. 17 |nazi . i df . i [ET SCAN NVAP -sA (2) 2
42 48.224. 74 Chi na 147 237.77. 17 \vmzi i df i grgxe)NV Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
109.74.226.90 |7 Istanc Rpublic 1147 537,77, 17 |nazi i of i {ET SOAN Potential SSH Scan 1
45. 63. 16. 132 147.237.77. 17 |nazi .i df . i |ET SCAN Potential SSH Scan 1
193. 105. 134. 220|Sweden 147.237.77. 17 |nazi .i df . i [ET SCAN NVAP -sS wi ndow 1024 1




11-25-2015 to 11-26-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Devi ce Action |Count |
208. 115. 111. 75 Lhited Sates |147.237.77.17 |nazi.idf.il|drop SAMrul e drop 34
81.218. 148. 177 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval i d sequence nunier noni t or 27
46. 19. 85. 80 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 26
46.19. 85. 164 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 16
46. 19. 85. 164 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
5. 102. 254. 125 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 6 | srael 147.237.77.17 |nazi.idf.il[SYN Attack SYN - > SYN-ACK -> RST rej ect 9
46.19. 86. 222 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 9
79.179. 50. 221 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 93 | srael 147.237.77.17 |nazi.idf.il[SYN Attack SYN - > SYN-ACK -> RST rej ect 9
80. 178. 99. 208 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 5
207. 241. 226. 42 Lhited Sates |147.237.77.17 |nazi.idf.il|drop SAMrul e drop 5
46. 19. 85. 16 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 86. 93 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 96 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 4
37.142.127.161 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
84.108. 45. 97 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 4
37.26. 147. 249 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 133. 52 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.130. 74 | srael 147.237.77.17 |nazi.idf.il[SYN Attack SYN - > SYN-ACK -> Ti nmeout rej ect 4
94. 230. 86. 181 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 85. 16 | srael 147.237.77.17 |mazi.idf.il|Bad TCP sequence Invalid ACK nunber alert 2
2.54.32.118 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcenent Molation |Véb Servers S ow HITP Denial of Service rej ect 2
46.19. 86.0 | srael 147.237.77.17 |nazi.idf.il|Bad TCOP sequence Invalid ACK nunber noni t or 2
46.19. 86. 182 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval i d ACK nunber noni t or 2
84.111.182.9 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 2
2.54.45.132 | srael 147.237.77.17 |nazi.idf.il|[Véb Server Enforcenent Mol ation Wb Servers d ow HITP Denial of Service rej ect 2
5. 102. 254. 135 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 2
66. 249. 64. 8 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
87.69. 0. 103 | srael 147.237.77.17 |nazi.idf.il|Bad TCOP sequence Invalid ACK nunber noni t or 1
216.218. 206. 100 |[Lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
31. 154. 233. 47 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 1
66. 249. 64. 124 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
188. 138. 1. 218 Cer many 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 206 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST alert 1
46.19. 85. 200 | srael 147.237.77.17 |nazi.idf.il|Bad TGP sequence Inval id ACK nunber noni t or 1
141.212.121.192 |lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST alert 1
85. 130. 201. 77 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
5. 102. 254. 77 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
46.117. 85. 241 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
185. 3. 146. 131 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 120 | srael 147.237.77.17 |nazi.idf.il[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.163 |lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
89. 142. 172. 29 9 oveni a 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
216.218.206. 110 |lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
31. 154. 233. 47 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d sequence nunier noni t or 1
79.176. 225. 22 | srael 147.237.77.17 |nazi.idf.il|Bad TCOP sequence Invalid ACK nunber noni t or 1
188. 138. 17. 205 France 147.237.77.17 |nazi.idf.il[SYN Attack SYN - > SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1




11-25-2015 to 11-26-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |Ste ‘S gnature Action ‘Count
207. 241. 226. 42 gﬁ;ttg: 147.237.77. 17 |nazi .idf . i |Mil ti pl e Unaut hori zed URL Access from 207. 241. 226. 42 B ock 70
207. 241. 226. 42 LShIaItss 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 33
37.142.64.3 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 3
66. 249. 64. 185 I srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 3
37.142.64.73 | srael 147.237.77. 17 |nazi .idf.i|D stributed PH? At enpt B ock 2
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 2
37.142.64. 25 | srael 147.237.77. 17 |nazi.idf.i|D stributed PHP At enpt B ock 2
37.26.146. 134 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
62.219. 163. 146 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
185. 28. 189. 8 g‘;tt:: 147.237.77. 17 |nazi .idf.i|D stributed PHP At enpt B ock 1
109. 66. 210. 43 | srael 147.237.77. 17 |nazi.idf.i|D stributed PHP At enpt B ock 1
40.77. 167. 18 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
81.218.116. 129 |lsrael 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77.17/ 571-he/i gf . aspx B ock 1
37.142.64. 25 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed UR. Access to ww nazi.idf.il/xmrpc. php B ock 1
Lhi ted .. {Unaut hori zed URL Access to
8.37.71.31 Sates 147.237.77. 17 nazi i df .| WA nazi . i df.i1/41-he/i gf . aspx&usg=al kj r hi x5y3csxqj i misy3 wdwr 3suwng Bl ock !
79.176. 60. 161 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
66.249. 64. 175 |lsrael 147.237.77. 17 |nazi . i df.i|Unaut hori zed URL Access to 147.237.77.17/113-9835- he/ i gf . aspx B ock 1
5. 102. 207. 23 | srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
207. 46. 13. 30 ;q;:ee: 147.237.77. 17 |nazi . i df . i [Lhaut hori zed URL Access to igf.idf.il/tenpl ates/shared usercontrol s/ newsgal | ery/ B ock 1
157. 55. 39. 58 g‘;tt:: 147.237.77. 17 |nazi . i df .i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / B ock 1
46.121. 208. 233 |l srael 147.237.77. 17 |nazi.idf.i|D stributed PHP At enpt B ock 1
37.142. 186. 247 |l srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
87.69.11. 136 I srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt Bl ock 1
79.182. 133. 137 |l srael 147.237.77. 17 |nazi . i df . i |{Unaut hori zed URL Access to 147.237.77. 17/ 3848- 5183- he/ i gf . aspx Bl ock 1
Lhi ted .. . {Unaut hori zed URL Access to
8.37.70.105  lggtes 147.237. 77 17 |z . 1o 1) o7 i df i 1/70- hel i of . aspx&usg=al kj r hggl uzxdOhoesxwn8we v yzxyxl a B ock !
68. 180. 228. 160 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to nazi.idf.il/14-8335-he Bl ock 1
64. 251. 27. 99 g;:: 147.237.77. 17 |nazi . i df . i [Lhaut hori zed UR. Access to /robots. txt B ock 1
185.28.189.8 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/wp-1ogin. php B ock 1
109. 66. 210. 43 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
41.218.170. 239 |Egypt 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt B ock 1
82. 80. 180. 142 I srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to 147.237.77.17/si p _storage/fil es/ 1/ 2061. j pg B ock 1
79.176. 60. 161 I srael 147.237.77. 17 |nazi . i df . i |Unhaut hori zed UR. Access to waww nazi . idf.il/xnmrpc. php Bl ock 1
Lhi ted . . {Unaut hori zed URL Access to
8.37.71.69 Sates 147.237.77. 17 nazi i df .| nazi . idf.il/4519-he/i gf . aspx&usg=al kj r hj yghgz9ej r yOsl i 9dbzui vavvi sw Bl ock !
5. 102. 207. 23 | srael 147.237.77. 17 |n@azi .idf.i |O stributed Uhaut hori zed UR. Access on nazi.idf.il/xnhrpc. php B ock 1
207. 46. 13. 136 g‘;ttees 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ 6221- 9268- he/ i gf . aspx B ock 1
157. 55. 39. 62 g‘;tt:: 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ user control s/ newsgal | ery/ B ock 1
46.121. 208. 233 |l srael 147.237.77. 17 |nazi .idf.i |Mil ti pl e Unaut hori zed URL Access from 46. 121. 208. 233 B ock 1
37.142. 186. 247 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
87.69.11. 136 I srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php Bl ock 1
79. 183. 226. 86 I srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt Bl ock 1
Lhi ted .. . {Unaut hori zed URL Access to
8.37.70.141  lgates 147. 237. 77. 17 |zl . 1o 1),y i .11/ 70- hel i gf . aspx&usg=al kj rhi kf owbbbr hzp25ti er Or rf 6xqqi q B ock !
207. 241. 226. 42 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to waw mazi.idf.il/2113-11970- he/ pi wi k. php B ock 1
68. 180. 230. 40 g;:: 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 175 I srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77.17/ B ock 1
185. 120. 126. 82 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
141. 212. 122. 112 g‘;tt:: 147.237.77. 17 |nazi . idf.i|Mal fornmed URL proxytest.znap.io: 80 B ock 1
41.218.170. 239 |Rypt 147.237.77. 17 |nazi . i df . i {Lhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
37.142.64.73 I srael 147.237.77. 17 |nazi .i df.i|D stributed Uhaut hori zed UR. Access on nazi.idf.il/xnrpc. php B ock 1
85. 250. 67. 204 I srael 147.237.77. 17 |nazi .idf.i|D stributed PHP Attenpt Bl ock 1
79. 176. 98. 66 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 1
31.154. 148. 242 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 1
207. 46. 13. 136 Lshlmt:s 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
Lhi ted . . {Unaut hori zed URL Access to
8.37.70.83 Sates 147.237.77. 17 nazi i df .| waw nazi . i df . i1 /62-he/i gf . aspx&usg=al kj r hhnbwdwj chxj k9kxzj gef sz4nugga Bl ock !
175.45.58.178 |Hong Kong |147.237.77. 17 |nazi.idf.i|Uaut hori zed URL Access to 147.237.77. 17/t munbl ock. cgi B ock 1
62.219. 163. 146 |l srael 147.237.77. 17 |nazi.idf.i|D stributed PHP At enpt B ock 1
40.77. 167. 17 g‘;:ﬁd 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to www nmazi . idf.il/14-10106- he Bl ock 1
Unaut hori zed URL Access to
95. 86. 110. 210 | srael 147.237.77. 17 |nazi . idf.i|mazi . idf.il/113-8989-he/i gf . aspx&a=u&ved=0ahukew xgp- gxqzj ahwghhi khs9cbr cqf gg |B ock 1
omai &usg=af gj cnh- zo70vgqr dj i crmpi n8nxyaecwa
79. 183. 226. 86 | srael 147.237.77. 17 |nazi .i df.i|DO stributed Unhaut hori zed URL Access on nazi.idf.il/xnrpc. php Bl ock 1
37.142. 64. 25 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
Lhi ted .. . {Unaut hori zed URL Access to
8.37.71.13 Sates 147.237.77. 17 nazi i df .| nazi . i df.il/4519-he/i of . aspx&isg=al kj r hj yghgz9ej r yOsl i 9dbzui vavvi sw Bl ock !
213. 151. 46. 53 I srael 147.237.77. 17 |nazi .idf.i|D stributed Unaut hori zed URL Access on 147.237.77.17/ 571-he/ i gf . aspx Bl ock 1
79. 143. 180. 15 Ger many 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to nazi.idf.il/5578-he/ nailto:igf @df.gov.il Bl ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
188.138. 1. 218 |Ger many 147.237.77. 17 |nazi .idf.i|D stributed Waut hori zed URL Access on 147.237.77. 17/ B ock 1
141. 212. 122. 160 g‘;ttees 147.237.77. 17 |nazi .idf.i{D stributed Unaut hori zed URL Access on 147.237.77.17/ B ock 1
46.121.97.118 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 1
37.142.64.73 | srael 147.237.77. 17 |nazi .idf.i|Uhaut hori zed URL Access to mnazi.idf.il/xnrpc. php B ock 1
85. 250. 67. 204 | srael 147.237.77. 17 |n@azi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/xnirpc. php B ock 1
79.181. 108. 141 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 1




11-25-2015 to 11-26-2015

A tacker

Attacker Address Geo Target Address |Ste ‘S gnature

Lhi ted .. . {Unauthori zed URL Access to
8.37.70.96 Sates 147.237.77. 17 nazi i df .| nazi . idf.il/5078-6077-he/i gf . aspx&usg=al kj r hhx8t ok6v_keydkg3hpacwgzi hskg Bl ock !
66. 249. 64. 185 | srael 147.237.77. 17 |nazi .idf.i|Unhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
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