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Top Attackers 

66.249.64.124, Israel

207.241.226.42, United States

66.249.64.185, Israel

37.142.64.73, Israel

66.249.64.124, United States

37.142.64.25, Israel

37.142.64.3, Israel

185.28.189.8, United States

66.249.64.175, Israel

188.165.15.84, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.64.124 Israel 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1464

 11-25-2015 to 11-26-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.84 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 3

185.28.189.8 United States 147.237.77.17 mazi.idf.il C025: HTTP: access to administrator/index.php -> Quarantine Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.64.124 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 4

66.249.64.8 United States 147.237.77.17 mazi.idf.ilET SCAN NMAP -sA (2) 2

42.48.224.74 China 147.237.77.17 mazi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

109.74.226.90
Iran, Islamic Republic
of

147.237.77.17 mazi.idf.ilET SCAN Potential SSH Scan 1

45.63.16.132 147.237.77.17 mazi.idf.ilET SCAN Potential SSH Scan 1

193.105.134.220 Sweden 147.237.77.17 mazi.idf.ilET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

208.115.111.75 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 34

81.218.148.177 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 27

46.19.85.80 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 26

46.19.85.164 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 16

46.19.85.164 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 16

5.102.254.125 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 12

46.19.85.6 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

46.19.86.222 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

79.179.50.221 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.86.93 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

80.178.99.208 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 5

207.241.226.42 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 5

46.19.85.16 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

46.19.86.93 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

46.19.85.96 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

37.142.127.161 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

84.108.45.97 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

37.26.147.249 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

80.246.133.52 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

213.57.130.74 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

94.230.86.181 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 3

46.19.85.16 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 2

2.54.32.118 Israel 147.237.77.17 mazi.idf.il Web Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

46.19.86.0 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

46.19.86.182 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

84.111.182.9 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

2.54.45.132 Israel 147.237.77.17 mazi.idf.il Web Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

5.102.254.135 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

66.249.64.8 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 2

87.69.0.103 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

216.218.206.100 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

31.154.233.47 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

66.249.64.124 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

188.138.1.218 Germany 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.86.206 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

46.19.85.200 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.121.192 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

85.130.201.77 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

5.102.254.77 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.117.85.241 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

185.3.146.131 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.86.120 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.163 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

89.142.172.29 Slovenia 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.218.206.110 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

31.154.233.47 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 1

79.176.225.22 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 1

188.138.17.205 France 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

207.241.226.42
United
States

147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 207.241.226.42 Block 70

207.241.226.42
United
States

147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 33

37.142.64.3 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 3

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 3

37.142.64.73 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 2

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 2

37.142.64.25 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 2

37.26.146.134 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

62.219.163.146 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

185.28.189.8
United
States

147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

109.66.210.43 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

40.77.167.18
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

81.218.116.129 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

37.142.64.25 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/xmlrpc.php Block 1

8.37.71.31
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/41-he/igf.aspx&usg=alkjrhix5y3csxqjimdsy3_wdwvr3suwwg

Block 1

79.176.60.161 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9835-he/igf.aspx Block 1

5.102.207.23 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

207.46.13.30
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

157.55.39.58
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/ Block 1

46.121.208.233 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

37.142.186.247 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

87.69.11.136 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

79.182.133.137 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5183-he/igf.aspx Block 1

8.37.70.105
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/70-he/igf.aspx&usg=alkjrhggluzxd0hoesxwn8w-vmlyzxyxla

Block 1

68.180.228.160
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

64.251.27.99
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to /robots.txt Block 1

185.28.189.8
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/wp-login.php Block 1

109.66.210.43 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

41.218.170.239 Egypt 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

82.80.180.142 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

79.176.60.161 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/xmlrpc.php Block 1

8.37.71.69
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4519-he/igf.aspx&usg=alkjrhjyqhgz9ejry0sli9dbzuivavvisw

Block 1

5.102.207.23 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

207.46.13.136
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6221-9268-he/igf.aspx Block 1

157.55.39.62
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

46.121.208.233 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 46.121.208.233 Block 1

37.142.186.247 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

87.69.11.136 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

79.183.226.86 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

8.37.70.141
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/70-he/igf.aspx&usg=alkjrhikfow6bbrhzp25tier0rrf6xqqiq

Block 1

207.241.226.42
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/113-11970-he/piwik.php Block 1

68.180.230.40
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

185.120.126.82 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

141.212.122.112
United
States

147.237.77.17 mazi.idf.ilMalformed URL proxytest.zmap.io:80 Block 1

41.218.170.239 Egypt 147.237.77.17 mazi.idf.ilUnauthorized URL Access to m.mazi.idf.il/xmlrpc.php Block 1

37.142.64.73 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

85.250.67.204 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

79.176.98.66 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

31.154.148.242 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

207.46.13.136
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

8.37.70.83
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
www.mazi.idf.il/62-he/igf.aspx&usg=alkjrhhnbwdwjchxjk9kxzjgefsz4nugqa

Block 1

175.45.58.178 Hong Kong 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/tmunblock.cgi Block 1

62.219.163.146 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

40.77.167.17
United
States

147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-10106-he Block 1

95.86.110.210 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/113-8989-he/igf.aspx&sa=u&ved=0ahukewixgp-gxqzjahwghhikhs9cbrcqfgg
omai&usg=afqjcnh-zo70vgqrdjicmnpin8nxyaecwa

Block 1

79.183.226.86 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

37.142.64.25 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

8.37.71.13
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4519-he/igf.aspx&usg=alkjrhjyqhgz9ejry0sli9dbzuivavvisw

Block 1

213.151.46.53 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/571-he/igf.aspx Block 1

79.143.180.15 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5578-he/mailto:igf@idf.gov.il Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

188.138.1.218 Germany 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

141.212.122.160
United
States

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

46.121.97.118 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

37.142.64.73 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to m.mazi.idf.il/xmlrpc.php Block 1

85.250.67.204 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

79.181.108.141 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1
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8.37.70.96
United
States

147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/5078-6077-he/igf.aspx&usg=alkjrhhx8tok6v_keydkq3hpacwgzihskg

Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1
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