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Top Attackers 

66.249.81.214, United States

66.96.128.60, United States

184.168.193.34, United States

62.219.254.22, Israel

213.8.245.50, Israel

109.67.172.216, Israel

66.249.64.175, Israel

66.249.64.185, Israel

66.249.64.180, Israel

213.8.245.58, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.81.214 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 312

62.219.254.22 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 24
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

66.96.128.60 United States 147.237.77.17 mazi.idf.il 3808: HTTP: SQL Injection Variable Declaration Evasion Block 18

66.96.128.60 United States 147.237.77.17 mazi.idf.il 6134: HTTP: SQL Injection Variable Declaration Evasion Block 18

188.165.15.84 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 3

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

91.142.253.133 Netherlands 147.237.77.17 mazi.idf.il 3809: HTTP: SQL Injection Evasion SQL Comment Terminator Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.96.128.60 United States 147.237.77.17 mazi.idf.il SQL Injection - Select From 40

184.168.193.34 United States 147.237.77.17 mazi.idf.il SQL Injection - Select From 26

66.249.64.8 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

66.249.64.124 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

91.142.253.133 Netherlands 147.237.77.17 mazi.idf.il SQL Injection - Select From 2

46.228.207.18 Germany 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

90.2.140.139 France 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

208.80.155.223 United States 147.237.77.17 mazi.idf.il Tehila - Perl LWP with fake user agent 1

112.33.8.16 China 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1

185.92.72.23 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

188.165.15.66 France 147.237.77.17 mazi.idf.ildrop SAM rule drop 56

109.66.196.141 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 44

77.125.126.119 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 17

184.168.193.34 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 17

46.19.85.194 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 16

46.19.85.194 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

46.19.85.191 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

46.19.86.73 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

93.113.125.11 Romania 147.237.77.17 mazi.idf.il
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 9

46.116.240.156 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

213.57.134.190 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 9

46.19.85.72 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

46.117.101.252 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 9

213.57.134.190 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 5

46.19.85.47 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

149.88.159.61 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.247 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

128.232.110.28
United
Kingdom

147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.86.73 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.175 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

37.46.39.230 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

71.126.144.58 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

109.186.15.181 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

79.182.162.204 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

208.54.4.130 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

188.138.17.205 France 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 3

5.102.254.242 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.196 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

212.199.63.46 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

46.19.86.167 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

31.168.71.249 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

2.54.10.160 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

46.19.86.169 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

89.138.81.80 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

46.19.86.196 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

74.82.47.26 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.108 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

5.29.156.105 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.117.85.241 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.86.167 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

112.74.67.109 China 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

216.243.31.2 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.134 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

80.246.130.134 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

66.249.81.219 Israel 147.237.77.17 mazi.idf.ilDirectory Traversal directory traversal overflow monitor 1

176.12.142.151 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.52.171.12 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.100 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.134 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

213.8.245.50 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 213.8.245.50 Block 13

109.67.172.216 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 10

213.8.245.58 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 213.8.245.58 Block 4

157.55.39.58 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to www.mazi.idf.il/113-11269-he/Ã—Â¨Ã—â€¢Ã—â€˜Ã—
â€¢Ã—Ëœ, Ã—â€?Ã—â€œÃ—â€¢Ã—Â¨ Ã—â€?Ã—â€˜Ã—Â?.aspx

Block 2

62.219.192.167 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

157.55.39.117 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11581-he/Ã—Å“Ã—Å“Ã—Â? Ã—â€™Ã—
â€˜Ã—â€¢Ã—Å“Ã—â€¢Ã—Âª.aspx

Block 2

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 2

5.29.40.9 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

212.179.152.234 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/xmlrpc.php Block 1

66.249.81.219 Israel 147.237.77.17 mazi.idf.ilURL is Above Root Directory m.mazi.idf.il/../images/body.jpg Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

157.55.39.248 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8330-he Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5551-7046-he/igf.aspx Block 1

89.139.29.182 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.8 Block 1

31.13.112.120 Ireland 147.237.77.17 mazi.idf.il

Unauthorized URL Access to
mazi.idf.il/586-8696-he/igf.aspx&docid=ddtijy51qyxitm&w=274&h=182&ei=f0rftsrtnj
swhqfk04wrbg&zoom=1&iact=hc&page=1&tbnh=126&tbnw=156&start=0&ndsp=21&v
ed=1t:429,r:0,s:0&biw=1024&bih=677

Block 1

213.151.34.215 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 1

79.181.153.88 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4932-5689-he/igf.aspx Block 1

207.46.13.128 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5013-9133-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9634-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-11068-he/igf.aspx Block 1

109.64.131.189 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

84.109.243.176 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

54.162.82.4 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

221.231.6.246 China 147.237.77.17 mazi.idf.ilUnauthorized HTTP Method Block 1

5.29.40.9 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

212.235.34.70 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9796-he/igf.aspx Block 1

173.252.115.85 United States 147.237.77.17 mazi.idf.il

Unauthorized URL Access to
mazi.idf.il/586-8696-he/igf.aspx&docid=ddtijy51qyxitm&w=274&h=182&ei=f0rftsrtnj
swhqfk04wrbg&zoom=1&iact=hc&vpx=628&vpy=120&dur=281&hovh=137&hovw=19
1&tx=122&ty=50&page=1&tbnh=126&tbnw=156&start=0&ndsp=21&ved=1t:429,r:0,
s:0&biw=1024&bih=677

Block 1

141.212.122.96 United States 147.237.77.17 mazi.idf.ilDistributed Malformed URL Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7711-he Block 1

91.235.106.1
Russian
Federation

147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

79.181.153.88 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/xmlrpc.php Block 1

40.77.167.17 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-7712-he Block 1

213.151.59.196 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

207.46.13.128 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/5651-7728-he/igf.aspx Block 1

157.55.39.58 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-8334-he Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-9641-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3697-he/igf.aspx Block 1

109.64.131.189 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

87.69.207.137 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/templates/newslist/undefined Block 1

221.231.6.246 China 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

5.29.43.182 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

77.125.10.97 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-10318-he/igf.aspx Block 1

176.12.141.239 Israel 147.237.77.17 mazi.idf.il
Parameter Type Violation Master$ucHeader$ucSearchControl$txtSearch in
www.mazi.idf.il/4085-he/igf.aspx

Block 1

149.88.117.102 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

91.235.106.1
Russian
Federation

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

84.108.156.202 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

46.117.142.18 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

217.132.32.207 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

212.179.152.234 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

109.66.196.141 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

89.139.29.182 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/5676-7827-he/ifg.aspx Block 1

5.29.43.182 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

77.125.10.97 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/165-he/igf.aspx Block 1

192.114.105.254 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

149.88.117.102 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/113-10724-he/igf.aspx Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

93.113.125.11 Romania 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /readme_for_decrypt.txt Block 1

84.109.243.176 Israel 147.237.77.17 mazi.idf.ilDistributed PHP Attempt Block 1

46.117.142.18 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1

217.132.32.207 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/xmlrpc.php Block 1
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