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Top Attackers 

66.249.64.124, United States

5.9.98.130, Germany

201.6.130.155, Brazil

66.249.64.175, Israel

62.219.254.22, Israel

201.6.230.155, Brazil

66.249.64.185, Israel

188.165.15.84, France

91.199.69.254, Israel

96.31.92.94, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.64.124 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 541

62.219.254.22 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 6
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.84 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 4

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.64.124 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

66.249.64.2 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

45.63.0.63 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

45.63.0.63 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

90.44.93.107 France 147.237.77.17 mazi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.86.218 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 49

213.57.136.214 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 28

213.57.139.196 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 18

46.19.86.67 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 17

176.106.44.141 Palestinian Territory, Occupied 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 17

46.19.85.109 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 16

203.133.170.214 Korea, Republic of 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 16

79.181.48.141 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 14

46.19.86.100 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 13

77.126.14.156 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 12

46.19.85.216 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 10

84.108.120.67 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 10

185.3.146.238 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 6

213.57.134.141 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 5

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 5

199.203.215.1 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.216 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.88 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

79.182.16.72 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

109.66.102.237 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.94 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

37.46.39.143 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.94 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

37.142.153.35 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

37.26.147.252 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.117.155.120 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

5.22.131.108 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

94.188.248.67 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

185.3.146.220 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.67 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

101.6.30.81 China 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

40.77.167.17 United States 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

5.29.215.20 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

46.19.86.28 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

46.19.85.172 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

109.65.180.33 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

82.102.169.210 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.218.206.80 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

37.26.149.142 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

66.249.64.2 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

199.203.176.50 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

2.54.23.185 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

184.105.247.232 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

46.19.85.114 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

104.192.0.226 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

220.156.184.4 India 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 1

46.19.85.40 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

5.102.254.102 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

5.9.98.130 Germany 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 5.9.98.130 Block 21

201.6.130.155 Brazil 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 201.6.130.155 Block 9

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 5

201.6.230.155 Brazil 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 201.6.230.155 Block 4

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 3

91.199.69.254 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 3

96.31.92.94 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/shared/clientscripts/.aspx Block 2

89.139.49.160 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

212.199.16.193 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation __EVENTVALIDATION in mazi.idf.il/700-he/igf.aspx Block 2

79.180.223.17 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 2

79.181.48.141 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

46.19.86.239 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/hi Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7713-he Block 1

183.79.223.203 Japan 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/robots.txt Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7711-he Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

201.6.230.155 Brazil 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/4 Block 1

149.78.238.137 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/newslist/undefined Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3728-8808-he/igf.aspx Block 1

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7711-he Block 1

104.183.236.190 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

68.180.230.40 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

207.46.13.137 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

157.55.39.57 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8347-he Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6368-9590-he/igf.aspx Block 1

213.57.197.4 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

201.6.130.155 Brazil 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/42 Block 1

104.192.0.226 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to /util_gw.js Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

5.9.98.130 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/shared/usercontrols/vodchannel/ Block 1

207.46.13.161 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

176.106.44.141
Palestinian
Territory, Occupied

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

95.86.104.83 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
m.mazi.idf.il/7322-11795-he/mazi.aspx&sa=u&ved=0ahukewimk4nknafjahuing4
khtjoad8qfggbmay&usg=afqjcngb9i08tw3fbb4lqxjmi_tdvhcb7w

Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7708-he Block 1

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/6511-9890-he/igf.aspx Block 1

216.223.27.29 United States 147.237.77.17 mazi.idf.il
URL is Above Root Directory
igf.idf.il/../images/1.he/navigation/navigation_arrow.gif

Block 1

109.66.119.77 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1
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