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11-23-2015 to 11-24-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66. 249. 64. 124

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 541
62. 219. 254. 22 | srael 147.237.77.17 |nazi.idf.il |B ock Udp Al Nets drop BBL- | srael 6




11-23-2015 to 11-24-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
188. 165. 15. 84 France 147.237.77. 17 nazi.idf.il @28: HITP. AhrefBot craw er Bl ock 4
220. 156. 184. 4 I ndi a 147.237.77. 17 nazi.idf.il @28 HITP. AhrefBot craw er Bl ock 1




11-23-2015 to 11-24-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
45. 63. 0. 63 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
45. 63. 0. 63 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
90. 44. 93. 107 France 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




11-23-2015 to 11-24-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
46.19. 86. 218 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 49
213.57.136.214 |lsrael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 28
213.57.139.196 |lsrael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 18
46. 19. 86. 67 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 17
176.106.44. 141 |Palestinian Territory, Qcupied |147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransmt wth different wndow scale |nonitor 17
46.19. 85. 109 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 16
203.133.170. 214 |Korea, Republic of 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 16
79.181. 48. 141 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |SYNretransmt wth different wndow scale |nonitor 14
46.19. 86. 100 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 13
77.126. 14. 156 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 85. 216 | srael 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 10
84.108. 120. 67 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 10
185. 3. 146. 238 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 6
213.57.134.141 |lsrael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
199. 203. 215. 1 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber alert 5
199. 203. 215. 1 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 5
46. 19. 85. 216 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACGK nunber noni t or 5
46. 19. 85. 88 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
79.182.16. 72 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
109. 66. 102. 237 |l srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 85. 94 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 4
37.46. 39. 143 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 4
46. 19. 85. 94 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACGK nunber noni t or 4
37.142. 153. 35 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26. 147. 252 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.117.155. 120 |l srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22.131.108 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
94. 188. 248. 67 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 2
185. 3. 146. 220 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACGK nunber noni t or 2
46. 19. 86. 67 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
101. 6. 30. 81 Chi na 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
40.77.167. 17 Lhited Sates 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 2
5.29. 215. 20 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 2
46. 19. 86. 28 | srael 147.237.77.17 |nazi.idf.il{Bad TCP sequence |l nvalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST alert 1
46.19. 85. 172 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
109. 65. 180. 33 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
82.102. 169. 210 |Israel 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.80 |Lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
37.26. 149. 142 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 64. 2 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACGK nunber noni t or 1
199. 203.176.50 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
2.54.23.185 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
184. 105. 247. 232 |lLhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192 |lhited Sates 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST alert 1
46.19. 85. 114 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
104. 192. 0. 226 Lhited Sates 147.237.77.17 |nazi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
220. 156. 184. 4 I ndi a 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout alert 1
46. 19. 85. 40 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
5. 102. 254. 102 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1




11-23-2015 to 11-24-2015

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

‘ Target Address

Ste

‘S‘ gnature

Devi ce

‘Count

Action

5.9.98.130 CGer many 147.237.77. 17 |mazi .idf.i [Mil tipl e Uhaut hori zed URL Access from5. 9. 98. 130 Bl ock 21
201.6.130.155 |Bazil 147.237.77. 17 |mazi .i df .i [Mul ti pl e Uhaut hori zed URL Access from 201. 6. 130. 155 Bl ock 9
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/ B ock 5
201.6.230.155 |Bazil 147.237.77. 17 |mazi .i df . i [Mil ti pl e Uhaut hori zed URL Access from 201. 6. 230. 155 B ock 4
66. 249. 64. 185 | srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 3
91. 199. 69. 254 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned Bl ock 3
96. 31. 92. 94 Lhited Sates 147.237.77. 17 |mazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/shared/clientscripts/.aspx Bl ock 2
89. 139. 49. 160 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned Bl ock 2
212.199. 16. 193 |l srael 147.237.77. 17 |nazi . i df . i |Paraneter Type M olation _ EVENTVALIDATION i n nazi .idf.il/700-he/idf.aspx B ock 2
79.180. 223. 17 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 2
79.181. 48. 141 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/571-heli gf . aspx Bl ock 1
46.19. 86. 239 | srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed LR. Access to igf.idf.il/hi B ock 1
208.115.111.75 |lWhited Sates 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-7713-he Bl ock 1
183. 79. 223. 203 |Japan 147.237.77. 17 |nazi .idf .i|D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt Bl ock 1
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7711-he B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
201. 6. 230. 155 Brazil 147.237.77. 17 |nazi . i df . i JUhaut hori zed UR_ Access to nazi.idf.il/4 Bl ock 1
149. 78. 238. 137 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newslist/undefined B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3728- 8808- he/ i gf . aspx Bl ock 1
66. 249. 64. 124 | srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-7711-he Bl ock 1
104. 183. 236. 190|Lhited Sates 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
68. 180. 230. 40 |lhited Sates 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
207. 46. 13. 137 Lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/robot s. t xt Bl ock 1
157. 55. 39. 57 Lhited Sates 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-8347-he Bl ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 6368- 9590- he/ i gf . aspx Bl ock 1
213.57.197. 4 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed UR. Access to nazi.idf.il/ufi/reaction/ B ock 1
201.6.130. 155 |Brazil 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/42 B ock 1
104.192.0.226 |lhited Sates 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to /util gwjs Bl ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 1
5.9.98.130 CGer many 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to igf.idf.il/shared/ usercontrol s/ vodchannel / Bl ock 1
: .. . . JUauthorized URL Access to
207.46.13.161  |Uhited Sates 147.237.77. 17 |nazi . of .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
176.106. 44. 141 AN 1147 237.77.17 |mazi i cf i {Unaut hori zed URL Access to 147.237.77.17/571-hel i gf . aspx Bock |1
Territory, Qcupi ed
Unaut hori zed URL Access to
95. 86. 104. 83 | srael 147.237.77. 17 |mazi .i df . i lm mazi . i df . i | / 7322- 11795- he/ mazi . aspx&a=u&ed=0ahukewi nk4nknaf j ahui ng4 |B ock 1
kht j oad8qgf ggbnay&usg=af qj cngh9i 08t waf bb4l gxj m _t dvhcb7w
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |mazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/14-7708-he Bl ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/6511- 9890- he/ i gf . aspx Bl ock 1
: .. . . JURL is Above Root Director
216.223.27.29 |wited Sates 147.237.77. 17 |nezi .i of . igr_idf_”/__“nagesll_he/ngvigation/navigaﬂon_anwgif B ock 1
109. 66. 119. 77 | srael 147.237.77. 17 |mazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ Bl ock 1
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