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W 84.108. 184. 137, |srael
77.125. 147. 63, |srael
W 62.90.162. 63, Israel
66. 249. 64. 185, | srael
B 66. 249. 64. 175, |srael
M 46.19.85.9, Israel
W 66.249.64.2, Lhited Sates
W 62.219.254.22, |srael
66. 249. 64. 180, | srael
B 159.203.71.46, Lhited Sates




11-22-2015 to 11-23-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action |CP | ocati on. Locat i on | count
62. 219. 254. 22 | srael 147.237.77. 17 nazi.idf.il Bl ock Udp All Nets drop BB.- | srael 4




11-22-2015 to 11-23-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |S gnat ure |Devi ce Action Count
77.125. 147. 63 | srael 147.237.77. 17 nazi.idf.il C1l000004: HTTP:. options nethod (M crosoft) B ock 2




11-22-2015 to 11-23-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
46. 228. 207. 18 Cer nany 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 50. 162. 202 Italy 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
58.218.177.171 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
94. 102. 48. 195 Net her | ands 147.237.77.17 nazi . idf.il ET SCAN NVAP -sS wi ndow 1024 1




11-22-2015 to 11-23-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
46.120. 234. 140 |l srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 961
132.71.85. 79 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 784
46.19. 86. 110 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 37
213.57.181.227 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 36
46. 19. 86. 110 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 27
104.173.216. 206 |lLhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 25
84.108. 217. 36 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 17
46.19. 85. 9 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 11
185. 3. 146. 249 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 10
84.108. 184. 137 |l srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 10
109. 67. 2. 86 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 9
208.115.113.91 |lhited Sates |147.237.77. 17 |nazi.idf.il|drop SAMrul e drop 8
188. 120. 148. 144 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 7
46. 19.85.9 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 5
5. 102. 254. 28 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 155 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber alert 4
5.102. 254. 191 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
46.19. 85. 155 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.129. 13 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 76 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 4
46. 19. 85. 62 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64. 101. 193 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 4
216.223. 27. 55 Lhited Sates |147.237.77.17 |nazi.idf.il|Drectory Traversal directory traversal overflow noni t or 4
213.57.134.79 | srael 147.237.77.17 |nazi.idf.il{SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.19. 86. 237 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 4
149. 78. 231. 61 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
46.19. 85. 118 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 4
85. 64. 135. 211 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 4
213.57.134.79 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 4
46. 116. 94. 254 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 4
5.28.178. 113 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 3
85. 64. 151. 20 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
2.54.21.215 | srael 147.237.77.17 |nazi.idf.il|Véb Server Enforcemnent Molation |Veéb Servers S ow HITP Denial of Service rej ect 2
46.19. 85. 229 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 2
85. 64. 151. 20 | srael 147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 223. 27. 27 Lhited Sates |147.237.77.17 |nazi.idf.il|Drectory Traversal directory traversa overflow noni t or 1
84.108. 145. 52 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.121.47. 118 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
184.105.139.99 |lhited Sates |147.237.77.17 |[nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 150 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
149.78.198. 118 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber alert 1
216.243.31. 2 Lhited Sates |147.237.77.17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 76 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.19.85.9 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d sequence nunber noni t or 1
85. 64. 101. 193 | srael 147.237.77. 17 |nazi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.131. 85 | srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
79.182.174.175 |lsrael 147.237.77.17 |nazi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
46.120. 230. 139 |l srael 147.237.77.17 |nazi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
169. 229. 3. 90 Lhited Sates |147.237.77.17 |nazi.idf.il|SYN At tack SYN - > SYN-ACK -> RST alert 1
134.169. 104. 11  |Ger nany 147.237.77. 17 |nazi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1




11-22-2015 to 11-23-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo |Target Address |Ste ‘S gnat ure Action ‘Count
84.108. 184. 137 |lsrael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 15
62. 90. 162. 63 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 4
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i |{Uhaut hori zed URL Access to 147.237.77.17/ B ock 4
77.125. 147. 63 | srael 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed HTTP Met hod B ock 2
46.121.47.118 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 2
79.183.0.176 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 64. 185 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
216.223.27.27 |lhited Sates [147.237.77. 17 |mazi.idf.i|JURL is Above Root Directory ww nazi.idf.il/../inages/trans. gif B ock 1
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-4983-he B ock 1
46. 116. 94. 254 | srael 147.237.77. 17 |n@zi . i df . i {Unhaut hori zed URL Access to 147.237.77. 17/ 3850- 5216- he/ i gf . aspx B ock 1
159.203.71.46 |lhited Sates |147.237.77. 17 |nazi.idf.i|Uauthorized URL Access to nazi.idf.il/sip storage/files B ock 1
109. 186. 154. 248l srael 147.237.77. 17 |nazi . i df.i|Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gi f B ock 1
2.54.136. 147 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/571- he/ i gf . aspx B ock 1
66. 249. 64. 180 I srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ Bl ock 1
208.115.111.75 |lhited Sates |147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to ww nazi.idf.il/14-5475-he B ock 1
.. . {lllegal HITP Version (KHTM, |ike Gecko) Version/4.0 Chrone/ 30.0.0.0 Mbile
46.19.85.9 | srael 147.237.77. 17 |nazi .i df .i Saf a%i /537. 36 AC]—EE(FAH / 2100502010 ) B ock 1
157.55.39.180 |lhited Sates |147.237.77. 17 |nazi.idf.i|Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ general / B ock 1
66. 249. 64. 185 I srael 147.237.77. 17 |nazi . i df . i {Unaut hori zed URL Access to 147.237.77. 17/ robot s. t xt Bl ock 1
66. 249. 64. 124 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/14-7708-he B ock 1
183. 79. 221. 139 |Japan 147.237.77. 17 |n@zi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
46. 120. 230. 139 |l srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ B ock 1
147.236.238. 10 |lsrael 147.237.77. 17 |nazi .idf.i|Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
} . .{Unhaut hori zed URL Access to
8.37.70.163  |United Sates |147.237. 77 17|nazi il i} oo v e i)/ 4169- hel i gf . aspx&usg=al ki rhj r u2mhl Byk59bt kI t xnswubhena Bl ock !
77.125. 147. 63 | srael 147.237.77. 17 |n@zi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip storage/files/ 9/ B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock 1
213.57.109. 6 | srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/sip_storage/fil es/ 1/ 2061. | pg B ock 1
66. 249. 64. 8 | srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed UR. Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ B ock 1
46.19. 85. 9 | srael 147.237.77. 17 |nazi . i df . i |{Mal f or med URL appl ewebki t/ 537. 36 B ock 1
157.55.30.248 |[Uhited Sates [147.237.77.17 |nazi.idf. i xu;"i‘)“g;;i zed URL Access to mazi. idf.il1/113- 11260 he/x"xexdxed, xixixex X" B ock 1
85.93.91. 84 Cer many 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/14-he B ock 1
68. 180. 228. 160 |Lhited Sates [147.237.77. 17 |nazi .idf.i|Uhauthorized URL Access to nazi.idf.il/tenpl ates/ general / x’ B ock 1
183. 79. 221. 190 |Japan 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to 147.237.77.17/robots. t xt B ock 1
149.78.231.61 |lsrael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. | pg B ock 1
: .. {Unauthori zed URL Access to

40.77.167.22 Uited Sates [147.237.77. 17 nazi . i df .| 147. 237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
77.237.146. 28 g‘ﬁ)ﬂc 147.237. 77. 17 |nazi . i of . i {Unaut hori zed URL Access to / B ock 1
66. 249. 64. 185 | srael 147.237.77. 17 |nazi .i df.i |[Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 185 B ock 1
213.151. 63. 36 | srael 147.237.77. 17 |nazi . i df . i |Lhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 64. 26 | srael 147.237.77. 17 |nazi . i df . i |Paraneter Type M ol ati on TabNumin igf.idf.il/3793-he/i gf . aspx B ock 1
46. 19. 85. 9 I srael 147.237.77. 17 |nazi . i df . i {lUhknown HTTP Request Met hod | d/ KOT491 . D80220c) i n URL appl ewebki t/537. 36 Bl ock 1
159. 203. 71. 46 Lhited Sates |147.237.77. 17 |nazi.idf.i|Miltiple Unauthori zed UL Access from 159. 203. 71. 46 Bl ock 1
89. 138. 49. 143 | srael 147.237.77. 17 |nazi .idf.i|Dstributed Uhaut hori zed URL Access on nazi.idf.il/inages/transvi deocounter. gif B ock 1
77.125. 147. 63 | srael 147.237.77. 17 |nazi .i df.i |{Mil ti pl e Uhaut hori zed URL Access from 77. 125. 147. 63 B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .idf.i|D stributed Uhaut hori zed URL Access on 147.237.77. 17/ B ock 1
208.115.111.75 |lhited Sates [147.237.77. 17 |nazi .idf.i|Unaut hori zed UR. Access to nazi.idf.il/14-8335-he B ock 1
62.90. 94. 138 I srael 147.237.77. 17 |nazi . i df . i |Uhaut hori zed UR. Access to igf.idf.il/ufi/reaction/ Bl ock 1
46.19.85. 9 I srael 147.237.77. 17 |nazi .i df . i |Abnornal | y Long Request request version Bl ock 1
157.55.39.142 |wited Sates [147.237.77. 17 |nazi i of .i xul":‘,‘it;l‘frxi,,z‘;‘ipiﬂ' Access to mazi.idf.il/4070- 11595- he/ xtx—xaex§xt xox xox¥lg o\ 1
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