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Top Attackers 

84.108.184.137, Israel

77.125.147.63, Israel

62.90.162.63, Israel

66.249.64.185, Israel

66.249.64.175, Israel

46.19.85.9, Israel

66.249.64.2, United States

62.219.254.22, Israel

66.249.64.180, Israel

159.203.71.46, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

62.219.254.22 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 4

 11-22-2015 to 11-23-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

77.125.147.63 Israel 147.237.77.17 mazi.idf.il C1000004: HTTP: options method (Microsoft) Block 2
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.64.2 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 4

46.228.207.18 Germany 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

79.50.162.202 Italy 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

58.218.177.171 China 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

66.249.64.124 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1

94.102.48.195 Netherlands 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.120.234.140 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 961

132.71.85.79 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 784

46.19.86.110 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 37

213.57.181.227 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 36

46.19.86.110 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 27

104.173.216.206 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 25

84.108.217.36 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 17

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 11

185.3.146.249 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 10

84.108.184.137 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 10

109.67.2.86 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 9

208.115.113.91 United States 147.237.77.17 mazi.idf.ildrop SAM rule drop 8

188.120.148.144 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 7

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 5

5.102.254.28 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 5

46.19.85.155 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 4

5.102.254.191 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

46.19.85.155 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

213.57.129.13 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.19.86.76 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.85.62 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

85.64.101.193 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

216.223.27.55 United States 147.237.77.17 mazi.idf.ilDirectory Traversal directory traversal overflow monitor 4

213.57.134.79 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout alert 4

46.19.86.237 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

149.78.231.61 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

46.19.85.118 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 4

85.64.135.211 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

213.57.134.79 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

46.116.94.254 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 4

5.28.178.113 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 3

85.64.151.20 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

2.54.21.215 Israel 147.237.77.17 mazi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

46.19.85.229 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 2

85.64.151.20 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

216.223.27.27 United States 147.237.77.17 mazi.idf.ilDirectory Traversal directory traversal overflow monitor 1

84.108.145.52 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.121.47.118 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

184.105.139.99 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.150 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

149.78.198.118 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

216.243.31.2 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.76 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid sequence number monitor 1

85.64.101.193 Israel 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.131.85 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

79.182.174.175 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number monitor 1

46.120.230.139 Israel 147.237.77.17 mazi.idf.ilBad TCP sequence Invalid ACK number alert 1

169.229.3.90 United States 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

134.169.104.11 Germany 147.237.77.17 mazi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

84.108.184.137 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 15

62.90.162.63 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 4

66.249.64.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 4

77.125.147.63 Israel 147.237.77.17 mazi.idf.ilUnauthorized HTTP Method Block 2

46.121.47.118 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 2

79.183.0.176 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

216.223.27.27 United States 147.237.77.17 mazi.idf.ilURL is Above Root Directory www.mazi.idf.il/../images/trans.gif Block 1

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-4983-he Block 1

46.116.94.254 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5216-he/igf.aspx Block 1

159.203.71.46 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files Block 1

109.186.154.248 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

2.54.136.147 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/ Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to www.mazi.idf.il/14-5475-he Block 1

46.19.85.9 Israel 147.237.77.17 mazi.idf.il
Illegal HTTP Version (KHTML, like Gecko) Version/4.0 Chrome/30.0.0.0 Mobile
Safari/537.36 ACHEETAHI/2100502010

Block 1

157.55.39.180 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/ Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.64.124 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-7708-he Block 1

183.79.221.139 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

46.120.230.139 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1

147.236.238.10 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

8.37.70.163 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4169-he/igf.aspx&usg=alkjrhjru2mhl6yk59btkltxns9wubhema

Block 1

77.125.147.63 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/files/9/ Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

213.57.109.6 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

66.249.64.8 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilMalformed URL applewebkit/537.36 Block 1

157.55.39.248 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11269-he/×¨×•×‘×•×˜, ×”×“×•×¨ ×”
×‘×?.aspx

Block 1

85.93.91.84 Germany 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-he Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/general/×” Block 1

183.79.221.190 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

149.78.231.61 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

40.77.167.22 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

77.237.146.28
Czech
Republic

147.237.77.17 mazi.idf.ilUnauthorized URL Access to / Block 1

66.249.64.185 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 66.249.64.185 Block 1

213.151.63.36 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 1

66.249.64.26 Israel 147.237.77.17 mazi.idf.ilParameter Type Violation TabNum in igf.idf.il/3793-he/igf.aspx Block 1

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilUnknown HTTP Request Method ld/KOT49I.D80220c) in URL applewebkit/537.36 Block 1

159.203.71.46 United States 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 159.203.71.46 Block 1

89.138.49.143 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on mazi.idf.il/images/transvideocounter.gif Block 1

77.125.147.63 Israel 147.237.77.17 mazi.idf.ilMultiple Unauthorized URL Access from 77.125.147.63 Block 1

66.249.64.180 Israel 147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/ Block 1

208.115.111.75 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8335-he Block 1

62.90.94.138 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/ufi/reaction/ Block 1

46.19.85.9 Israel 147.237.77.17 mazi.idf.ilAbnormally Long Request request version Block 1

157.55.39.142 United States 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/4070-11595-he/×ž×—×œ×§×ª ×ª×›× ×•×Ÿ
×•×‘×§×¨×”.aspx

Block 1
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