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Top Attackers

B 66.102.9.91, Lhited Sates
85.64.232. 101, |srael
¥ 109. 186. 154. 248, | srael
80. 246. 130. 87, | srael
B 66. 249. 64. 175, |srael
H 66.249.64. 124, lhited Sates
[ 66.249. 64.180, |srael
W 46.116. 125. 118, |srael
66. 249. 64. 185, | srael
H 109. 186. 181. 139, |srael




11-21-2015 to 11-22-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
66.102. 9. 91

|Atacker Geo |Target Address

|gte

|9 gnature | Device Action |DP location. Location |Count |
Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3576
66. 249. 64. 124 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake violation, first packet not syn drop BBL- Fr ankf urt 1




11-21-2015 to 11-22-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-21-2015 to 11-22-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |S gnature | count |
66. 249. 64. 124 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 64. 2 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 8 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
69. 197. 167. 82 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 8. 93. 183 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
119. 254. 3. 236 Chi na 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 57 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1
46. 166. 190. 177 Net her | ands 147.237.77. 17 nazi.idf.il ET SCAN Potential SSH Scan 1




11-21-2015 to 11-22-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste [Name | gnature | Device Action  |Count |
31.168.242. 124 | srael 147.237.77.17 nazi .idf.il |Bad TCOP sequence SYNretransmt wth different w ndow scal e noni t or 128
37.26. 147. 142 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> Ti meout alert 50
208. 115.113. 91 Lhited Sates |147.237.77.17 nazi.idf.il |drop SAMrul e drop 50
46.19. 85. 181 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 49
46. 19. 85. 181 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 49
2.52.46. 74 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 36
37.26. 147. 142 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 30
208. 115. 111. 75 Lhited Sates |147.237.77.17 nazi.idf.il |drop SAMrul e drop 23
46.19. 86. 145 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 16
46.19. 85. 227 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 16
46. 19. 85. 227 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 16
87.69. 208. 74 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 14
84.111. 140. 105 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 13
77.125.130.178 | srael 147.237.77. 17 nazi.idf.il [SYN Attack SYN - > SYN-ACK -> RST rej ect 10
91. 2. 66. 59 CGer many 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
2.52.46. 74 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 9
79.177.176. 173 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 9
2.52.46. 74 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 9
2.52.46. 74 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Inval i d sequence nunber noni t or 9
46.19. 85. 230 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 9
185. 3. 144. 10 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
5. 102. 254. 152 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.179. 147 | srael 147.237.77.17 nazi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 6
45.112.201. 6 147.237.77. 17 nazi.idf.il [SYN Attack SYN - > SYN-ACK -> RST rej ect 5
46. 19. 85. 49 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
46. 19. 85. 103 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 4
70.199. 111. 239 Lhited Sates |147.237.77.17 nazi.idf.il [Bad TCP sequence Inval i d sequence nunber noni t or 4
85.64.7.2 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85. 74 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber alert 4
46.19. 85. 232 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
46.19. 85. 74 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
185. 3. 146. 227 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 4
70.199. 111. 239 Lhited Sates |147.237.77.17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 49 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber aert 4
46. 19. 85. 103 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
37.142.193. 167 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invali d ACK nunber noni t or 4
79.176.73. 4 | srael 147.237.77. 17 nazi.idf.il [SYN Attack SYN - > SYN-ACK -> RST rej ect 4
5.22.129. 148 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 4
70.199. 111. 239 Lhited Sates |147.237.77.17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
149. 78. 22. 125 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 4
109. 67. 198. 107 | srael 147.237.77.17 nazi .idf.il |Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 4
2.52.179. 147 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Inval i d sequence nunber noni t or 2
2.52.179. 147 | srael 147.237.77. 17 nazi.idf.il |[Bad TCP sequence Invalid ACK nunber aert 2
46.19. 85. 174 | srael 147.237.77. 17 nazi .idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 2
2.52.179. 147 | srael 147.237.77. 17 nazi.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
89.138. 41. 177 | srael 147.237.77. 17 nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
193. 105. 134. 220 Sweden 147.237.77.17 nazi.idf.il |drop SAMrul e drop 1
79.176.118. 70 | srael 147.237.77. 17 nazi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 158 Chi na 147.237.77. 17 nazi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 1
5.102. 254. 72 | srael 147.237.77. 17 nazi .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1




11-21-2015 to 11-22-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address ‘S’ te ‘S’ gnature Action ‘Count
85. 64. 232. 101 | srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 12
80. 246. 130. 87 | srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to waw nazi . idf.il/tenpl ates/ newsl i st/undefined B ock 8
109. 186. 154. 2481 st ael 147.237.77. 17 |nazi i of . (O St /1 But ed thaut hori zed URL Access on Bl ock 6
nazi .idf.il/tenpl ates/ newsl i st/ undefined
109. 186. 154. 248|l srael 147.237.77. 17 |mazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 5
46.116. 125. 118 |l srael 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/5676-7827-he/ifg. aspx B ock 3
66. 249. 64. 185 | srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ B ock 3
66.249. 64.175 |lsrael 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ B ock 3
109. 186. 181. 139|l srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ newsl i st/undefi ned B ock 2
37.142.225. 74 | srael 147.237.77. 17 |nazi . i df . i [Uhaut hori zed URL Access to nazi.idf.il/tenpl ates/ newsl i st/undefi ned B ock 2
66. 249. 64. 175 | srael 147.237.77. 17 |nazi .idf .i |Oi stributed Whaut hori zed URL Access on 147.237.77.17/ B ock 2
66. 249. 64. 180 | srael 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to 147.237.77.17/ B ock 2
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.131.24 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- he/ | gf . aspx B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |nazi .i df . i [Unaut hori zed URL Access to 147.237.77.17/ 4637-5227- hel i gf . aspx B ock 1
66. 249. 64. 124 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/591-he/ handasa. aspx B ock 1
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.133.21 of 147.237.77. 17 |nazi .i df . i 147. 237. 77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
84.111.234.129 |Israel 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
’ .. . .JUnauthorized URL Access to
68. 180. 228. 160 |lLhited Sates 147.237.77. 17 |nazi . i df . i mazi . i k.1 1/tenpl at es/ shared user cont rol s/ vadchannel / B ock 1
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184. 130. 33 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- he/ | gf . aspx B ock 1
66.249. 64. 175 |l srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p _storage/ fil es/ 3/ 1613. | pg B ock 1
183.79.223.12 |Japan 147.237.77. 17 |nazi .idf . i |D stri buted Uhaut hori zed URL Access on 147.237.77. 17/ robot s. t xt B ock 1
109. 67. 198. 107 |l srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
31.184.134.23 |1 Islamc RepuDl Q) 17 537 77, 17 |mawi i o . i {Unaut hor i zed URL Access to 147. 237. 77. 17/ 3850- 5187- he/ i of . aspx B ock 1
Iran, Islanic Republi .. . .|Dstributed Wauthorized URL Access on
31.184.132. 21 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
81.218.229. 198 |lsrael 147.237.77. 17 |nazi .idf . i |Mul ti pl e Uhaut hori zed URL Access from 81. 218. 229. 198 B ock 1
141.212.122. 160|Lhited Sates 147.237.77. 17 |nazi . i df . i |[Uhaut hori zed URL Access to 147.237.77.17/ B ock 1
40.77.167.23  |tited States 147, 237. 77. 17 |nazi .i o (2 St 71 butéd thaut hori zed LRL Access on B ock 1
nazi . i df.il/tenpl ates/ newsl i st/ undefined
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.133.23 of 147.237.77. 17 |nazi .i df . i 147. 237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
77.125.108.213 |Israel 147.237.77. 17 |nazi . i df . i |[Unaut hori zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
Iran, Islanic Republi .. . .|Dstributed Wauthorized URL Access on
31.184. 130. 35 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
66. 249. 64. 180 | srael 147.237.77. 17 |mazi .idf . i [Mul ti pl e Uhaut hori zed URL Access from 66. 249. 64. 180 B ock 1
46. 116. 206. 205 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
Iran, Islamc Republi .. . - JDOstributed Lhauthorized URL Access on
31.184.134. 24 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.132.23 of 147.237.77. 17 |nazi .i df . i 147. 237. 77. 17/ 3850- 5187- hel i gf . aspx B ock 1
81.218.229. 198 |Israel 147, 237. 77. 17 |nazi . i o [2UL OV z8d URL Access to B ock 1
v nazi . i df . i |/t enpl at es/ shared/ user cont r ol s/ vodchannel /
.. . .JOstributed Uhauthorized URL Access on
66. 249. 93. 242 | srael 147.237.77. 17 |nazi .idf . i 147.237. 77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
- - - - - - < T -
157.55.39 245 |United Sates 147 237. 77. 17 \nazi i of . i U:’ilut hO:I zed URL Access to igf.idf.il/5551-11516- he/ xZx@xaex'x™x? x§x B ock 1
x™xoex”. aspx
40.77. 167. 43 Lhited Sates 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/4085-he/ B ock 1
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.133. 24 of 147.237.77. 17 |nazi . i df . i 147. 237. 77. 17/ 3850- 5187- he/ | gf . aspx B ock 1
.. . .JUnauthorized URL Access to
87.69. 239. 253 | srael 147.237.77. 17 |nazi . i df . i mazi i df i1/t enpl at es/ shar edl user control s/ nevsgal | ery/ B ock 1
79.177.176. 173 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
Iran, Islanc Republi .. . .|DOstributed Wauthorized URL Access on
31.184.131.21 of 147.237.77. 17 |nazi .i df . i 147. 237. 77. 17/ 3850- 5187- he/ | gf . aspx B ock 1
46.121.61.9 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
37.46. 37. 252 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 1/ 2061. j pg B ock 1
Iran, Islamc Republi .. . .JOstributed Uhauthorized URL Access on
31.184.132.24 of 147.237.77. 17 |nazi .i df . i 147. 237. 77. 17/ 3850- 5187- he/ | gf . aspx B ock 1
82. 166. 22. 6 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif B ock 1
66. 249. 93. 245 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/favi con.i co B ock 1
31.168.242. 124 |lsrael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx B ock 1
66. 249. 64. 175 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt B ock 1
: .. . .JUnauthorized URL Access to
40. 77. 167. 61 Lhited Sates 147.237.77. 17 |nazi .i df . i i of .i i 1/tenpl at es/ shar ed/ user cont rol s/ nevsgal | ery/ B ock 1
176. 13. 10. 107 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/sip _storage/fil es/ 1/ 1351. | pg B ock 1
107. 150. 43. 204 |lhited Sates 147.237.77. 17 |mazi . i df . i {Unaut hori zed URL Access to / B ock 1
31.184. 134, 21 Iran, Islamc Republi 147. 237 77. 17 \nazi i of i DO stributed Uhauthori zed URL Access on B ock 1

of

147.237.77. 17/ 3850- 5187- he/ i gf . aspx
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