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Top Attackers 

66.249.79.232, United States

66.249.78.3, United States

66.249.79.246, United States

66.249.79.239, United States

66.249.79.123, United States

79.183.31.3, Israel

79.183.58.236, Israel

183.60.252.84, China

164.138.117.189, Israel

66.249.78.17, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.79.232 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 12439

66.249.78.3 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 7324

66.249.79.246 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 5622

66.249.79.239 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 3304

66.249.79.123 United States 147.237.77.17 mazi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 527

79.183.31.3 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 10

79.183.58.236 Israel 147.237.77.17 mazi.idf.il Block_Udp_All_Nets drop BBL-Israel 3

167.88.12.219 United States 147.237.77.17 mazi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

220.156.184.4 India 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

151.80.31.117 Italy 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

188.165.15.238 France 147.237.77.17 mazi.idf.il C228: HTTP:  AhrefBot crawler Block 1

 11-19-2015 to 11-20-2015 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.78.17 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 2

68.168.137.2 Canada 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 2

183.60.252.84 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -f -sS 1

183.60.252.84 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 4096 1

74.117.209.136 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 1024 1

183.60.252.84 China 147.237.77.17 mazi.idf.il ET SCAN NMAP -sS window 2048 1

66.249.78.167 United States 147.237.77.17 mazi.idf.il ET SCAN NMAP -sA (2) 1

74.117.209.135 United States 147.237.77.17 mazi.idf.il ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

212.143.134.187 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1089

68.180.228.160 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 197

213.57.132.211 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 106

50.118.198.17 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 55

207.232.28.242 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 36

31.168.89.105 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid sequence number monitor 36

213.57.134.79 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 35

68.180.228.160 United States 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 35

208.115.111.75 United States 147.237.77.17 mazi.idf.il drop SAM rule drop 34

213.57.134.79 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 25

207.46.13.166 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 21

94.228.34.248 United Kingdom 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 20

207.46.13.81 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 18

213.57.138.114 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 18

176.13.7.205 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 16

37.142.178.72 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 16

68.180.228.160 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 14

207.46.13.122 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 12

46.116.227.114 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 12

46.19.85.27 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 10

157.55.39.162 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

79.183.191.33 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

213.57.128.231 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 9

93.172.181.16 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 9

46.121.120.173 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

207.46.13.54 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

46.19.85.132 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

80.74.123.18 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

207.46.13.57 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 9

79.178.52.126 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 9

157.55.39.3 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 7

80.230.48.23 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 7

207.46.13.124 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 7

94.228.34.248 United Kingdom 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number alert 6

157.55.39.163 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

40.77.167.11 United States 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 6

66.249.79.239 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

46.19.86.166 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 5

88.234.220.44 Turkey 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

192.115.139.253 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

84.111.113.29 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

46.19.86.241 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

192.115.215.60 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

213.57.136.214 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

85.65.70.129 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

212.150.214.106 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence SYN retransmit with different window scale monitor 4

46.19.86.230 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

79.180.70.48 Israel 147.237.77.17 mazi.idf.il Bad TCP sequence Invalid ACK number monitor 4

85.250.222.19 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 4

79.178.33.148 Israel 147.237.77.17 mazi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

 11-19-2015 to 11-20-2015 



Top Attackers In WAF

Attacker Address Attacker Geo Target Address Site Signature
Device
Action

Count

164.138.117.189 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

89.138.162.223 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/images/transvideocounter.gif Block 2

79.181.24.175 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/sip_storage/ Block 2

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5035-he/igf.aspx Block 1

46.116.227.114 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/571-he/igf.aspx Block 1

31.184.132.24
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

213.151.36.130 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/6440-9719-he/igf.aspx&sa=u&ved=0ccyqqoubmanqfqotcijm7bh_m8kcfch
zggodyk0lhw&usg=afqjcnfkazfwt-nk0bv2szi8stwvjc5bwq

Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/templates/shared/usercontrols/newsgallery/ Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
147.237.77.17/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

31.184.134.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

31.184.131.24
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

212.25.75.106 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/6579-10007-he/igf.aspx. Block 1

84.109.102.33 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 1

66.249.79.238 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

62.0.34.177 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/1/2061.jpg Block 1

31.184.133.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

183.79.219.245 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

31.184.130.33
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3850-5187-he/igf.aspx Block 1

79.178.20.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4944-he/igf.aspx Block 1

66.249.79.232 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/113-11581-he/×œ×œ×? ×’×‘×•×œ×•
×ª.aspx

Block 1

31.184.134.23
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

31.184.132.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

212.150.214.106 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3849-5039-he/igf.aspx Block 1

66.249.79.246 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/700-he/bayabashaarchive.aspx Block 1

66.249.78.17 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to igf.idf.il/14-he Block 1

31.184.133.23
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

31.184.130.35
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

183.79.223.193 Japan 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/robots.txt Block 1

66.249.79.232 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to mazi.idf.il/5551-11516-he/×ž×©×œ×‘×™×? ×§×”×™
×œ×”.aspx

Block 1

31.184.134.24
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

31.184.132.23
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

213.151.34.214 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/sip_storage/files/7/1087.jpg Block 1

95.86.116.13 Israel 147.237.77.17 mazi.idf.il
Unauthorized URL Access to
mazi.idf.il/4637-5184-he/igf.aspx&sa=u&ved=0cagqfjaaahukewjc56qe75zjahvbla8kh
uj8alq&usg=afqjcnhter4zjira3qeekkypju5z0du8vg

Block 1

68.180.228.160 United States 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/14-8345-he Block 1

66.249.79.231 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/3848-5183-he/igf.aspx Block 1

31.184.133.24
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

31.184.131.21
Iran, Islamic
Republic of

147.237.77.17 mazi.idf.ilDistributed Unauthorized URL Access on 147.237.77.17/3850-5187-he/igf.aspx Block 1

188.165.15.238 France 147.237.77.17 mazi.idf.ilUnauthorized URL Access to 147.237.77.17/4278-he/igf.aspx Block 1

84.109.10.78 Israel 147.237.77.17 mazi.idf.ilUnauthorized URL Access to mazi.idf.il/ufi/reaction/ Block 1
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