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Top Attackers

66.249.79.232, Lhited Sates
66.249.78.3, Lhited Sates
66. 249. 79. 246, lhited Sates
66. 249. 79. 239, Lhited Sates
66.249.79. 123, Lhited Sates
79.183.31. 3, Israel

79.183.58. 236, |srael

183. 60. 252. 84, Chi na

164. 138. 117. 189, |srael
66.249.78.17, Lhited Sates




11-19-2015 to 11-20-2015

|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action |CPlocation Location |Count |
66. 249. 79. 232 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 12439
66. 249. 78. 3 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 7324
66. 249. 79. 246 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 5622
66. 249. 79. 239 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 3304
66. 249. 79. 123 Lhited Sates |147.237.77.17 |nazi.idf.il |TGP handshake viol ation, first packet not syn dr op BBL- Fr ankf urt 527
79.183.31. 3 | srael 147.237.77.17 |nazi.idf.il |Block Udp All Nets drop BA.- | srael 10

79. 183. 58. 236 | srael 147.237.77.17 |mazi.idf.il |B ock Udp All Nets drop BBL.- | srael 3

167. 88. 12. 219 Lhited Sates |147.237.77.17 |nazi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1




11-19-2015 to 11-20-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Tar get Address |S te \S gnat ure |Davi ce Action |Oount
220. 156. 184. 4 I ndi & 147.237.77. 17 nazi.idf.il (228: HITP.  AhrefBot craw er B ock 1
151. 80. 31. 117 Italy 147.237.77. 17 nazi.idf.il (228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 238 France 147.237.77.17 nazi.idf.il 228. HITP.  AhrefBot craw er B ock 1




11-19-2015 to 11-20-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
66. 249. 78. 17 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 2
68. 168. 137. 2 Canada 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
183. 60. 252. 84 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -f -sS 1
183. 60. 252. 84 Chi na 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
74.117.209. 136 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 252. 84 Chi na 147.237.77.17 nazi . idf.il ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 78. 167 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN NVAP -sA (2) 1
74.117.209. 135 Lhited Sates 147.237.77. 17 nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




11-19-2015 to 11-20-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature | Device Action  |Count |
212.143.134.187 |lsrael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1089
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout rej ect 197
213.57.132.211 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 106
50.118. 198. 17 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 55
207.232. 28. 242 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 36
31.168. 89. 105 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 36
213.57.134. 79 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 35
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK - > Ti neout alert 35
208. 115. 111. 75 Lhited Sates 147.237.77.17 |nazi.idf.il |drop SAMrul e drop 34
213.57.134.79 | srael 147.237.77.17 |mazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 25
207. 46. 13. 166 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 21
94, 228. 34. 248 United Kingdom [147.237.77.17 |nmazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 20
207.46. 13. 81 Lhited Sates 147.237.77.17 |nmazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 18
213.57.138.114 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
176. 13. 7. 205 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 16
37.142.178.72 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 16
68. 180. 228. 160 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 14
207. 46. 13. 122 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Inval i d ACK nunber noni t or 12
46.116. 227. 114 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 12
46. 19. 85. 27 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 10
157. 55. 39. 162 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
79.183. 191. 33 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 9
213.57.128. 231 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
93.172.181. 16 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 9
46.121.120. 173 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 9
207.46.13. 54 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
46.19. 85. 132 | srael 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 9
80. 74. 123. 18 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
207.46. 13. 57 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 9
79.178.52. 126 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
157.55. 39. 3 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
80. 230. 48. 23 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
207. 46. 13. 124 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TGP sequence Invalid ACK nunber noni t or 7
94. 228. 34. 248 United Kingdom [147.237.77.17 |nmazi.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
157. 55. 39. 163 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 6
40.77.167.11 Lhited Sates 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 6
66. 249. 79. 239 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 86. 166 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
88. 234. 220. 44 Tur key 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192. 115. 139. 253 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
84.111.113. 29 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 86. 241 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 4
192. 115. 215. 60 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
213.57.136.214 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
85. 65. 70. 129 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
212. 150. 214. 106 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 4
46. 19. 86. 230 | srael 147.237.77.17 |nazi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
79.180. 70. 48 | srael 147.237.77.17 |nazi.idf.il |Bad TCOP sequence Invali d ACK nunber noni t or 4
85. 250. 222. 19 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79.178. 33. 148 | srael 147.237.77.17 |nazi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 4




11-19-2015 to 11-20-2015

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Geo ‘Tar get Address |Ste ‘S gnature Acti on ‘Count
164.138. 117. 189|l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/images/transvi deocounter. gif Bl ock 2
89. 138. 162. 223 |l srael 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/inages/transvi deocounter. gif Bl ock 2
79.181.24.175 |lsrael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to nazi.idf.il/sip_storage/ B ock 2
66. 249. 79. 238 | srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5035- he/ i gf . aspx Bl ock 1
46.116. 227. 114 |l srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/571-he/i gf . aspx B ock 1
31.184. 132. 24 gxa :z' 2‘:"" 147.237.77.17 |nezi . i df .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850-5187-he/i gf . aspx  |Bl ock 1
Unaut hori zed URL Access to
213.151. 36. 130 |l srael 147.237.77. 17 |nazi . i df . i fmazi . i df . i1/6440-9719- he/ i gf . aspx&a=u&ved=0ccyqgqoubnangf qot ci j n¥bh_n8kcf ch |B ock 1
zggodykOl hwkusg=af gj cnf kazf wt - nkObv2szi 8st wj c5bwg
68. 180. 228. 160 |lhited Sates 147.237.77. 17 |nazi . i df . i {Uhaut hori zed URL Access to nazi.idf.il/tenpl at es/ shared/ usercontrol s/ newsgal | ery/ Bl ock 1
.. . . JUhauthorized URL Access to
66.249.79. 231 I srael 147.237.77. 17 |nazi . i df .| 147.237.77. 17/ t enpl at econt r ol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bt ock !
31.184. 134. 21 gxa :z' 2‘:"" 147.237.77.17 |nezi . i df.i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850-5187-he/i gf . aspx  |Bl ock 1
31.184. 131. 24 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i |Di stributed Unaut horized URL Access on 147.237.77.17/3850-5187-heli gf . aspx  |B ock 1
212. 25. 75. 106 | srael 147.237.77. 17 |nazi . i df . i jUnaut hori zed UR. Access to nazi.idf.il/6579-10007- he/i gf . aspx. Bl ock 1
84.109. 102. 33 | srael 147.237.77. 17 |nazi . i df . i JUnaut hori zed URL Access to 147.237.77.17/si p_storage/fil es/ 7/ 1087. j pg Bl ock 1
66. 249. 79. 238 I srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77.17/robots. t xt Bl ock 1
62. 0. 34.177 | srael 147.237.77. 17 |nazi .i df . i |Uhaut hori zed URL Access to 147.237.77.17/si p_storage/ fil es/ 1/ 2061. j pg B ock 1
31.184.133. 21 IF;;EBI :i' 2’;"‘: 147.237.77. 17 |mazi .idf.i|Di stributed Unaut horized URL Access on 147.237.77.17/ 3850-5187-hel i gf . aspx  |H ock 1
183. 79. 219. 245 |Japan 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/robot s. t xt Bl ock 1
31.184. 130. 33 'F;zz'bl I'i' ‘;T"C 147. 237.77. 17 |nazi .i of .i [Unaut hor i zed URL Access to 147.237.77. 17/ 3850- 5187- he/ i gf . aspx B ock 1
79.178. 20. 231 | srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to 147.237.77. 17/ 4944- he/ i gf . aspx B ock 1
66. 249 79, 232 | srael 147. 237 77 17 \azi i o i XTaZ;Sf” zed URL Access to mazi.idf.il/113-11581- he/ xeexmex? X'x'Xexgex 8 ock 1
Iran, Islamc AR - . . .
31.184.134. 23 Republ i ¢ of 147.237.77. 17 |mazi .idf . i |D stributed Unaut horized URL Access on 147.237.77. 17/ 3850- 5187- he/ i gf . aspx Bl ock 1
31.184.132. 21 gxa :z' 2‘:"" 147.237.77.17 |nezi . idf.i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850-5187-he/i gf . aspx  |Bl ock 1
212.150. 214. 106|l srael 147.237.77. 17 |nazi .i df . i |Unaut hori zed URL Access to 147.237.77. 17/ 3849- 5039- he/ i gf . aspx B ock 1
66. 249. 79. 246 | srael 147.237.77. 17 |nazi . i df . i [Unhaut hori zed URL Access to nazi.idf.il/700- he/ bayabashaar chi ve. aspx Bl ock 1
66. 249. 78. 17 | srael 147.237.77. 17 |nazi .i df . i |Lhaut hori zed URL Access to igf.idf.il/14-he B ock 1
31.184. 133. 23 gxa :z' 2‘:"" 147.237.77.17 |nezi . idf.i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850-5187-he/i gf . aspx  |Bl ock 1
31.184. 130. 35 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i |Di stributed Unaut horized URL Access on 147.237.77.17/3850-5187-heli gf . aspx  |B ock 1
183. 79. 223. 193 |Japan 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77. 17/robot s. t xt Bl ock 1
i i i - - > ‘x TMx?D N T™M
66. 249. 79, 232 | srael 147. 237 77 17 \azi i o i Lhau"t horized URL Access to mazi.idf.il/5551-11516-he/ xZx©x@ex'x™x? Xx§x"x 8 ock 1
xex”", aspx
31.184. 134. 24 IF;;EBI :i' o'¢ [147.237.77. 17 |nazi i of i stributed Lhauthori zed LRL Access on 147.237.77.17/ 3850-5187-hel i of .aspx  [Bock |1
31.184. 132. 23 IF;;EH :z' 2‘:" 147.237.77.17 |nezi . idf.i|Di stributed Unaut horized URL Access on 147.237.77.17/3850-5187-he/i gf . aspx  |Bl ock 1
213.151. 34. 214 |Israel 147.237.77. 17 |nazi . i df . i |Unaut hori zed URL Access to 147.237.77. 17/ sip storage/fil es/ 7/ 1087. | pg Bl ock 1
Unaut hori zed URL Access to
95. 86. 116. 13 | srael 147.237.77. 17 |mazi . i df . i mazi . i df . i | / 4637- 5184- he/ i of . aspx&a=u&ved=0cagqf j aaahukew c56qe75zj ahvbl a8kh |B ock 1
uj 8al géusg=af gj cnht er 4zj i r a3geekkypj u5z0du8vg
68. 180. 228. 160 |Lhited Sates 147.237.77. 17 |mazi . i df . i [Unaut hori zed URL Access to nazi.idf.il/14-8345-he Bl ock 1
66. 249. 79. 231 I srael 147.237.77. 17 |nazi . i df . i [Unaut hori zed URL Access to 147.237.77.17/ 3848-5183- he/ i gf . aspx Bl ock 1
31.184. 133. 24 gxa :z' 2‘:"" 147.237.77.17 |nezi . i df .i|Di stributed Unaut horized URL Access on 147.237.77. 17/ 3850-5187-he/i gf . aspx  |Bl ock 1
31.184.131. 21 'F;‘;‘Ebl : i' ;’“‘C 147.237.77. 17 |nazi .idf .i |Di stributed Unaut horized URL Access on 147.237.77.17/3850-5187-heli gf . aspx  |B ock 1
188. 165. 15. 238 |Rance 147.237.77. 17 |nazi . i df . i fUnaut hori zed URL Access to 147.237.77.17/ 4278-hel i gf . aspx Bl ock 1
84.109. 10. 78 I srael 147.237.77. 17 |nazi .i df . i [Uhaut hori zed URL Access to nazi.idf.il/ufi/reaction/ Bl ock 1
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